Net8

Administrator’'s Guide

Release 8.1.5

February 1999
Part No. A67440-01

ORACLE



Net8 Administrator’s Guide, Release 8.1.5

Part No. A67440-01

Copyright © 1999, Oracle Corporation. All rights reserved.
Primary Author: Deborah Steiner

Contributors:  Pierre Baudin, Toby Close, Santanu Datta, Harvey Eneman, Shuvayu Kanjila, Tong Ming
Lee, Ethan Malasky, Sergio Mendiola, Ed Miner, Radhika Shah, Chandar Venkataraman, Norman Woo,
and Jun Wu.

The Programs are not intended for use in any nuclear, aviation, mass transit, medical, or other
inherently dangerous applications. It shall be the licensee’s responsibility to take all appropriate
fail-safe, backup, redundancy and other measures to ensure the safe use of such applications if the
Programs are used for such purposes, and Oracle disclaims liability for any damages caused by such
use of the Programs.

The Programs (which include both the software and documentation) contain proprietary information of
Oracle Corporation; they are provided under a license agreement containing restrictions on use and
disclosure and are also protected by copyright, patent, and other intellectual and industrial property
laws. Reverse engineering, disassembly, or decompilation of the Programs is prohibited.

The information contained in this document is subject to change without notice. If you find any
problems in the documentation, please report them to us in writing. Oracle Corporation does not
warrant that this document is error free. Except as may be expressly permitted in your license agreement
for these Programs, no part of these Programs may be reproduced or transmitted in any form or by any
means, electronic or mechanical, for any purpose, without the express written permission of Oracle
Corporation.

If the Programs are delivered to the U.S. Government or anyone licensing or using the Programs on
behalf of the U.S. Government, the following notice is applicable:

Restricted Rights Notice Programs delivered subject to the DOD FAR Supplement are "commercial
computer software" and use, duplication, and disclosure of the Programs including documentation, shall
be subject to the licensing restrictions set forth in the applicable Oracle license agreement. Otherwise,
Programs delivered subject to the Federal Acquisition Regulations are "restricted computer software"
and use, duplication, and disclosure of the Programs shall be subject to the restrictions in FAR 52.227-19,
Commercial Computer Software - Restricted Rights (June, 1987). Oracle Corporation, 500 Oracle
Parkway, Redwood City, CA 94065.

Oracle, SQL*Net and SQL*Plus are registered trademarks. Oracle8i and Net8 are trademarks of Oracle
Corporation. All other company or product names mentioned are used for identification purposes only
and may be trademarks of their respective owners.



Contents

SENA US YOUI COMIMENTS oo e ettt e et e e ee e et e e s eeeeeeeee e e e e eeseseeeseeeeeseneeens XV
o =) =01 < U XVii
Part| Net8 Overview and Concepts

1 Introducing Net8

INETE OVEIVIBWV ...ttt ettt ekttt b b e bbb e b e sb e e b e e b e e e n b e b e e st e bt ebe et e s besbesbenbenaens 1-2
Oracle CONNECLIVITY OVEIVIEW ........ciiiiiiiiiice ettt 1-3
(000 a1 [0 [UT =T d o] g N @ AV/=T Y 7=V SRS 14
Connection RoUting Capabilities .........cooiiiiiiiiic s 1-6

2 Architecture and Concepts

N2 e @] o T=T - LA o] o IO TSSO USRS PR 2-2
CONNECE OPEIALIONS......oiiiiieieiteie ettt bbbt bbbt b et sttt et 2-2
(D1 e= W @] o 1=T =11 1o 1SR 2-4
EXCEPTION OPEIALIONS. .....euiitiiieiteiteite ettt b bbb b se e e e e et ebeebesbesbeebesbeseens 2-4

=] eI AN ol o 1 =T ot (0= TS 2-5
Networking ENVIFONMENTS ........ccviiiiii ettt ne e sre e 2-5
Net8 and the Transparent Network Substrate (TNS).......ccociiiiiiniie e 2-6
] - (o) S @00 0 0 U] g o= o g <SP 2-6
Stack Communications in a Typical Oracle Networking Environment..........c..c..ccoovvevnenn. 2-9
SErver-to-Server INTEraCtION ... et sre s 2-13
Stack Communications in an HHOP ENVIFONMENT..........c.cviiininiereneere e eesese e 2-14
Stack Communications in @ JDBC ENVIFONMENT.........cccocoiiiiriieneineiseesecse e 2-16



Network Sessions to MuUlti-Threaded SEIVEIS ... 2-20

Network Sessions t0 DediCated SEIVEIS.......ccoiiiireieeeeee et sne s 2-23
Bequeathed Network Sessions to Dedicated SEIVErS ... vevireneieriesereeee s 2-25
NEt8 aNd The LISTENEN ... bbb bbb et e ettt ene 2-27
Database Instance Registration t0 LISTENEIS ... 2-27
ClIENT CONNECLIONS........iiiiiiete ettt ettt et bbb b eb e e be e b et e 2-28
CONNECE-TIME FAIIOVE .......oiiiiiiiit et 2-29
L 0B BAIANCING ...ttt bbbttt 2-30
Oracle NamMeS AFCNITECTUIE .......oooiiiceee e 2-31
OVEBIVIBW ...ttt bbb bbb b s et h e b e bt bt e bt ekt e b eh e bt eeb et e b et ene et e et e e beebents 2-31
AdMINISTrAtiVE REGIONS ...ttt bbbttt 2-33
0] 4 F= Vo OSSP 2-33
Oracle Names AS Data REPOSITOIY .......coiiiiiiiiiieieieets e 2-34
Data Stored in an Oracle NamMES SEIVET ......c.oviieiiiierceeee e see s 2-35
Organizing and Naming Network COMPONENLS ..........ccccoviviirierinnene e 2-37
Using Multiple Regions to Decentralize Administrative Responsibilities..............c......... 2-40
Differences Between Versions of Oracle NamMEeS ... 2-42
UNderstanding DISCOVEIY ......ciiiirieieieieeeesee e se sttt sa et et sa s e e e e e enaesennesnessennes 2-45
Oracle Connection Manager ArChiteCtUIE..........ccvciuiii i 2-46
Oracle CoNNECtiON ManNaGEr PIrOCESSES......c.ciiiieiiteieie ettt seete st seene e 2-46
ConNNECtioN CONCENTIALION ..ottt sb e b ene e 2-48
NE8 ACCESS CONTIOL ...c..iiuiiiiiiiiie bbbttt be st ene s 2-49
MUIti-ProtOCOI SUPPOIT........cviiiiitiiiiieiee bbbt 2-49
(o] o] o<1t o] o i =0 o] 1T oo PR SSS 2-50

Part Il Net8 Setup and Configuration

3

Planning Your Network

[ F T e LT Te @ A =T Y-S 3-2
Defining YOUr NetWOIK LAYOUL........cccooiieiiiicic sttt sttt nre e 3-2
ReSOIVING NET SEIVICE INBMES ..ottt 3-3
N =T 1T To Y, =) 1 T T S 3-3
o (0TS A NN =T 1 T SRS 3-3
LOCAI INITHNG 1.ttt bt bbbt b e 3-5
Centralized Naming Using Oracle NamMES.........cccveviieiiieiiesnse e 3-5
EXTErNal NAMING ....ocooiiiie et e e et e s be et e s beentesneentesneesteaneas 3-6
Choosing @ Naming MEthOd ..o s 3-8



Improving Large Network Performance ... 3-10

Managing ConNeCction REQUESTES ...........ciiiiiiiieiieeee ettt 3-10
(@0 ] o] aT=To1 dToT 1 2o To] 1T o [ SRS 3-11
CoNNECEION CONCENTIALION.....c..iiiiiiieeieeiee ettt b bbb b b e 3-11
Client Load BalanCiNg ......ccoeiiiiiiiiiiiiee s 3-12
Optimizing Data Transfer by Adjusting the Session Data Unit (SDU) Size..........c..ccocenu.. 3-13
Persistent Buffer FIUShing fOr TCPZIP ........oov oo 3-14
Configuring Listener QUEUESIZE ..........ccuoiiiiiiieirieisies ettt 3-14
(g UL T T Te JRST0 T 0] 4= 2SS 3-15

4 Understanding Release 8.1 Installation and Net8 Products

New Products and Features IN This REIEASE .........cccviviiiieii i 4-2
Net8 Release 8.1 Configuration File CRaNQES ..o 4-8
Configuration File Syntax Changes ... e 4-9
TNSNAMES.ORA CRANQES ...c.vciviieieeeeeieeeee e e sttt s ss e s ese e e eseanessessessessenees 4-15
LISTENER.ORA CRANQGES ....cocviiiiiiicieiie ettt ettt s ve st ste ettt esse e eneanastesnesrennas 4-18
CMAIN.ORA CRANGES ..eciieiieitiiiiistt ettt bbbt bbbt bbb 4-19
Obsolete Parameters for REIEASE 8.1 .........ccvcveiiieicese e 4-20
Net8 Installation and Net8 ProdUCES ...........cceciiiiciiiicccee e 4-21
Net8 Server INSTAllatioN ..o e e e re s 4-22
Net8 Client INSTAHALION ........ccociiiiicis e re e sre e 4-24
NEt8 ProdUCES OVEIVIBW .....ccuviiiiiecieie ettt sttt st e st este et e saeenae e e sreannes 4-25

5 Considerations for Upgrades and Migration

Net8 and SQL*NEt DIfferE€NCES......cccvcii e 5-2
Obsolete SQL*NEL PAFAMELEIS.......coviiiieieieieiee ettt ettt sae e 5-4
Client and Database Compatibility ISSUES .........cccoveveiiiiiiiise e 5-5
Oracle8i Client Release 8.1 Connection to Oracle8i Database Release 8.1 ............cccccoceunee. 5-5
Oracle8i Release 8.0/0racle7 Client Connection to Oracle8i Database Release 8.1 ........... 5-6
Oracle8i Client Release 8.1 Connection to Oracle8i Database Release 8.0/Oracle7 Database ...
5-8
OFACIE INBIMES ...ttt bbbttt b bbb e e e et et e b e e bt e bt ebeebesbe b 5-10
Using the Net8 Assistant to Handle Compatibility ISSUES..........ccoeiviinciinciiiiecies 5-11
Using Release 8.1 Features and Connecting To a Release 8.1 Service .........cccoceevevevrnnn 5-12
Using Release 8.0/7.x Features and Connecting To a Release 8.0/7.x Service................. 5-14
Migrating and Upgrading ConSIAErations ...........ccoeireineieneiineisie e 5-16



vi

Upgrading and Migrating to Net8 Release 8.1 ... 5-17

Step 1: Verify Service Name and INstance NamMe. ... 5-17
Step 2: Perform Software Upgrade or Migration on the Server..........ccocoovevevecciciccncnnn, 5-18
Step 3: Perform Software Upgrade or Migration on the Client ..., 5-19
Step 4: Perform Functional Upgrade and Migration ............ccocccveineiniineinciseee e 5-19
Additional Considerations for Oracle Connection Manager and Oracle Names................. 5-21
Using Oracle Connection Manager Release 8.1...........cccccvvieivciiii s 5-21
Using Oracle Connection Manager Instead of Oracle Multi-Protocol Interchange.......... 5-22
UsiNg Oracle Names VEISION 8.......cc.ciiiiieiieei st snenns 5-23

Configuring Naming Methods and the Listener

CoNfIGUIALION OVEIVIEW .......ocuiiiiiieiiiiese et ettt sttt e e sa e e eneenaesesneenesrenrennens 6-2
Setting Service Names and INStance NAIMES..........ccccviieie e 6-3
CoNfIGUIrAtION IMOGEIS ......oviiiiiiiicc bbbt sr et ab e ene e 6-4
=T 1T To TR, =) 1 T S 6-5
(070 o) 1o T8 =1 o] o T 1 =TSSP 6-6
Configuring the Network with the Host Naming Method ... 6-7
Step 1: Configure the Listener with the Global Database Name. ..........cccccccoevveiveiniviennnen, 6-8
Step 2: Configure HOSTNAME as the First Naming Method ... 6-9
Step 3: Set Up Host Name Resolution ENVIFONMENT ... 6-11
Configuring the Network with the Local Naming Method...........cccccooevvvviiicicccicec e 6-12
Configuration During INStallation ...............ccviieiiiiice e 6-13
Configuration After INSTAHAtION ...........coiiiiiiiie e 6-14
Configuring the Network with the Oracle Names Method...........ccccocevvveieieicccisc e 6-21
Step 1: Consider Oracle NameS OPLIONS ......c..ooviiiiiiiiiiieie e 6-23
SEEP 2 INSTAILL....eeiei bbbt 6-24
Step 3: Create an Oracle NAMES SENVEN .....cccccevviieieieecee e re e 6-25
Step 4: Configure Clients and Database Servers To Use Oracle Names Servers............... 6-37
Step 5: CoNFIGUIE The LISTENET ..ot 6-40
Step 6: Register Data with the Oracle Names SErver..........cccvovvvieiieniscsescee e 6-41
Step 7: (Optional) Delegate Domains to Delegated Administrative Regions.................... 6-50
Configuring the Network with the External Naming Method.............c.cccovvniiniiniiice 6-51
CONFIGUIE NS ... e et s r ettt e e e e e eseereeneaneerenrs 6-51
(70 o1 1o TU T (= N |0 ST TR 6-55



ConfigUIING the LISTENET ....oceiie ettt et e ae e sae e e sreanees 6-62

Re-Starting the Listener After a LISTENER.ORA File Modification...........ccccccovevneiinnnn, 6-64
Configuring Listener ProtoCol AQAIESSES. .....cuuiveveviieiirerieresese e seeiesee s se e se e snens 6-64
Configuring a Listener that Uses a Non-Default Port............c.ccoo o 6-67
Using a Listener Name Other than LISTENER ... 6-69
Handling Larger Volumes of Connection REQUESTS.........c.ccccivvviieviriene s 6-70
Configuring a Listener with Service Information............c.ccccooiiiiiii i 6-71
Configuring ProtOCOI AQUIESSES .......ccueiiiiitiiiteet ettt 6-76
W AN (o [ =TT @0 T 0] oY) 1= o1 €SS 6-76
ProtOCOI] PAFGMETETS .....ocueiiieiiiie ettt e bbbttt ettt e 6-78

Enabling Optional Net8 Features

MOdifying NEet SErVICE NAMIES ..o b e sreenae e reanes 7-2
Modifying Attributes of a Net Service Name.........coooiiiiiiiiice s 7-2
Renaming @ Net SErVICE NAMIE ........ccvvviieieeeee sttt e e snesresrenrens 7-3
Adding a Protocol Address to a Net Service Name .......ccccccvvvvveeie e 7-3
Deleting a Protocol Address from a Net Service Name..........ccccvevviniininninscececees 7-5
Deleting @ NEet SErVICE NAIME .......cccv it e et nre s 7-6
Configuring Advanced Connection Attributes for a Net Service Name............c.ccccovevenen. 7-7
Configuring Multiple Address OPLIONS..........coeiiiiiiiriee e 7-11

(©7e] o) 1o [8 T T o K= W 24 o 1 [ TSRS 7-15
(O%e] o) i To [T g Talo T o] T U] o I3RS 7-16
Prioritizing Net Service Name Naming Method Resolution .........c.ccccovvniiniineincnnn, 7-18
Configuring Preferred Oracle NameSs SEIVELS.........ccooviiviiiiiienienieseseese e sesne e 7-20
Configuring Advanced Profile INformation ............c.cccoov e 7-23
Routing CONNECLION REQUESTS. ........cviuiiiiiiiiietiiete et 7-26
Configuring Oracle AdVanced SECUTILY ......cccivvviieiirie e snens 7-28

Enabling Connection CoNCENTIAtION..........c.cocviii e e 7-31
Step 1: Configure Oracle ConNNECtioN MaNAGET ..........cooieiiiriereeree e 7-31
Step 2: CONFIGUIE the SEIVEL ...oveee e nre s 7-32
Step 3: Configure the CHENt ... 7-33

Enabling Multi-ProtoCOl SUPPOIT ..ot 7-35
Step 1: Configure Oracle ConNection Manager..........cccvvvrieriririeresesere e 7-35
Step 2: Configure the CHENt ... 7-36

Vii



Enabling Net8 AcCCESS CONIOL........cc.oiiii ettt ne s 7-38

Step 1: Configure Oracle ConNNECtioN MAaNAJET ..........ccooiirieerieirieeree e 7-38
Step 2: Configure the CHENt ..o e 7-40
Configuring the Client for Oracle Connection Manager Features ...........cccocevvviveverierresnnenn, 7-41
Step 1: Configure an Oracle Connection Manager Address.........cccoeovveeneinenneneeneeneas 7-43
Step 2: Configure the LiStener AAAreSS.......ccovvviieierieeeieese s 7-46
Enabling ConNection POOTING ........ccoiiii it 7-49
Configuring Java Option CONNECTIONS..........ccoeiiiirieesiee et 7-50
Java Stored Procedure Configuration ..........cccceeieiicicienie s 7-51
Enterprise JavaBeans and CORBA Configuration..........c.cocveiiienene e 7-51
Using the Default Configuration of Oracle8i for EJBs and CORBA through the Listener .........
7-54
Using a Non-Default Configuration ... 7-56
Using SSL wWith EJBS and CORBA ...ttt sttt 7-64
Configuring Non-Oracle Database SEIVICES.........ccocireiiriiiieiinei e 7-65
Configuring Net8 for EXternal ProCedUIES ..........ccoeiiieirieie i 7-65
Configuring Net8 for Oracle Heterogeneous SEIVICES ........ccovveievieiieieereseesie e e 7-67
Configuring Net8 for an Oracle RAD Database ...........c.ccceieeriireiineinceeeseese e 7-71

8 Establishing a Connection and Testing the Network

viii

CoNNECEING 10 8 DAADASE ........oiiiic e 8-2
Net8 Component StArtup OVEIVIEW .........ccvcieiiieieise e a e s e e srenes 8-2
ENtering @ CONNECT STFINQ.......oiiiiiiiee ettt sre et e e sae e e sreanees 8-8

Checklist for Troubleshooting Common Startup and Connection Problems....................... 8-11

LTS AT T IR € T A =T 1YY 0 S 8-14
USIiNG NEet8 CoNtrol ULIHTIES.......ccociiiicice et 8-15
Testing an Oracle NaMES SEIVET .......cooiiiiiiiiice et 8-16
Testing Network Objects Using NAMESCTL or the Net8 Assistant ..........cccccevvvveivinnnnnn, 8-17
IR ] gL = T TS (= T oSSR 8-18
Testing Oracle CONNECLION MANAGET .......c..ciriiirieiirieiirieire s 8-18
Testing Configuration 0N the SEIVET ........c.cciieeccee e 8-18
Testing Network Connectivity from the Client..........c..ccooo i, 8-20



10

11

Configuring Multi-Threaded Server

OVEIVIBW ...ttt ettt sttt s b bttt e e s et e st e bt b e bt e bt e b e e bt eh e ke nbeseen b e st et en e ebeebeabeabeebesbesbeneas 9-2
Configuring Oracle for Multi-Threaded Server Architecture...........ccoceceveveicicisce e, 9-4

Setting the Initial Number of DiSPatChers ... 9-8
Configuring Both Multi-Threaded Server and Dedicated Server Modes...........ccccccovevrenene 9-10
Overriding Multi-Threaded Server Mode on the Client ..........cccccocv v viviine e 9-11

Enabling Net8 Enhancements for Programmers

INELB OPEN ...ttt ettt bbbt b et e bt e bt et sttt st et e sb et e sb et e nberesberenbeneas 9-2
Net8 OPEN API FUNCLION CallS......ccoiiiiiiieece e 9-3
Finding the Net8 OPEN Applications Program INterface ..........c.cccovvvneinvineinenncnses 9-8
Building Your OWn APPLICALION ........coeiiecicee s 9-8
Configuring the System to Use Your Net8 OPEN Application ..., 9-9
SAMPIE PrOGIAIMS. ...ttt b bbbttt 9-11
NEL8 OPEN API EFTOIS ..ot et en s 9-12

UNIX CHEeNt ProgramMiNg .......cccooieieiiiie e se e se e aeste st e steassesteensesseensesseassessaessessasssnssenas 9-13
Signal Handler and Alarm Programming ... 9-14
BEAUEALN.......eoecccc ettt neerenre e 9-14

Troubleshooting Net8

(DT T: To [ L0 XS] L o T AN 1= SR 11-2
1T V=T gl BT To [ o 1] Aot SRR 11-3
ClIENT DIAGNOSTICS ...ttt bbbttt 11-4

Resolving the Most ComMmON Error MESSAQES ........coveveuieieeiesisesesiesieseeseesieseeseessesassessessessenes 11-7

Troubleshooting Tips from the Field ... 11-13
Questions to Ask When TroubleShOOtiNg .........coriiiiiriiiieee s 11-14

Troubleshooting Network Problems Using Log and Trace Files........ccccocveveveicivcciciiinennns 11-15

Logging Error INFOrMAatioN...........cco oot 11-15
g 0] g = Tod OSSOSO 11-16
LOG FIlE NAMIES ...ttt ettt be st st tesn et e e e e e eneeneaneanens 11-18
Understanding and Setting LOG Parameters .........ccccccevviieiieiesi e se e 11-19
Setting Log Settings During Runtime of Control Utilities............c.cccvvniincincininnn, 11-24
USING LOQG FIIES.....ooece ettt ettt na e e neerennn 11-25
Listener’s LOg AUt Trail ........ccoooiiiiie et 11-25
Understanding Oracle Connection Manager LOGS ..o 11-27



Tracing Error INFOrMAatioN ..........cooiiiii et sre e 11-31

TrACE FIlE INAIMES. ...ttt sttt sttt et e st e e neeneers 11-32
Understanding and Setting Trace Parameters........ccocvvveveieeieiesnse e 11-32
Setting Trace Settings During Runtime of Control Utilities..........cccccooevvieviviececcccec, 11-39
EValuating NET8 TraCES ......couiviieiiiciirierie bbb 11-40
Using the Trace Assistant to Examine Your Trace Files........ccccoovovvivini v 11-43
Contacting Oracle CUSTOMEr SUPPOIT.....c.oiiiiieieieeeeete ettt 11-58

Part Il  Reference

A Control Utilities for the Listener, Oracle Names Server, and Oracle
Connection Manager

OPErAtiNG MOOES ...ttt bbb b ettt e A-2
Listener Control Utility (LSNRCTL) ..occiiiviiieiiiereceeee et sne e A-3
SET and SHOW MOGITIEIS ..ottt A-3
SBOUNTEY ..ttt etttk h bbb bt bt bt b b b £ bbb h bR bRt b bt ettt n s A-3
LSNRCTL COMIMANGS ..ottt sttt sttt sttt sttt ettt st et A-4
Oracle Names Control Utility (NAMESCTL) ....ccoiiiii et A-31
ParameEter OPTIONS ..ottt bbbt et e bbb en e nes A-31
SET and SHOW MOGIFIEIS ....c.vcuiiiiiieirieisesese et A-31
NAMESCTL’S Distributed OPEration...........ccoceiiiirerininie ettt e A-32
SBOUNTEY ..ttt bbb bt b et bt e b bbb bR bbbt b bt n et et A-32
Confirmation Mode in NAMESCTL .....coooiiiiiirn e A-33
NAMESCTL COMMANGS ...ttt ettt b ettt sb e b sr e A-34
Oracle Connection Manager Control Utility (CMCTL).....ccccceoiiiiiniiinnenee e A-89
CMOCTL COMMEANTS ...veviviieiiieieieie ettt bbbttt sttt ab et eb e teneneene s A-90

B Sample Configuration Files

Profile (SQLNET.ORA) ...ttt bbbt bttt ettt e bt B-2
Local Naming Configuration File (TNSNAMES.ORA)......ccccoiii ittt B-5
Listener Configuration File (LISTENER.ORA) ........ccoiiiiiieee e B-6
Oracle Names Server Configuration File (NAMES.ORA) ..o sesie e B-7
Oracle Connection Manager Configuration File (CMAN.ORA) ..o B-9



C Configuration Parameters

Syntax Rules for Configuration FIlES ... e C-2
Further Syntax Rules for Configuration Files............ccooviviiiiiiiinine e C-3
NETWOIK CRAFACTEE SEI.........oiiiiiiiite ittt b e C-4
L0 T T Tod (=T =] ST PPURPRTTRN C-5

ADDRESSeS and ADDRESS _LISTS ...oiiiiiiiieiie ettt C-5

Profile Parameters (SQLNET.ORA) ..o ottt ettt sre e re s C-7

Local Naming Parameters (TNSNAMES.ORA). ...t C-31
LT 1= = )Y 7 VUSSR C-31
MUILIPIE DESCIIPTIONS ...viiiiieiieiie et b et bbb et C-32
MUIEIPIE AQAIESS LISTS. .. .ottt bbb C-33
Changed Functionality of Client Load Balancing and DESCRIPTION_LISTs................. C-34
EXAIMIPIES ..ottt h et h bbb bbb bbbt e e e C-36
DESCRIPTIONS and DESCRIPTION _LISTS....cciiiiriiiiiiiiicisieisieeseesess s s C-38
ADDRESSeS and ADDRESS_LISTS ..ottt C-39
Optional Parameters FOr LSS ........cociiiiiiiire e e e C-40
CONNECT _DATA SECLION ..ottt sttt sttt st ss et s s C-43

Listener Parameters (LISTENER.ORA) ...t C-50
Listener AdAresS SECLION ........cciiiiiiiiire e bbb bbb e C-51
SID_LIST _listener_name Static SErvice SECHION ........ccoevirieiiiieieeceee e C-57
CONLIOL PAFAMETEIS.....cuiiieieieee ettt sttt et et C-62

Oracle Names Parameters (NAMES.ORA) ...t C-65

Oracle Connection Manager Parameters (CMAN.ORA) ......cccoiiiniiniiinenesesee s C-76

Protocol-Specific Parameters (PROTOCOL.ORA) .....co it C-81

Glossary
Index

Xi



Xii



List of Figures

'—\
| T S N R Tt P A A T T A P
PNRPNRPNRPONRPRPREPRRPRPRPRPEPOONOORNWONRE®N R

PRPPRPEPO0O0ONNNOOODOOITOITUONNDNNDNDNNDNDNNNNNDNNNDNDNREPE
II—‘II—‘II—‘CIDI (R R L P P P e e
WN PP o~NOYOTh WNPEFEO

11-4
11-5
11-6
11-7
11-8

Basic Client-to-Server CONNECTION .......c.cciiiiiriiiiee e 1-2
Client-to-Server Connection through Oracle Names..........cccoevreiinineiineineineiees 1-5
Client to Server Connections through Oracle Connection Manager ...........c.ccccoceevvenae 1-6
OSI COMMUNICALIONS STACK ......e.viviietiieiiriciere et 2-7
Typical Communications Stack in an Oracle environment............ccccoeovveiieinicnnennns 2-10
Typical Client vs. [IOP Client Communication Stacks ............cccovviireiineinenncinennns 2-14
Client/Server Communications Stack in an [IOP Environment............ccocooeveieneenen. 2-15
Typical Client vs. JDBC Client Communication Stacks...........c.ccccveiniiniiicniincnns 2-17
Client/Server Communications Stack in a JDBC Environment...........cccocecevvieneenen 2-19
Redirected Connection to a DiSPatCher ... 2-22
Redirected Connection To a Prespawned Dedicated Server Process.........cc.ccocveeeene. 2-24
Bequeathed Connection To a Dedicated SErver ProCesS ........cccoeveiereeieeneniesesieneenns 2-26
Listener In a Typical Net8 CONNECLION .........cciiiiiiiiciree s 2-28
OFACIE INBIMES ...ttt sttt sttt e b et st e st et e e et eneeneeneenesbenrees 2-32
Single Domain Naming MOEL...........cccciiiiiiiiii e 2-37
Hierarchical Naming Model ... 2-38
DEfaUlt DOMIAINS. .....cciiiiiiieie ettt bbbttt et s e st ebesbesnesbeneas 2-39
Delegated AdmINIstrative REGIONS.........c.cviiiiiiiiiiciese s 2-41
Connection Concentration through Oracle Connection Manager .........c.cccoeeereeennen 2-48
Multi-Protocol Support Through Oracle Connection Manager ..........ccccoeevveeireinnenn, 2-50
CONNECTION POOTING ...ttt bbbt 2-51
Oracle8i Client to Oracle8i Database..............ccovveireiiiiiiiiiie e 5-5
Oracle8i Client release 8.0/0racle7 Client to Oracle8i Database.............c.cccveevieienennas 5-6
Oracle8i Client to Oracle8i Release 8.0/0racle7 Database...........cccoevveiereieneiencienenns 5-8
Net Service Name Usage in TNSNAMES.ORA ...t 6-12
Multiple LiStENer AQUIESSES.......cueiiiiitiiitiieie e 6-13
TNSNAMES.ORA File with and without Oracle Connection Manager ..................... 7-34
CMAN Parameter Configured to Use Multi-Protocol SUPPOIT.........ccccccervirnereeennnn 7-37
SUCCESSTUI TFaCe ROULE .....oviiiiiiciiieie et 8-24
Trace ROULE WIth EFTOF ...cc.oiiiiie e 8-24
Oracle Multi-Threaded Sever ArchiteCture ... 9-3
INEEB OPEN ...ttt ettt bt bbbt sttt se bbbt 9-2
Network Products and Error Stack COMPONENT..........ccocevreineineiinieiieese e 11-16
TYPICAI EFTOF STACK ......ccviiiieiiciiiee e 11-17
Typical Audit Trail Information for Successful Reload Request............cccceovevennnene 11-25
Typical Audit Trail Information for Successful Connection Request........................ 11-26
CIMAIN_PID.LOG ...ttt bbbttt bbbt 11-27
CMADM_PID.LOG ... ..ottt ettt st bbb sn et 11-27
Packet INFOrMALtION ......c.ooeiieec et ene s 11-41
Trace File Error OULPUL ......c.ooiiiiee e 11-42

Xiii



11-9 Typical Trace ASSISTANT CONVEISION .......c.coveiiiiiiieiisese et 11-44

11-10 Summary Data Packets Sent in a Bequeathed Connection............ccococceveieiciciinennne 11-45
11-11 Detailed Data Packets Sent in a Bequeathed Connection...........cc.ccoceeevereicininennns 11-46
11-12 Summary Data Packets Sent in a Redirected Connection ..........c.ccccceeviviveveiieinninens 11-47
1113 DaAta PACKET .......oiiiiiiiiie et bbb bbbttt ene 11-47
11-14 Two Task Common Summary INformation ............cccccovveiiiicii s 11-48
11-15 Two Task Common Summary INformation ............ccccovveiiiicii e 11-50
11-16 Detailed SQL information on top of summary TWo-TasK..........ccccevereiiriiiinincnnns 11-51
11-17 Typical Trace File StAtiSTICS ........ccociiiriieiiieieeeeee e 11-52
11-18 Trace File EXAMPIE ..o 11-53
CcC-1 General Syntax of TNSNAMES.ORA ..ot C-31
C-2 Multiple Descriptions in TNSNAMES.ORA ..o C-32
C-3 Multiple Address Lists in TNSNAMES.ORA ...t C-33
c-4 Client Load Balancing for Release 8.1 and Prior to Release 8.1.........ccccceevvvevvvvennnne, C-35
C-5 Multiple Oracle Connection Manager Addresses TNSNAMES.ORA..........cccccoceene. C-36
C-6 Client Load Balancing in TNSNAMES.ORA ... C-37

Xiv



Send Us Your Comments

Net8 Administrator’s Guide , Release 8.1.5
Part No. A67440-01

Oracle Corporation welcomes your comments and suggestions on the quality and usefulness of this
publication. Your input is an important part of the information used for revision.

Did you find any errors?

Is the information clearly presented?

Do you need more information? If so, where?

Are the examples correct? Do you need more examples?
What features did you like most about this manual?

If you find any errors or have any other suggestions for improvement, please indicate the chapter,
section, and page number (if available). You can send comments to the Information Development
department in the following ways:

Electronic mail - infodev@us.oracle.com
FAX - (650) 506-7228 Attn: Net8

Postal service:

Oracle Corporation

Server Documentation Manager

500 Oracle Parkway, 40P12

Redwood Shores, CA 94065

USA

If you would like a reply, please give your name, address, and telephone number below.

If you have problems with the software, please contact your local Oracle World Wide Support Center.

XV



XVi



Preface

The Net8 Administrator’s Guide provides the information you need to understand
and use the Net8 product and its related applications.

Note: This guide contains information that describes the Net8
features and functionality within the Oracle8i and the Oracle8i
Enterprise Edition products. Oracle8i and the Oracle8i Enterprise
Edition have the same basic features. However, several advanced
Net8 features are available only with Oracle8i Enterprise Edition.
For example, to use Oracle Connection Manager, you must have
Oracle8i Enterprise Edition. For information about the differences
between Oracle8i and the Oracle8i Enterprise Edition and the
features and options that are available to you, please refer to Getting
to Know Oracle8i.

This Preface includes the following topics:
« Audience

« Structure

« Related Documents

« Conventions

« Your Comments Are Welcome
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Audience

The information in this guide is intended primarily for network or database
administrators (DBAS) responsible for making connection to services, such as the
Oracle8i database, and network configuration. This guide is also provided for

anyone who wants to understand how Net8 works.

Structure

This guide contains 11 chapters and three appendices

Part I: Net8 Overview and Concepts

Chapter 1, "Introducing Net8"

Chapter 2, "Architecture and
Concepts"

Introduces the Net8 release 8.1 product.

Describes the Net8 architecture, Net8 interaction in a multi-threaded server or
dedicated server environment, Oracle Names, Oracle Connection Manager,
and connection pooling.

Part 1l: Net8 Setup and Configuration

Chapter 3, "Planning Your
Network"

Chapter 4, "Understanding
Release 8.1 Installation and
Net8 Products"

Chapter 5, "Considerations for
Upgrades and Migration”

Chapter 6, "Configuring
Naming Methods and the
Listener”

Chapter 7, "Enabling Optional
Net8 Features"

Chapter 8, "Establishing a
Connection and Testing the
Network"

Chapter 9, "Configuring
Multi-Threaded Server"

Chapter 10, "Enabling Net8
Enhancements for
Programmers"

Chapter 11, "Troubleshooting
Net8"

Describes considerations for planning a network using Net8. It explains the
relationships of the Net8 products, and options for better managing your
future network.

Describes release 8.1 configuration files and installed Net8 products and
applications.

Describes upgrading from Net8 release 8.0 to Net8 release 8.1, and migrating
from SQL*Net version 2 to Net8 release 8.1.

Describes how to configure the network using various Net8 methods.

Describes how to configure advanced and optional Net8 features, such as
Oracle Connection Manager features, connection pooling, client load
balancing, connect-time failover, Heterogeneous services, External Procedures,
and Oracle Rdb database.

Describes how to start Net8 components, establish a connection, and test a
connection.

Describes how to tune the components of the multi-threaded server
architecture.

Describes Net8 enhancements for programmers. This includes a review of
Net8 OPEN, UNIX signal handling, and bequeath adapter.

Describes procedures to troubleshoot Net8. This includes information on
tracing and logging.
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Part 1ll: Reference

Appendix A, "Control Utilities
for the Listener, Oracle Names
Server, and Oracle Connection
Manager"

Appendix B, "Sample
Configuration Files"

Appendix C, "Configuration
Parameters"

Describes all commands for Net8 Control Utilities including Listener Control
(LSNRCTL), Oracle Names Control (NAMESCTL), and Connection Manager
Control (CMCTL).

Provides sample configuration files for profiles (SQLNET.ORA), local names
(TNSNAMES.ORA), listener (LISTENER.ORA), Oracle Names servers
(NAMES.ORA), and Oracle Connection Managers (CMAN.ORA).

Lists and describes configuration parameters for profiles, local names, listener,
Oracle Names servers, Oracle Connection Manager, and protocols.

Related Documents

«  Oracle8i Concepts

« Oracle8i Reference

«  Oracle8i Distributed Database Systems

«  Oracle8i Tuning

« Oracle Enterprise Manager Administrator’s Guide

« Oracle Advanced Security Administrator’s Guide
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Conventions

The following conventions are used in this guide:

filename
Italic is used for emphasis:

The WHERE clause may be used to join
rows in different tables.

Convention Example Meaning

UPPERCASE LISTENER.ORA Calls attention to SQL commands,
keywords, file names, and initialization
parameters.
Most Oracle files names on UNIX are
lowercase.

lowercase $ORACLE_HOME/network/admin Indicates directories and commands.

courier startup; Most directories and commands on UNIX
are lowercase.

Italic Italic is used to indicate a variable: Indicates a value that you must provide.

For example, if a command asks you to
type filename, you must type the actual
name of the file.

Italic is also used for emphasis in the text
and to indicate the titles of other guides.

Square brackets [ ]

change_password [listener name]

Encloses optional items.

Angle brackets < >

names.default_domain = <valid domain
name>

Enclose user-supplied names.

Choose Start >

Choose Start > Programs > Oracle-HOME_
NAME > Oracle Enterprise Management >
Enterprise Manager Console

Indicates how to start a program on
Windows platforms.

directory name

Forward slash (\) /network A subdirectory on UNIX platforms.
before a directory

name

Backslash (\) before a \network A subdirectory on Windows platforms.

$ORACLE_HOME on
UNIX and ORACLE_
HOME on Windows
platforms

Go to the $SORACLE_HOME\network
directory

In this Optimal Flexible Architecture
(OFA)-compliant release, all
subdirectories are no longer under a top
level ORACLE_HOMEHirectory. There can
be an ORACLE_BASHlirectory, which
may contain multiple Oracle home
directories.
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Convention Example Meaning

Symbols period . Symbols other than brackets and vertical
bars must be entered in commands

mm
comma , exactly as shown.

hyphen -
semicolon ;
colon :
equal sign =
backslash \
single quote ’

double quote "
parentheses ()

Your Comments Are Welcome

We value and appreciate your comments as an Oracle user and reader of the user
guides. As we write, revise, and evaluate our documentation, your opinions are the
most important input we receive. Please use the reader’s comment form to tell us
what you like or dislike about this manual or other Oracle manuals. If the form is
not available, please send your comments to the Information Development
department using any of the following:

« E-mail: infodev@us.oracle.com
« FAX-(650) 506-7228. Attn: Net8
= Postal Service:
Oracle Corporation
Server Documentation Manager
500 Oracle Parkway, 40P12
Redwood Shores, CA 94065
US.A.
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Part |

Net8 Overview and Concepts

Part | provides an overview of Net8 concepts and terminology. It contains the
following chapters:

« Chapter 1, "Introducing Net8"
« Chapter 2, "Architecture and Concepts"
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Introducing Net8

This chapter introduces Net8, and provides an overview of its main applications,

features, and functionality. It contains the following sections:

Net8 Overview
Oracle Connectivity Overview
Configuration Overview

Connection Routing Capabilities
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Net8 Overview

Net8 is the foundation of Oracle’s family of networking products, allowing services
and their applications to reside on different computers and communicate as peer
applications. The main function of Net8 is to establish network sessions and transfer
data between a client machine and a server or between two servers. Net8 is located
on each machine in the network. Once a network session is established, Net8 acts as
a data courier for the client and the server.

Figure 1-1 shows a client-to-server connection:

Figure 1-1 Basic Client-to-Server Connection

3

Net8
Network
Client :lz

3

Network sessions are established with the help of a listener. The listener is a
separate process that resides on the server whose responsibility is to listen for
incoming client connection requests and manage the traffic to the server.

il

Server

The listener brokers the client request, handing off the request to the server. Every
time a client (or server acting as a client) requests a network session with a server, a
listener receives the actual request. If the client’s information matches the listener’s
information, the listener grants a connection to the server.

For environments where a large number of connections need to access the same
service, Net8 offers a routing process called Oracle Connection Manager that resides
on a machine separate from the client or server. For further information about
Oracle Connection Manager, see "Connection Routing Capabilities" on page 1-6.
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Oracle Connectivity Overview

Net8 allows connections to various services, such Oracle databases, non-Oracle

databases, gateways, and external procedures (functions that can be called from
PL/SQL code). As an Oracle database is the most common service in an Oracle

environment, this section will focus on database services.

When an end user connects to a database service from across the network, a connect
string identifies the service through a net service name. For example:

sg>CONNECT usemame | password @iet_service_name

A net service name is able to access a service across the network by providing the
network description information necessary to locate the service on the network. A
net service name is resolved into the:

« hetwork route to the service, including the listener location through a protocol
address

= service name that is typically the global database name—a name comprised of the
database name and database domain—used to identify the database service

The listener, through a protocol, accepts the client connection. It verifies the client
information with the information it has received from the database service, as well
as information it has stored in its own configuration file, LISTENER.ORA. If the
information matches, a connection is granted.
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Configuration Overview

Configuration is accomplished by creating a list of the net service names that map
to services and addresses of listener destinations and configuring a naming method
by which to resolve the net service name. A naming method is a method by which a
net service name is resolved.

Wherever you choose to store your service names, Net8 offers tools to easily
configure net service names. Net8 supports several categories of naming methods:

«  existing name resolution service

Net service names may be stored via an existing IP address translation
mechanism.

« client configuration file

Net service names can be stored in a local configured file called
TNSNAMES.ORA on each client and server in the network. Because the
TNSNAMES.ORA can be configured on individual clients, it allows you to fine
tune for a particular client’s needs.

= an external naming service

If a third-party naming service is already configured in your environment, Net8
supports storing net service name information in it to avoid additional
configuration.

= centralized store

Net service names and service addresses can be stored in a central directory of
service addresses. This central store, called Oracle Names, is an Oracle-specific
name service that maintains a central store of service addresses. When client
applications request connections to servers using a simple name, the Net8 client
contacts Oracle Names to resolve the service into a network address descriptor.
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Figure 1-2 shows:
1. A database registering its service with an Oracle Names server.

2. Client seeking to locate a service on the network by contacting an Oracle
Names server to retrieve the network address.

3. Clients then transparently connecting to the service:

Figure 1-2 Client-to-Server Connection through Oracle Names
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Names

,-~ Oracle ’

Database .-~ Names Server
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For more information about choosing the place to store net service names, see
"Resolving Net Service Names" on page 3-3.
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Connection Routing Capabilities
Net8 offers connection routing for environments where:

« alarge numbers of users need to access a single service through a single
protocol

« different protocols are installed on the client and server, making a typical
connection fail

Typical Net8 connections require the client and server to have the same protocol
installed.

= control of client access to designated servers in a TCP/IP environment is
required

Connection routing is supported by Oracle Connection Manager, through which
client connection requests are routed to the server.

Figure 1-3 shows how client connection are routed to Oracle Connection Manager,
which resides on a separate machine in the network:

Figure 1-3 Client to Server Connections through Oracle Connection Manager
Oracle

/ Connection
Manager

Net8
Network

Oracle JB
Connection Manager Server
Machine

Client

See "Oracle Connection Manager Architecture” on page 2-46, for further
information.
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Architecture and Concepts

Net8 uses the Transparent Network Substrate (TNS) and industry-standard
networking protocols to connect a client to a server and establish an Oracle network
session.

This chapter describes TNS and the role it plays in distributed systems. It also
explains how Net8 interacts with TNS to perform basic connectivity and transport
operations. This chapter contains the following sections:

Net8 Operations

Net8 Architecture

Network Sessions to Multi-Threaded Servers
Network Sessions to Dedicated Servers

Net8 and the Listener

Oracle Names Architecture

Oracle Connection Manager Architecture

Connection Pooling
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Net8 Operations

Net8 is responsible for enabling communications between the cooperating partners
in an Oracle distributed transaction, whether they be client-server or server-server.
Specifically, Net8 provides three basic networking operations:

« Connect Operations
« Data Operations

« Exception Operations

Connect Operations

Net8 supports two types of connect operations:
« Connecting to Servers

« Disconnecting from Servers

Connecting to Servers

Users initiate a connect request by passing a user name and password along with an
identifier for the service to which they wish to connect. That identifier, called a net
service name, is mapped to a network address contained in a connect descriptor. A
connect descriptor contains the:

= network route to the service, including the location of the listener through a
protocol address

= service name, a logical representation of a database, used to identify the release
8.1 services, or Oracle System Identifier (SID) used to identify a pre-release 8.1
databases

« optional instance hame of the release 8.1 service to which to connect

Clients and servers use this net service name when making a connection with an
application.

Depending upon your specific network configuration, a connect descriptor may be
stored in one of the following:

« alocal names configuration file called TNSNAMES.ORA
« an Oracle Names server for use by Oracle Names

« aexternal naming service such as NIS or DCE CDS

Net8 coordinates its network sessions with the help of a listener.
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Disconnecting from Servers
Requests to disconnect from the server can be initiated in the following ways:

« User-Initiated Disconnect
« Additional Connection Request
= Abnormal Connection Termination

« Timer Initiated Disconnect or Dead Connection Detection

User-Initiated Disconnect A user can request a disconnection from the server when a
client-server transaction completes. A server can also disconnect from a second
server when all server-server data transfers have been completed, and no need for
the link remains.

Additional Connection Request If a client application is connected to a server and
requires access to another user account on the same or on another server, most
Oracle tools first disconnect the application from the server to which it is currently
connected. Once the disconnection is completed, a connection request to the new
user account on the appropriate server is initiated.

Abnormal Connection Termination Other components occasionally disconnect or abort
communications without giving notice to Net8. In this event, Net8 recognize the
failure during its next data operation, and clean up client and server operations,
effectively disconnecting the current operation.

Timer Initiated Disconnect or Dead Connection Detection Dead connection detection
allows Net8 to identify connections that have been left hanging by the abnormal
termination of a client. This feature minimizes the waste of resources by
connections that are no longer valid. It also automatically forces a database rollback
of uncommitted transactions and locks held by the user of the broken connection.

On a connection with dead connection detection enabled, a small probe packet is
sent from server to client at a user-defined interval (usually several minutes). If the
connection is invalid (usually due to the client process or machine being
unreachable), the connection is closed when an error is generated by the send
operation, and the server process terminates the connection.
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Data Operations
Net8 supports four sets of client-server data operations:
« send data synchronously
« receive data synchronously
« send data asynchronously
« receive data asynchronously

On the client side, a SQL dialogue request is forwarded using a send request in
Net8. On the server side, Net8 processes a receive request and passes the data to the
database. The opposite occurs in the return trip from the server.

Basic send and receive requests are synchronous. When a client initiates a request, it
waits for the server to respond with the answer. It can then issue an additional
request.

Net8 adds the capability to send and receive data requests asynchronously. This
capability was added to support the Oracle shared server, also called a
multi-threaded server.

Exception Operations
Net8 supports three types of exception operations:
« initiate a break over the connection
« reset a connection for synchronization after a break
« test the condition of the connection for incoming break

The user controls only one of these three operations, that is, the initiation of a break.
When the user presses the Interrupt key (Ctrl-C on some machines), the application
calls this function. Additionally, the database can initiate a break to the client if an
abnormal operation occurs, such as during an attempt to load a row of invalid data
using SQL*Loader.

The other two exception operations are internal to products that use Net8 to resolve
network timing issues. Net8 can initiate a test of the communication channel, for
example, to see if new data has arrived. The reset function is used to resolve
abnormal states, such as getting the connection back in synchronization after a
break operation has occurred.
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Net8 Architecture
This section covers the following architectural concepts:
« Networking Environments
« Net8 and the Transparent Network Substrate (TNS)
= Stack Communications
« Stack Communications in a Typical Oracle Networking Environment
« Stack Communications in an 1IOP Environment
«  Server-to-Server Interaction

=« Stack Communications in a JDBC Environment

Networking Environments
Oracle networking environments are based on two concepts:

« Distributed Processing
« Distributed Databases

Distributed Processing Oracle databases and client applications operate in what is
known as a distributed processing environment. Distributed or cooperative
processing involves interaction between two or more computers to complete a
single data transaction. Applications such as an Oracle tool act as clients requesting
data to accomplish a specific operation. Database servers store and provide the
data.

In a typical network configuration, clients and servers may exist as separate logical
entities on separate physical machines. This configuration allows for a division of
labor where resources are allocated efficiently between a client workstation and the
server machine. Clients normally reside on desktop computers with just enough
memory to execute user friendly applications, while a server has more memory;,
disk storage, and processing power to execute and administer the database.

Distributed Databases This type of client-server architecture also enables you to
distribute databases across a network. A distributed database is a network of
databases stored on multiple computers that appears to the user as a single logical
database. Distributed database servers are connected by a database link, or path
from one database to another. One server uses a database link to query and modify
information on a second server as needed, thereby acting as a client to the second
server.
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Net8 and the Transparent Network Substrate (TNS)

Net8 uses the Transparent Network Substrate (TNS) and industry-standard
networking protocols to accomplish its basic functionality. TNS is a foundation
technology that is built into Net8 providing a single, common interface to all
industry-standard protocols.

With TNS, peer-to-peer application connectivity is possible. In a peer-to-peer
architecture, two or more computers (called nodes when they are employed in a
networking environment) can communicate with each other directly, without the
need for any intermediary devices. In a peer-to-peer system, a node can be both a
client and a server.

A review of how Oracle clients and servers operate and communicate with each
other will help you to understand what TNS is and how it works with Net8 to
establish network sessions.

Stack Communications

The concept of distributed processing relies on the ability of computers separated
by both design and physical location to communicate and interact with each other.
This is accomplished through a process known as stack communications.

Stack communications can be explained by referencing the Open System
Interconnection (OSI) model. In the OSI model, communication between separate
computers occurs in a stack-like fashion with information passing from one node to
the other through several layers of code. Figure 2-1 depicts a typical OSI Protocol
Communications Stack.
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Figure 2-1 OSI| Communications Stack
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Information descends through layers on the client side where it is packaged for
transport across a network medium in a manner that it can be translated and
understood by corresponding layers on the server side.

A typical OSI protocol communications stack will contain seven such layers:

client application The OSI layer closest to the user, and as such is dependent on the
functionality requested by the user. For example, in a database environment, a
Forms application may attempt to initiate communication in order to access data
from a server.

presentation Ensures that information sent by the application layer of one system is
readable by the application layer of another system. This includes keeping track of
syntax and semantics of the data transferred between the client and server. If
necessary, the presentation layer translates between multiple data representation
formats by using a common data format.
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session Establishes, manages, and terminates network sessions between the client
and server. This is a virtual pipe that carries data requests and responses. The
session layer manages whether the data traffic can go in both directions at the same
time (referred to as asynchronous), or in only one direction at a time (referred to as
synchronous).

transport Implements the data transport ensuring that the data is transported
reliably.

network Ensures that the data transport is routed through optimal paths through a
series of interconnected subnetworks.

link Provides reliable transit of data across a physical link.
physical Defines the electrical, mechanical, and procedural specifications for

activating, maintaining and deactivating the physical link between client and
server.
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Stack Communications in a Typical Oracle Networking Environment

Stack communications allow Oracle clients and servers to share, modify, and
manipulate data between themselves. The layers in a typical Oracle
communications stack are similar to those of a standard OSI communications stack.
This section covers the following topics:

« Net8 Client-Side Interaction

« Server-Side Interaction

Net8 Client-Side Interaction

In an Oracle client-server transaction, information passes through the following
layers:

« Client Application

« Oracle Call Interface (OCI)
« Two-Task Common

« Net8

« Oracle Protocols

« Oracle Protocols

« Network-Specific Protocols
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Figure 2-2 depicts a typical communications stack in an Oracle networking
environment.

Figure 2-2 Typical Communications Stack in an Oracle environment
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Client Application Oracle client applications provide all user-oriented activities, such
as character or graphical user display, screen control, data presentation, application
flow, and other application specifics. The application identifies database operations
to send to the server and passes them through to the Oracle Call Interface (OCI).
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Oracle Call Interface (OCI) The OCI code contains all the information required to
initiate a SQL dialogue between the client and the server. It defines calls to the
server to:

« parse SQL statements for syntax validation
« open a cursor for the SQL statement
« bind client application variables into the server shared memory

« describe the contents of the fields being returned based on the values in the
server’s data dictionary

« execute SQL statements within the cursor memory space
« fetch one or more rows of data into the client application
« close the cursor

The client application uses a combination of these calls to request activity within the
server. OCI calls can be combined into a single message to the server, or they may
be processed one at a time through multiple messages to the server, depending on
the nature of the client application. Oracle products attempt to minimize the
number of messages sent to the server by combining many OCI calls into a single
message to the server. When a call is performed, control is passed to Net8 to
establish the connection and transmit the request to the server.

For more information about OCI, see the Oracle8i Call Interface Programmer’s Guide.

Two-Task Common Two-Task Common is Oracle’s implementation of the presentation
layer. Two-Task Common provides character set and data type conversion between
different character sets or formats on the client and server. This layer is optimized to
perform conversion only when required on a per connection basis.

At the time of initial connection, Two Task Common is responsible for evaluating
differences in internal data and character set representations and determining
whether conversions are required for the two computers to communicate.
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Net8 Net8 provides all session layer functionality in an Oracle communications
stack. It is responsible for establishing and maintaining the connection between a
client application and server, as well as exchanging messages between them. Net8
itself has three component layers that facilitate session layer functionality:

Component

Description

Network Interface (NI)

Network Routing (NR)/
Network Naming (NN)/
Network Authentication
(NA)

Transparent Network
Substrate (TNS)

This layer provides a generic interface for Oracle clients, servers,
or external processes to access Net8 functions. The NI handles
the "break" and "reset" requests for a connection

NR provides routing of the network session to the destination.
This may include any intermediary destinations or "hops" on the
route to the server destination. NN resolves net service names to
a Net8 destination address. NA negotiates any authentication
requirement with the destination.

TNS is an underlying layer of Net8 providing a common
interface to industry standard protocols. TNS receives requests
from Net8, and settles all generic machine-level connectivity
issues, such as: the location of the server or destination (open,
close functions); whether one or more protocols will be involved
in the connection (open, close functions); and how to handle
interrupts between client and server based on the capabilities of
each (send, receive functions). The generic set of TNS functions
(open, close, send, receive) passes control to an Oracle protocol
to make a protocol-specific call. Additionally, TNS supports
encryption and sequenced cryptographic message digests to
protect data in transit. TNS is the basic component of the TNS
Network session (NS) layer.

Oracle Protocols Oracle protocols are Oracle’s implementation of the transport layer.
Oracle protocols are responsible for mapping TNS functionality to
industry-standard protocols used in the client-server connection. Each protocol is
responsible for mapping the equivalent functions between TNS and a specific
protocol. Oracle protocols include:

«  LUG.2

« Named Pipes
«  SPX

« TCP/IP

= TCP/IP with SSL
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Network-Specific Protocols All Oracle software in the client-server connection process
require an existing network protocol stack to make the machine-level connection
between the two machines for the transport layer. The network protocol is
responsible only for getting the data from the client machine to the server machine,
at which point the data is passed to the server-side Oracle protocol.

Server-Side Interaction

Information passed from a client application across a network protocol is received
by a similar communications stack on the server side. The process stack on the
server side is the reverse of what occurred on the client side with information
ascending through communication layers. The one operation unique to the server
side is the act of receiving the initial connection through the listener.

The following components above the network session layer are different from those
on the client side:

« Oracle Program Interface (OPI)

« Oracle Server

Oracle Program Interface (OPI) The OPI performs a complementary function to that of
the OCI. It is responsible for responding to each of the possible messages sent by the
OCI. For example, an OCI request to fetch 25 rows would have an OPI response to
return the 25 rows once they have been fetched.

Oracle Server The Oracle Server side of the connection is responsible for receiving
dialog requests from the client OCI code and resolving SQL statements on behalf of
the client application. Once received, a request is processed and the resulting data is
passed to the OPI for responses to be formatted and returned to the client
application.

Server-to-Server Interaction

When two servers communicate to complete a distributed transaction, the process,
layers, and dialogues are the same as in the client-server scenario, except that there
is no client application. The server has its own version of OCI, called the Network
Program Interface (NPI). The NPI interface performs all of the functions that the
OCI does for clients, allowing a coordinating server to construct SQL requests for
additional servers.
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Stack Communications in an IIOP Environment

This release of Net8 supports a new presentation layer called General Inter-Orb
Protocol (GIOP) that is used for those clients connecting to the Java option. Internet
Inter-Orb Protocol (11OP) is an implementation of GIOP over TCP/IP or TCP/IP
with SSL. Oracle provides the GIOP service implementation.

[IOP Client-Side Interaction

I1OP clients have different communication stack than a typical Net8 client stack, as
shown in Figure 2-3. 11OP clients use:

« GIOP as the presentation layer rather than Two-Task Common

« ho session layering rather than Transparent Network Substrate (TNS)

Figure 2-3 Typical Client vs. IIOP Client Communication Stacks

Net8 Client Stack IIOP Client Stack
Client Application Client Application
OCl GIOP
Oracle TCP/IP
Two-Task or TCP/IP
Common w/SSL Protocol
NI
NR/NN/NA
TNS
Oracle Protocol
Network Protocol
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The server side does not require many of the Net8 communication layers needed in
a typical Net8 connection. Instead, the server side only requires a network protocol
of TCP/IP and an Oracle protocol of TCP/IP or TCP/IP with SSL. The only
component of Net8 required is Transparent Network Substrate (TNS). Figure 2-4
depicts a communication stack between an I1OP client and the Java option in the
Oracle database.

Figure 2—4  Client/Server Communications Stack in an IIOP Environment

IIOP Client Side Stack Server Side Stack
Client Application Oracle Server
GIOP TNS
Oracle TCP/IP SSL
or TCP/IP Oracle TCP/IP
w/SSL Protocol Protocol
TCP/IP network-
Specific Protocol

See "Configuring Java Option Connections" on page 7-50.
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Stack Communications in a JDBC Environment

Oracle's Java DataBase Connectivity (JDBC) Drivers provide Java programmers
access to an Oracle database. Oracle offers two JDBC drivers—one targeted
specifically to Java developers writing client-server Java applications and
Java-based middle tiers (Java web servers and Java application servers), the other
targeted those developing Java applets.

« JDBC/OCI is Oracle's Level 2 JDBC driver is targeted to client-server Java
application programmers and Java-based middle-tier developers. The
JDBC/OCI driver converts JDBC invocations to calls to the Oracle Call Interface
(OCI} which are then sent over Net8 to the Oracle database server.

« Thin JDBC driver is Oracle's Type 4 driver designed for Java applet and Java
application developers. The JDBC driver establishes a direct connection to the
Oracle database server over Java sockets. Access to the database is assisted with
a lightweight implementation of Net8 and Two-Task Common.

The layers in a JDBC client communications stack are similar to those of a standard
Oracle communications stack, as shown in Figure 2-5 on page 2-17:
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RDBMS

Net8

Figure 2-5 Typical Client vs. JDBC Client Communication Stacks
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The OCI JDBC client stack is similar to a typical Net8 Client stack. The Thin JDBC
client stack has similar components implemented differently. In an Java client
applet-server transaction, information passes through the following layers:

« DBAccess Interface

« JavalTC

« JavaNet

« Network Protocol Layer
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DBAccess Interface

The Java DBAccess Interface layer allows the client to initiate a SQL session much
like Oracle Call Interface (OCI) does in a standard client communication stack.

JavaTTC

Provides a subset version of the Two-Task Common implementation necessary for
exchanges of information between the Java client and the database. JavaTTC is
responsible for:

« hegotiating protocol version and data type

« determining whether conversions between the Java client character set and
server character set are necessary

« SQL statement execution

JavaNet

Provides a communication infrastructure so JDBC client can connect to an Oracle
database that is an equivalent implementation of NI, NR/NN/NA, and TNS in
Net8.

« Communication Interface - Provides an interface between JavaTTC and other
networking layers much like NI does in a standard client communication stack.

« Addressing - Processes Net8 destination addresses much like NN does in a
standard client communication stack.

« Java NS - Much like Transparent Network Substrate (TNS) in a standard client
communication stack, Java NS provides a common interface to TCP/IP, settles
all generic machine-level connectivity issues, such as: the location of the server
or destination (open, close functions); whether one or more protocols will be
involved in the connection (open, close functions); and how to handle
interrupts between client and server based on the capabilities of each (send,
receive functions).

Network Protocol Layer
Java Sockets - Provides a connection to between Java NS and TCP/IP.

TCP/IP Protocol - Java NS will only run on top of TCP/IP, because Java sockets use
TCP/IP.
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Figure 2-6 depicts a communication stack between a Java client applet and an
Oracle database.

Figure 2—6 Client/Server Communications Stack in a JDBC Environment
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Network Sessions to Multi-Threaded Servers

Note: To take advantage of multi-threaded server (MTS), you
must configure it, as described in Chapter 9, "Configuring
Multi-Threaded Server".

Multi-threaded server (MTS), also called shared server, allows many user processes to
share very few server processes.

With MTS configuration, many user processes connect to a dispatcher. A dispatcher
enables many clients to connect to the same server without the need for a dedicated
server for each client. A dispatcher handles and directs multiple incoming network
session requests to the shared server. The advantage of MTS is that system overhead
is reduced and less resources are used, allowing the number of users supported to
be increased.

Without MTS, each user process requires its own dedicated server process. A new
server process is created for each client requesting a connection. A dedicated server
remains associated to the user process for the remainder of the connection.

When an Oracle server has been configured as MTS, incoming network sessions are
always routed to the dispatcher unless either the network session specifically
requests a dedicated server or no dispatchers are available. The sequence of events
that occurs with the dispatcher server is as follows:

1. The listener is started and listens on either a default address or the addresses
specified in its configuration file.

2. A database instance starts. Dispatchers start according to the configuration
parameters in the initialization parameter file. Each dispatcher then performs a
listen on the address assigned to it.

3. Each dispatcher’s address is registered with the listener. When the listener is
not listening on its default address, the listener’s network name may be
specified in the database initialization file (INITSID.ORA). The name may
resolve to more than one such address if multiple listeners are used.

Once the dispatcher addresses are registered, the listener can redirect incoming
connect requests to them.

If step 2 is performed before step 1, the server will not be able to contact the listener
in step 3. If this occurs, there may be a delay as the server attempts to connect to the
listener. If a connect request comes in a timeframe where no dispatchers are
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registered, these requests may either be handled through prespawned dedicated or
newly spawned dedicated servers or may be rejected.

The listener and the Oracle dispatcher server are now ready to receive incoming
network sessions.

Note:  You can check which dispatchers have registered with the
listener by issuing a SERVICES command in the Listener Control
Utility. For more information, see "SERVICES" on page A-10.

Once the listener and the dispatcher server have been started, the network session
activity continues as follows:

1. The client connects to the listener with the network address.

2. The listener receives the connect request, and determines if the client’s request
may be serviced. If not, the listener refuses the network session, and then
resumes at Step 6.

3. Ifthe client’s request is validated, the listener issues a redirect message to the
client containing the network address of the least-used dispatcher for the
shared server. In Oracle Parallel Server, the message would be redirected to the
least used dispatcher on the least loaded node.

4. The client dissolves the network session to the listener and establishes a
network session to the shared server using the network address provided in the
redirect message.

5. The dispatcher updates the listener with the new load value because of the
presence of the new network session. This allows the listener to balance the
incoming network session requests between dispatchers running on the same
protocol.

6. The listener resumes listening for incoming network sessions.

When a client disconnects, the shared server associated with the client stays active
and processes other incoming requests. Different requests from the same client may
be processed by different shared servers.

Figure 2-7 depicts the role of the listener in a redirected connection to a dispatcher.
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Figure 2—7 Redirected Connection to a Dispatcher
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For MTS configuration information, see Chapter 9, "Configuring Multi-Threaded
Server".
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Network Sessions to Dedicated Servers

Alternatively to MTS, Net8 may redirect the request to an existing dedicated server.
This is the default implementation. Net8 sends the address of an existing server
process back to the client. The client then resends its connect request to the server
address provided.

Net8 provides the option of automatically creating dedicated servers before the
request is received. These processes last for the life of the listener, and can be reused
by subsequent connection requests. The use of prespawned dedicated server
processes requires specification in a listener configuration file.

Note:  Prespawned dedicated servers require SQL*Net version 2.1
or later, and Oracle Server release 7.1 or later.

The sequence of events that occurs when using prespawned dedicated server
processes to service client connection requests is as follows:

1. The listener is started and listens on an address specified in a listener
configuration file.

2. The listener then spawns a series of dedicated server processes until it reaches
the specified pool size defined in its configuration file.

3. Each spawned server process performs a partial address listen and provides the
listener with the partial address that it is listening on. The listener initially
marks all prespawned servers as idle.

Note: In a partial address listen, the server process listens, but
informs the underlying protocol stack that it has no preference as to
the specific address it will listen on. As a result, many protocol
stacks will choose a free listening address and automatically assign
this to the requesting server process.

4. The client sends a connect request to the listener.

5. The listener receives the network session request, and determines if the client’s
request may be serviced. If not, the listener refuses the network session and
then resumes at Step 9.
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6. The listener issues a redirect message to the client containing one of the
network addresses of the prespawned servers. The listener logs that server as
active.

7. The client dissolves the network session to the listener and establishes a
network session to the prespawned server using the address provided in the
redirect message.

8. The listener spawns another server process to replace the active prespawned
server (provided a value called PRESPAWN_MAX in the listener configuration
file is greater than the number of prespawned server processes active and idle).

9. The listener continues listening for incoming network sessions.

The above sequence of events continues until the maximum prespawn limit is
reached, at which point the listener stops spawning new dedicated server processes.

When clients disconnect, the prespawned dedicated server process associated with
the client returns to the idle pool. It then waits a specified length of time to be
assigned to another client. If no client is handed to the prespawned server before
the timeout expires, the prespawned server shuts down.

Figure 2-8 depicts the role of the listener in a redirected connection to a prespawned
dedicated server process.

Figure 2-8 Redirected Connection To a Prespawned Dedicated Server Process
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Bequeathed Network Sessions to Dedicated Servers

If the listener and server exist on the same node, the listener may create or spawn
dedicated servers as connect requests are received. Dedicated servers are committed
to one network session only and exist for the duration of that network session. The
sequence of events that occur when the listener creates a dedicated server process
and passes or "bequeaths” control of a network session to it is as follows:

1.

5.

The listener is started and listens on an address specified in a listener
configuration file (LISTENER.ORA).

A client connects to the listener with the network address.

The listener receives the network session request, and determines if the client’s
request may be serviced. If not, the listener refuses the network session and
then resumes at Step 5.

The listener spawns a new dedicated server process to serve the incoming
network session, and bequeaths the network session to that server process.
Once the network session is established, data flows directly between the client
and dedicated server process.

The listener continues listening for incoming network sessions.

When a client disconnects, the dedicated server process associated with the client
closes.
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Figure 2-9 depicts the role of the listener in a bequeathed connection to a dedicated
server process.

Figure 2-9 Bequeathed Connection To a Dedicated Server Process
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Net8 and the Listener
The listener receives connection requests on behalf of a client application.
This section covers the following topics:
« Database Instance Registration to Listeners
» Client Connections
«  Connect-Time Failover

« Load Balancing

Database Instance Registration to Listeners

Database instances register themselves with the listener when started. Database
instance registration is comprised of two elements:

= service registration provides the listener with instance information, such as
database service hames and instance names.

«  MTS dispatcher registration provides dispatcher information to the listener

When an instance is started, initialization parameters are read from the
INITSID.ORA. One of these initialization parameters is the service name. By
default, an instance background process registers instance information to a listener
on the local machine.

If a listener is started after the instance, there may be a delay before the instance and
dispatchers are registered. The instance will attempt to connect to the listener
periodically. Similarly, if a listener gets an incoming request before an instance is
registered, the listener may reject the request.

For MTS configuration information, see Chapter 9, "Configuring Multi-Threaded
Server".

Benefits
Database instance registration offers the following benefits:

« The LISTENER.ORA file does not require the SID_LIST _listener_name parameter
that specifies information on the databases served by the listener. This
parameter is still required if the management tool you are using still requires it.

« Connect-time failover is enabled, as described in "Connect-Time Failover" on
page 2-29.

« Connection load balancing is enabled, as described in "Load Balancing" on
page 2-30.
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Client Connections

A client is configured with a net service name that contains the location of a listener
and service name of the service to which to connect.

When a client requests a connection from a listener, the service name is sent to the
listener. The listener receives the network session request, determines if the
information passed to it matches the information it has registered, and determines if
the client request may be serviced.

Figure 2-10 depicts the role of the listener in a typical Net8 connection to a server.

Figure 2-10 Listener In a Typical Net8 Connection
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Connect-Time Failover

Database instance registration enables the listener to know if an instance is up prior
to attempting a connection. This feature facilitates automatic failover of a client
connect request to a different listener.

To control how the client executes these connection attempts, you will need to
configure multiple listening addresses for each net service name and use the
failover (FAILOVER = ON) parameter.

Connect-time failover continues until the client successfully connects to a listener.

CAUTION: Implementing connect-time failover does not allow use
of static service configuration parameters in the LISTENER.ORA
file. However, static configuration is required for Oracle8i release
8.0 or Oracle7 databases and Oracle Enterprise Manager. For
further information about statically configuring the listener, see
"Configuring a Listener with Service Information” on page 6-71.

See the Oracle8i Parallel Server Setup and Configuration Guide for
additional configuration instructions on setting up connect-time
failover for Oracle Parallel Server in an Oracle Enterprise Manager
environment.

Connect-time failover is not the same as "Transparent Application Failover" which
is a runtime-failover for high-availability environments, such as Oracle Parallel
Server, that refers to the failure of and re-establishing of application-to-service
connections. See Oracle8i Tuning for further information about transparent
application failover.

For configuration information, see "Configuring Multiple Address Options" on
page 7-11.

Architecture and Concepts 2-29



Net8 and the Listener

Load Balancing

Load balancing is a feature by which client connections are distributed evenly
among multiple listeners, dispatchers, instances, and nodes so that no single
component is overloaded.

Load balancing happens at the following levels:
« Client Load Balancing

« Connection Load Balancing

Client Load Balancing

If more than one listener services a single database, a client can randomly choose
between the listeners for its connect requests. This randomization allows all
listeners to share the burden of servicing incoming connect requests.

To enable your clients to choose from listeners at random, you will need to
configure multiple listening addresses for each net service name and use the load
balance (LOAD_BALANCE=0N) parameter.

For additional configuration information, see "Configuring Multiple Address
Options"” on page 7-11.

Connection Load Balancing

Database instance registration enables connection load balancing because of the
registration that happens with remote listeners. Connection load balancing evenly
distributes the number of active connections among various instances and
dispatchers for the same service. The load of a instance and dispatcher is
determined by the number of connections.

Connection load balancing is only enabled for an MTS environment. It is not
configurable by clients.

A listener sends an incoming client request for a specific service to the least loaded
dispatcher and instance. For example, if the service has multiple instances on
multiple nodes, it chooses a dispatcher based on the least loaded instance, where
the instance load is based on the node load.
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Oracle Names Architecture

Overview

Oracle Names is a distributed naming service developed for Oracle environments to
help simplify the setup and administration of global, client/server computing
networks.

This section covers the following topics:

«  Overview

« Administrative Regions

« Domains

« Oracle Names As Data Repository

» Data Stored in an Oracle Names Server

« Organizing and Naming Network Components

« Using Multiple Regions to Decentralize Administrative Responsibilities
« Differences Between Versions of Oracle Names

« Understanding Discovery

Oracle Names establishes and maintains an integrated system of Oracle Names
servers which work together like a directory service storing addresses for all the
services on a network and making them available to clients wishing to make a
connection.

Much like a caller who uses directory assistance to locate a telephone number,
clients configured to use Oracle Names will refer their connection requests to a
Oracle Names server. The Oracle Names server will attempt to resolve the service
name provided by the client to a network address. If the Oracle Names server finds
the network address, it will then return that information to the client. The client can
then use that address to connect to the service.
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Figure 2-11 depicts how Oracle Names works to help establish a connection
between a client and server:

1. A database registering its service with an Oracle Names server.

2. Client seeking to locate a service on the network by contacting an Oracle Names
server to retrieve the network address.

3. Clients then transparently connecting to the service:

Figure 2-11 Oracle Names
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Oracle Names provides an alternative to file-based or local name resolution
methods, where net service names and addresses must be configured and
maintained with each individual client. By maintaining this information in a central
administrative location, Oracle Names reduces the work effort associated with
adding or relocating services.

For configuration information, see "Configuring the Network with the Oracle
Names Method" on page 6-21.
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Administrative Regions

Domains

Oracle Names provides support for one or more administrative regions.

Most networks have one central point of administration, that is, one administrative
region. An administrative region consists of a collection of Oracle Names servers
that administer services in a network. All connect information are stored in a single
data repository, which has the authority to interpret a service name. All Oracle
Names servers within an administrative region query information from this data
repository. If the administrative region uses a database for storage, there is one
database per administrative region. There can be any number of Oracle Names
servers.

Most enterprise environments with multiple data centers and many Oracle
instances will probably choose to take advantage of multiple administrative
regions. This allows each data center to independently define and manage the
services in its own environment. At the same time, all service addresses are
continuously available to all of the clients in the whole environment. Oracle Names
servers transparently forward name resolution requests from clients in foreign
administrative regions to the proper Oracle Names server.

An administrative region contains one or more domains used to divide
administrative responsibilities.

A domain is a logical group of machines and network services. A domain is a way to
identify a service within a network. Similar to a directory structure in a file system,
it assigns a unique logical name to a network service. Within each domain all names
must be unique, but across domains simple unqualified names can be repeated.

Network domains are similar to file directories used by many operating systems in
that they are hierarchical. Unlike file systems however, network domains may or
may not correspond to any physical arrangement of databases or other objects in a
network. They are simply names spaces developed to prevent name space conflicts.

Note: Although they appear similar, the domains of an Oracle
network are completely independent of Domain Name Service
(DNS) name spaces. For convenience, you may choose to mirror the
DNS directory structure in your Oracle network.
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Oracle Names As Data Repository

Data in Oracle Names servers is updated through continuous replication between
all the Oracle Names servers in the region, or by writing to and reading from a
common Oracle database.

For smaller workgroup environments where all of the services are registered
dynamically, administrators may configure Oracle Names servers to replicate data
continuously among themselves. When a listener registers a new service,
information about that service will immediately be passed along to other Oracle
Names servers in the administrative region.

Alternatively, administrators in large environments will normally want to store
their registration data in an Oracle database, called the region database. A region
database consists of tables that store Oracle Names information. If the Oracle
Names servers are configured to use an Oracle database as a repository, all service
registrations will be written to the database. Each Oracle Names server in a given
administrative region will periodically poll the region database for updated
registrations. In this way, new registrations are communicated in a timely manner to
all of the Oracle Names servers in a given administrative region. At the same time,
it relieves Oracle Names servers of the necessity to communicate directly with each
other, as well as provides better reliability.
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Data Stored in an Oracle Names Server
Below is a description of the types of data stored in an Oracle Names server.

Data

Description

database global database
names and addresses

The Oracle Names server retrieves information about the
database, including the global database name (database name
and domain) and address, from the listener. The address is
configured in the LISTENER.ORA file, and the global database
name is registered during database startup or statically
configured in the LISTENER.ORA file. You do not to register
this information.

other Oracle Names server
names and addresses

An Oracle Names server stores the names and addresses of all
other Oracle Names servers in the same administrative region.
If there is more than one administrative region in a network,
the Oracle Names server will store the name and address of at
least one Oracle Names server in the root administrative
region and each of the immediate sub-regions. You do not
need to register this information.

net service names

If you register net service name with the NAMESCTL control
utility or the Net8 Assistant, an Oracle Names server stores
them. An Oracle Names server also stores gateways to
non-Oracle databases and Oracle RDB databases.
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Data

Description

global database link

Database links allow a database to communicate with another
database another. The name of a database link is the same as
the global database name of the database to which the link
points. Typically, only one database link should exist per
database.

The following types of database links may be created:

= You can create a private database link in a specific schema
of a database. Only the owner of a private database link
can use it.

= You can create a public database link for a database. All
users and in the database can use it.

=« You can create a global database link in Oracle Names
server so anyone in the network can use it.

Because the Oracle Names retrieves the global database name
from the listener, a global database link that is the global
database name is automatically registered with the Oracle
Names server. Therefore, you do not need to register this
information.

User name and password credentials for the global database
link may be registered with the Oracle Names server using the
Net8 Assistatnt.These global database links may be
supplemented with link qualifiers defined through the Net8
Assistant.

Global database links may be superseded with private and
public database links created by individual users. For more
information about private and public database links, see
Oracle8i Distributed Database Systems.

aliases

An Oracle Names server stores aliases or alternative service
names for any defined net service name, database service or
global database link. Aliases may be registered with the
Oracle Names server using either the NAMESCTL control
utility or Net8 Assistant.

Oracle Connection
Managers

An Oracle Names server stores the names and listening
addresses of all Oracle Connection Managers on the network.
You do not to register this information.
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Organizing and Naming Network Components

When you use Oracle Names, objects such as databases in a networked
environment will need to be named in a way as to ensure that they are unique
within the network. There are two basic models for naming objects in a network:

« Single Domain Model

« Hierarchical Naming Model

Single Domain Model

The use of the single domain naming model is useful if your network is small, and

there is no duplication of names. Figure 2-12 depicts a typical flat naming structure
using a single domain name, WORLD.

Figure 2-12 Single Domain Naming Model
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In this environment, database service names will automatically be appended with a
.WORLD extension (for example, PROD.WORLD, FLIGHTS.WORLD, and so forth).
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Hierarchical Naming Model

Hierarchical naming models divide names into a hierarchical structure to allow for
future growth or greater naming autonomy. This type of naming model will allow
more than one database with the same simple name in different domains.

Figure 2-13 depicts a hierarchical structure of domains including the (ROOT)
domain, ACME domain, US.ACME, EUROPE.ACME, and ROW.ACME (Rest of

World) domains.

Figure 2-13 Hierarchical Naming Model
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Notice in Figure 2-13 both WEATHER and HISTORY are repeated, but the names
remain unique (that is, HISTORY.ROW.ACME and HISTORY.EUROPE.ACME).

Default Domains The default domain is the domain within which most of the client’s
name requests are conducted. This is usually the domain in which the client resides,
though it could also be another domain from which the client most often requests
services. A client can request a network service within its default domain using the
service’s simple, unqualified name, that is, without specifying a domain name. If a
user requests a name without a "." character in it, the default domain name is
automatically appended to the database service or database link name requested.
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Figure 2-14 depicts a client with a default domain of EUROPE.ACME.COM. When
it makes a request for the service name "WINE", the default domain name
EUROPE.ACME.COM is appended to the requested name so that the name
becomes WINE.EUROPE.ACME.COM.

Figure 2-14 Default Domains

Root Domain

Domain

Names Within
Domain

PASSPORTS

HISTORY
FLIGHTS

DEATH WEATHER

WEATHER

EUROPE MODELS

TAXES

CURRENCY HISTORY

WINE

For more information about domain names, see Oracle8i Concepts.

Multiple Domains Multiple domains are related hierarchically to a root domain (the
highest-level domain in the hierarchy) in a series of parent-child relationships. For
example, under the root might be several domains, one of which is called COM.
Under the COM domain might be several more domains, one of which is ACME.
Under the ACME domain might be several domains, such as US, EUROPE, and so

forth.

Note: In previous releases of SQL*Net and Oracle Names, a
network with only one domain, would by default be called
".world". This is no longer a requirement with Net8 and Oracle
Names version 8. You may, however, want to keep the same
convention to be backward compatible, as well as to avoid having

to rename all your databases.
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Using Multiple Regions to Decentralize Administrative Responsibilities

An administrative region can contain multiple domains. A fully qualified domain
name can exist in only one administrative region, However, a domain name can
appear in two different regions. In order to have a flexible naming scheme, the
administration responsibility of a region must be decentralized.

If you are using Oracle Names and your network is large or widely distributed
geographically, you may choose to subdivide separate multiple regions. For
example, if your network includes both the United States and Europe, you might
want to have administrative decisions about the network made locally. To
subdivide, you must delegate regions and domains from a parent to a child or
subregion.

To delegate administrative regions, you must use a hierarchical naming model with
each administrative region controlling one or more different domains.

Networks with multiple administrative regions are composed of one root
administrative region and one or more delegated administrative regions.

Root Administrative Regions

The root administrative region contains the root domain. The root administrative
region contains the following information:

« Oracle Names servers in the root region.

« Domains as they are administered in this region. This is always at least the root
domain, and can include other domains.

« Delegated administrative region Oracle Names servers—The domains and
Oracle Names server addresses in any alternate regions which act as direct child
regions of the root.

« Data definitions for the root region—all of the database service names, database
links and aliases associated with the root administrative region.

Delegated Administrative Regions

Administrative regions can be "delegated” from the top of the hierarchy down to
other domains in the naming model. For example, a network with ten domains can
have between one and ten administrative regions.

All administrative regions other than the root are hierarchically delegated directly
or indirectly from it.
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Figure 2-15 depicts a network with five domains and three administrative regions:
the ROOT, and two delegated regions (DR1, DR2).

Figure 2-15 Delegated Administrative Regions
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Delegated Administrative Regions Below Root

All administrative regions below the root are considered delegated administrative
regions. Delegated administrative region receive administrative responsibilities for
a domain from other regions, such a the root administrative region. A delegated
administrative region contains the following information:

« All Oracle Names servers and domains in the region

« Domains and Oracle Names server addresses in any of this administrative
region’s child regions

= Addresses of the Oracle Names servers in the root region. Having this data
allows Oracle Names servers in delegated regions to contact any other region
(through the root region)

« Data definitions—All of the database service names, database links, and aliases
for all of the domains in this local (delegated) administrative region

Differences Between Versions of Oracle Names

There are significant differences between this version of Oracle Names and earlier
versions:

=« Oracle Names version 1
=« Oracle Names version 2

=« Oracle Names version 8

Oracle Names version 1

In Oracle Names version 1, administrators configured Oracle Names servers using
Oracle Network Manager and stored all topology data in a database. All the Oracle
Names servers in a region shared the same information because they accessed the
same database.

The clients had a list of preferred Oracle Names server specified in the SQLNET.ORA
file. This list was created by the user, listing the order of preferred Oracle Names to
contact. The first Oracle Names server in the list would be contacted first by a client.

Preferred Oracle Names servers may still be configured, as described in
"Configuring Preferred Oracle Names Servers" on page 7-20.
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Oracle Names version 2

In Oracle Names version 2, the administrator could choose between continuing
Oracle Names Server configuration as in version 1, or using the Dynamic Discovery
Option. The Dynamic Discovery Option was recommended only for a network with
a single region and single DNS domain. The Dynamic Discovery Option uses
well-known Oracle Names server, which are precise names hard-coded into DNS or the
HOSTS file on both the Oracle Names Server and its clients:

The well-known host names The well-known computer The well-known service

for TCP connections Names for Named Pipes name for an SPX
connections ! connection

oranamesrvr0 ORANAMESRVRO0 oranamesrvr

oranamesrvrl ORANAMESRVR1

oranamesrvr2 ORANAMESRVR2

oranamesrvr3 ORANAMESRVR3

oranamesrvr4 ORANAMESRVR4

*Well-known Names Server names for Names Pipes must be in all uppercase.

Oracle Names servers then become available at these well known addresses, so that
clients did not need to be told, by way of preferred Oracle Names server lists, where
to find an Oracle Names server.

If the Dynamic Discovery Option was chosen, each Oracle Names server
automatically replicated its data to all other well-known Oracle Names server in the
region. Listeners were configured to register themselves with well-known Oracle
Names servers.

See the Oracle Names Administrator’s Guide, Release 2.0, for configuration
information.
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Oracle Names version 8

In Oracle Names version 8, the administrator may choose between continuing
Oracle Names Server configuration as in version 1 or version 2, or using the new
functionality. Oracle Names version 8 incorporates version 2 Dynamic Discover
Option features without the constraints of a single region and single domain. The
main features of Oracle Names version 8 include:

« Aservice can register itself with any Oracle Names server it can find, and its
name and address are made available to all Oracle Names server in the region.
Similarly, if an administrator manually registers a service to any Oracle Names
server, that service information is available to all other Oracle Names Servers.
The address information is shared in one of two ways:

— Service Replication — In service replication, service information is stored in
an Oracle Names server's cache and is instantly replicated to the caches of
all other Oracle Names servers.

— Region Database — If an Oracle database is used as the registration
repository, the registration information is stored in the database, and from
there is accessible to all the Oracle Names Servers.

« Alist of Oracle Names servers to contact is created on a client through a
discovery process rather than manual configuration, as described in
"Understanding Discovery" on page 2-45.

« Aclient-side process may be run to create a client cache version of the data
stored in Oracle Names servers, including database addresses, Oracle Names
server addresses, as well as other service information. As a result, the client
does not have to contact an Oracle Names server for address information,
reducing address look up time.

« Oracle Names version 8 does not require a database to hold topology
information. However, an administrator may choose to use one, and it is
recommended.

See "Configuring the Network with the Oracle Names Method" on page 6-21 for
configuration information.
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Understanding Discovery

A list of Oracle Names servers is created that allows a client or another Oracle
Names server contact an Oracle Names server. This process of creating the list is
called discovery.

When a client or an Oracle Names server, tries discover Oracle Names servers, it
tries to find one Oracle Names server. Once the client finds an Oracle Names server,
it pings all other Oracle Names server in the region. A list of Oracle Names servers
is then created on the client and saved to .SDNS.ORA on UNIX and SDNS.ORA on
Windows platforms. This list is sorted in order of response time.

Discovery searches for the first Oracle Names server in the following order:
1. apreferred Oracle Names Server in the SQLNET.ORA file

2. awell-known Oracle Names server

3. alocal Oracle Names server configured with TCP/IP on port 1575

If the client is unable to find the first Oracle Names using the above methods:

« You will be prompted to specify the address of an Oracle Names server if you
are using the Net8 Assistant.

« The NAMESCTL control utility will fail. You must re-run the command with
the address specified.
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Oracle Connection Manager Architecture

Oracle Connection Manager acts like a router through which client connection
requests may either be sent to its next hop or directly to a server. Clients who route
their connection requests through a Connection Manager may then take advantage
of the connection concentration, Net8 access control, or multi-protocol support
features configured on that Connection Manager.

Oracle Connection Manager Processes
There are three main processes associated with Oracle Connection Manager:

« CMGW

« CMADMIN
« CMCTL
CMGW

CMGW is a gateway process acting as a hub for the Oracle Connection Manager.
This process is responsible for the following:

« registering with the CMADMIN process

« listening for incoming connection requests. By default it listens on TCP/IP with
port 1630

« initiating connection requests to listeners for clients
« relaying data between the client and server

« answering requests initiated by CMCTL
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CMADMIN

CMADMIN is a multi-threaded process that is responsible for all administrative
issues of the Oracle Connection Manager. This process is responsible for the
following:

« processing the CMGW registration

« identifying all listeners serving at least one database instance

« registering source route address information about the CMGW and listeners
« answering requests initiated by CMCTL

= monitoring registered listeners with the Oracle Names server, then source route
addresses

« locating local Oracle Names servers

» Mmaintaining address information in the Oracle Names server for the SQL*Net
2.x and Net 8.x clients

The Oracle Connection Manager periodically goes to the Oracle Names server to
update its cache of available services.

CMCTL

CMCTL is the executable name for the Oracle Connection Manager control utility. It
provides administrative access to CMADMIN and CMGW. For more information
about the Oracle Connection Manager Control Utility, see "Oracle Connection
Manager Control Utility (CMCTL)" on page A-89.
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Connection Concentration

Oracle Connection Manager enables you to take advantage of Net8’s ability to
multiplex or funnel multiple client network sessions through a single transport
protocol connection to a multi-threaded server destination.

Concentration reduces the demand on resources needed to maintain multiple
connections between two processes by enabling the server to use fewer connection
end points for incoming requests. This enables you to increase the total number of
network sessions that a server can handle. By using multiple Connection Managers,
it is possible for thousands of concurrent users to connect to a server.

Figure 2-16 depicts how concentration works:

Figure 2-16 Connection Concentration through Oracle Connection Manager
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For configuration information, see "Enabling Connection Concentration"” on

page 7-31.
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Net8 Access Control

Oracle Connection Manager also includes a feature which you can use to control
client access to designated servers in a TCP/IP environment. By specifying certain
filtering rules you may allow or restrict specific clients access to a server based on
the following criteria:

« Source host name(s) or IP address(es) for clients
« Destination host name(s) or IP address(es) for servers
« Destination database service name

For configuration information, see "Enabling Net8 Access Control" on page 7-38.

Net8 Firewall Proxy

Some firewall vendors also offer the Net8 Firewall Proxy, which is installed on
firewalls requiring an application proxy. The Net8 Firewall Proxy has the same
functionality as the Oracle Connection Manager.

Note: Ask your firewall vendor if the Net8 Firewall Proxy is
supported.

Multi-Protocol Support

Oracle Connection Manager also provides multiple protocol support enabling a
client and server with different networking protocols to communicate with each
other. This feature replaces functionality previously provided by the Oracle
Multi-Protocol Interchange with SQL*Net version 2.

Net8 can traverse as many networking protocol stacks as can be installed and
supported. In fact, the number of networking protocols supported is limited only by
those restrictions imposed by the specific node’s hardware, memory and operating
system.

Figure 2-17 depicts how a client in an SPX network can route its network session to
a server over a TCP/IP transport through Oracle Connection Manager.
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Figure 2-17 Multi-Protocol Support Through Oracle Connection Manager
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For configuration information, see"Enabling Multi-Protocol Support" on page 7-35.

Connection Pooling
Connection pooling is a resource utilization and user scalability feature that allows
you to maximize the number of physical network connections to a multi-threaded

server. This is achieved by sharing or pooling a dispatcher’s set of connections
among multiple client processes. Figure 2-18 shows how connection pooling works:
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Figure 2-18 Connection Pooling
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By using a time-out mechanism to temporarily release transport connections that
have been idle for a specified period of time, connection pooling makes these
physical connections available for incoming clients, while still maintaining a logical
network session with the previous idle connection. When the idle client has more
work to do, the physical connection is reestablished with the dispatcher.

For configuration information, see "Enabling Connection Concentration"” on
page 7-31.
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Net8 Setup and Configuration

Part 1l describes how to setup, configure, connect, and troubleshoot Net8, as well as
implement advanced features. Part Il contains the following chapters:

Chapter 3, "Planning Your Network"

Chapter 4, "Understanding Release 8.1 Installation and Net8 Products"
Chapter 5, "Considerations for Upgrades and Migration"

Chapter 6, "Configuring Naming Methods and the Listener"

Chapter 7, "Enabling Optional Net8 Features"

Chapter 8, "Establishing a Connection and Testing the Network"
Chapter 9, "Configuring Multi-Threaded Server"

Chapter 10, "Enabling Net8 Enhancements for Programmers"

Chapter 11, "Troubleshooting Net8"






3

Planning Your Network

Net8 provides a variety of options to help you design and manage networks that
are both flexible and easy to use. With Net8’s enhanced scalability and
manageability features, you can develop a network to support a wide range of
environments whether they be simple workgroups or large mission critical
enterprises.

This chapter describes considerations for planning a network using Net8. It explains
the relationships of the network products, and options for expanding and better
managing your future network. It includes the following sections:

« Planning Overview

« Defining Your Network Layout

« Resolving Net Service Names

« Improving Large Network Performance

« Planning Summary
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Planning Overview

Take the time to review and plan your network before you configure it. As you are
planning your Oracle network, remember to keep future needs in mind as well as
present requirements. Some of the more important decisions which you will need to
make regarding your network include:

Defining Your Network Layout
Resolving Net Service Names

Improving Large Network Performance

Defining Your Network Layout

The following checklist is provided to help you outline the main components of
your network.

1.
2.

Define from the outset what it is you hope to accomplish with your network.

Research the functionality required by your client applications, then assess the
resources that are available to meet those requirements.

Determine which machines or nodes are best suited for client or server
applications.

Select a networking protocol which best suits your existing or future
networking requirements. You may be able to choose a single transport level
protocol that works well on all the components in your network. Protocols are
available for most of the major protocols on many platforms. Your network may
also involve clients or servers operating over more than one protocol.

If you decide to use multiple protocols on your network, determine which
nodes are best suited to install Oracle Connection Manager. Your choice of
nodes will be determined by the networking protocols you have chosen as well
as the machine’s capacity to handle anticipated traffic.

It helps sometimes to draw a picture of your network layout displaying the logical
as well as physical relationships between networking components.
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Resolving Net Service Names

Once you have defined your network layout, you will need to decide how best to
configure and manage your network implementation. One of the first and most
important decisions that you will need to make is choosing a naming method.

Naming Methods

Host Naming

Naming method refers to the method used by a client application to resolve a net
service name to a network address when attempting to connect to a database
service. Net8 provides four naming methods:

« Host Naming

« Local Naming

« Centralized Naming Using Oracle Names
« External Naming

Depending on the size and characteristics of your network, each method will have
positive and negative implications for both how the network is configured and
administered.

Host naming enables users in a TCP/IP environment to resolve net service names
using their existing name resolution service. This name resolution service might be
DNS, NIS, or simply a centrally-maintained set of HOSTS files.

Host naming allows users to connect to an Oracle server simply by using the a host
name alias. The connection is established by using the default TCP/IP port for the
listener, that is, port 1521. Multiple databases per node and database location
transparency are supported through matching listener global database names with
host name aliases.

Host naming can eliminate the need for a local naming configuration file
(TNSNAMES.ORA) in environments where simple database connectivity is desired.
It is not however, suitable for large, complex environments where advanced
features such as connection pooling, Oracle Connection Manager, or heterogeneous
services.

For configuration information, see "Configuring the Network with the Host
Naming Method" on page 6-7.
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Establishing a Connection Using the Host Naming Option
The process for establishing a client session using the host naming option is as

follows:

1. The client initiates a connect request providing a TCP/IP host name alias.

2. Host naming resolves this host name or alias by generating a network address
using the net service name as both the TCP/IP hostname and the global
database name. The TCP/IP port defaults to 1521.

3.  Net8 makes the connect request to the address created.

4. Alistener, listening at registered TCP/IP port 1521, receives the request and
establishes a connection to the database.

5. The connection is accepted by the server.
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Local Naming

Local naming refers to the method of resolving a net service name to a network
address by using information configured on each individual client. Much like an
address book, this information is entered in a local naming configuration file called
TNSNAMES.ORA.

For configuration information, see "Configuring the Network with the Local
Naming Method" on page 6-12.

Establishing a Connection Using Local Naming
The process for establishing a client session using local naming is as follows:
1. The client initiates a connect request providing a net service name.

2. The net service name is resolved to a network address configured in a local
naming file.

3. Net8 makes the connect request to the address provided.

4. A listener receives the request and directs it to the database it is servicing.

5. The connection is accepted by the server.

Centralized Naming Using Oracle Names

Centralized Naming refers to the method of resolving a net service name to a
network address by using Oracle Names. Oracle Names uses Oracle Names servers
to store the names and addresses of all database services on a network. Much like
people calling for directory assistance, clients wishing to connect to a server direct
their connect requests to an Oracle Names server. Oracle Names servers resolve the
net service name to a network address and return that information to the client.

For configuration information, see "Configuring the Network with the Local
Naming Method" on page 6-12.

Establishing a Connection Using the Centralized Naming Option

The process for establishing a client session using the centralized naming option is
as follows:

1. The client initiates a connect request providing a net service name.

2. The connect request is forwarded to an Oracle Names server where the net
service name is resolved to a network address. This address is returned to the
client.

Planning Your Network 3-5



Resolving Net Service Names

3. Net8 makes the connect request to the address provided.
4. A listener receives the request and redirects it to the database it is servicing.

5. The connection is accepted by the server.

External Naming

External naming refers to the method of resolving a net service name to a network
address by using a supported non-Oracle naming service. External naming resolves
net service names stored in customers’ external (non-Oracle) naming services. They
include:

« Network Information Service (NIS) External Naming

« NetWare Directory Service (NDS) External Naming

Note: In previous releases of SQL*Net, these external naming
methods were part of the Oracle Advanced Networking Option.
They are now included as a standard part of Net8.

Distributed Computing Environment Cell Directory Service (CDS)
continues to be available as part of the DCE Integration part of
Oracle Advanced Networking Option.

Establishing a Connection Using External Naming
The process for establishing a client session using external naming is as follows:

1. The client initiates a connect request providing a net service name.

2. An external naming method forwards the request to an external naming system
that resolves the net service name to a network address. The address is returned
to the client.

3. Net8 makes the connect request to the address provided.
4. A listener receives the request and redirects it to the database it is servicing.

5. The connection is accepted by the server.
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Configuring External Naming
To configure external naming using the Net8 Assistant, proceed as follows:

1. Verify that the applicable external naming method has been installed on the
client node.

2. Specify the use of an external naming method (for example, CDS, NDS or NIS)
in your profile. If it is not, use the Net8 Assistant to edit the client profile.

For configuration information, see "Configuring the Network with the External
Naming Method" on page 6-51.

Oracle Names and External Naming

Oracle Names can be used in conjunction with other proprietary or open naming
services to provide cross-environment name resolution. For example, external
naming for CDS/DCE, NIS or NDS could be installed on all clients and servers in
an enterprise network already running Oracle Names to provide name resolution
across multiple name services.

Since Oracle Names is a proprietary hame service storing and resolving names and
addresses for Oracle databases only, one names solution could be to store all your
Oracle services in Oracle Names, and use a directory service such as DNS or X.500
as your global naming service.
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Choosing a Naming Method

The table below summarizes the relative advantages and disadvantages of each
naming method and provides recommendations for using them in your network.

Naming Method

Advantages/Disadvantages

Recommended for:

Host Naming

Requires minimal user configuration.
The user may provide only the name
of the host to establish a connection.

Simple TCP/IP
networks that meet
the criteria listed.

Eliminates the need to create and
maintain a local names configuration
file (TNSNAMES.ORA).

Eliminates the need to understand
Oracle Names administration
procedures.

Disadvantages:

Available only if all of the following are
true:

Your client and server are connecting
using TCP/IP.

The host name is resolved through an
IP address translation mechanism such
as Domain Name Services (DNS),
Network Information Services (NIS),
or a centrally maintained TCP/IP
hosts file.

No Oracle Connection Manager
features are requested.

Local Naming

Provides a relatively straightforward  Simple distributed
method for resolving net service name networks with a small
addresses. number of services
that change

Resolves net service names across .
infrequently.

networks running different protocols.

Disadvantages: Requires local
configuration of all net service name and
address changes.
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Naming Method Advantages/Disadvantages Recommended for:

Oracle Names «  Centralizes network names and Large, complex
addresses in a single place, facilitating networks (over 20
administration of name changes and databases) that
updates. For example, whenever a change on a frequent
change is made to an existing server or basis.

a new server is added to the network,
the change is made only once on one
Oracle Names server. This eliminates
the need for an administrator to make
changes to what potentially could be
hundreds or even thousands of clients.

. Resolves net service names across
networks running different protocols

Disadvantages:

«  Oracle Names stores network names
and addresses for Oracle services only.

« Requires additional setup and
administration of Oracle Names
servers.

External Naming Allows administrators to load Oracle net Networks with
service name into their native name service existing name
using tools and utilities with which they services.
are already familiar.

Planning Your Network 3-9



Improving Large Network Performance

Improving Large Network Performance

You may improve the performance of large networks by implementing one of the
following:

« Managing Connection Requests

« Connection Pooling

«  Connection Concentration

» Client Load Balancing

« Optimizing Data Transfer by Adjusting the Session Data Unit (SDU) Size
«  Persistent Buffer Flushing for TCP/IP

« Configuring Listener Queuesize

Managing Connection Requests

If you expect your network to receive excessive connection traffic, you can use the
listener to manage these requests by redirecting them to either prestarted or
prespawned dedicated servers or shared servers.

The table below summarizes the relative advantages of each, and provides
recommendations for using them in your network.

Type Advantages Recommended for:

Shared servers «  Utilizes network resources more Networks where the
efficiently than a dedicated server, thus Oracle shared or
increasing the throughput and multi-threaded server
performance of your sessions. is supported, or where

the creation of a new
server is slow and
resource-intensive.

« Enables you to minimize the memory
and processing resources needed on
the server side as the number of
sessions to the database increases.

Prestarted or «  Reduces connect time by eliminating ~ Networks where the
prespawned the need to create a dedicated server Oracle shared or
dedicated servers for each new connection request. multi-threaded server

(the default) is not supported, or
where the creation of
a new server is slow
and

resource-intensive.

Provides better use of allocated
memory and system resources by
recycling servers for use by other
connections without having to shut
down and recreate a server.
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For more information about configuring your listener to redirect connect requests to
either prestarted or prespawned dedicated servers, see Chapter 9, "Configuring
Multi-Threaded Server".

Connection Pooling

Connection pooling is a resource utilization feature that allows you to maximize the
number of physical network connections to a multi-threaded server. This is
achieved by sharing or pooling a dispatcher’s set of connections among multiple
client processes.

By using a time-out mechanism to temporarily release transport connections that
have been idle for a specified period of time, connection pooling makes these
physical connections available for incoming clients, while still maintaining a logical
session with the previous idle connection. When the idle client has more work to
do, the physical connection is reestablished with the dispatcher.

This feature only works when multi-threaded server is configured.

Connection pooling concepts are described in "Connection Pooling" on page 2-50,
and configuration information is described in "Enabling Connection Pooling" on
page 7-49.

Connection Concentration

Connection concentration is a feature that is available through Oracle Connection
Manager. It allows you take advantage of Net8’s ability to multiplex or funnel
multiple client sessions over a single transport to a multi-threaded server. Like
connection pooling, concentration optimizes network resources and increases the
number of client-server sessions that are possible across a fixed number of physical
server ports. Unlike connection pooling, concentration maintains the transport
connection.

Connection concentrations concepts are described in "Oracle Connection Manager
Architecture” on page 2-46, and configuration information is described in "Enabling
Connection Concentration"” on page 7-31.
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Using Connection Pooling and Concentration

The table below summarizes the relative advantages with using connection pooling
and concentration and provides recommendations for using them in your network.

Feature Advantages Recommended for:

Connection Pooling «  Limits the number of Networks where many clients
network resources used run interactive "high
per process. think/search time"

applications such as

. Maximizes the number of messaging and OLAP.

client/server sessions
over a limited number of
physical connections.

«  Optimizes resource

utilization.
Concentration «  Supports large client Networks where "continuous”
populations. connectivity is required.

«  Allows identification and
monitoring of real users.

«  Allows mid-tier
applications to support
additional services.

« Requires only a single
transport for clients with
multiple applications.

« Requires only a single
network connection for
database links.

Client Load Balancing

Load balancing is a feature by which client connections are distributed evenly
among multiple listeners, dispatchers, instances, and nodes so that no single
component is overloaded. By balancing the load, you can improve connection
performance.

You can configure a client to randomly chooses between listeners for its connect
requests. When client load balancing is set to on, Net8 balances the load over the list
of listener addresses by picking one at random. When set to off, Net8 uses the
elements in the list in the order in which they are provided. For configuration
information, see "Configuring Multiple Address Options" on page 7-11.
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Optimizing Data Transfer by Adjusting the Session Data Unit (SDU) Size

Tuning your application to reduce the number of round trips across the network is
the best way to improve your network performance. If this is done, it is also
possible to optimize data transfer by adjusting the size of the session data unit
(SDU).

The SDU is a buffer that Net8 uses to place data before transmitting across the
network. Net8 sends the data in the buffer either when requested or when it is full.

The table outlines considerations when modifying the size of the SDU may or may
not be appropriate.

Modify session data unit size when: Do not modify session data unit size
when:
« The data coming back from the server «  Your application can be tuned to
is fragmented into separate packets account for the delays
« You are on a wide area network « You have a higher speed network
(WAN) that has long delays where the effect of the data

= Your packet size is consistently the transmission is negligible

same = Your requests return small amounts of

. Large amounts of data are returned data from the server

Note: The SDU size should be set as a multiple of the normal
transport frame size. Since the normal Ethernet frame size is 1024,
the most efficient SDU size over an Ethernet protocol should be a
multiple of 1024, but not more than four times the amount of 1024.

If you are using either connection pooling or connection
concentration, keep in mind that these features require an
additional 16 bytes per transport. For more information about the
protocol frame size, refer to your protocol specific documentation.

You may adjust the session data unit size by adding a parameter in your local
naming configuration file (TNSNAMES.ORA). For more information, refer to
"Configuring Advanced Connection Attributes for a Net Service Name" on
page 7-7.
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Persistent Buffer Flushing for TCP/IP

Under certain conditions in some applications using TCP/IP, Net8 packets may not
get flushed immediately to the network. Most often, this behavior occurs when
large amounts of data are streamed from one end to another. The implementation of
TCP/IP itself is the reason for the lack of flushing, and can cause unacceptable
delays. To remedy this problem, you can specify no delays in the buffer flushing
process.

For more information, see the TCP.NODELAY parameter in "Protocol-Specific
Parameters (PROTOCOL.ORA)" on page C-81.

Configuring Listener Queuesize

If you anticipate receiving a large number of connection requests for a listening
process (such as a listener, Oracle Connection Manager or Oracle Names) over

TCP/IP, Net8 allows you to configure the listening queue to be higher than the
system default.

For more information, see "Handling Larger Volumes of Connection Requests” on
page 6-70.

3-14 Net8 Administrator’s Guide



Planning Summary

Planning Summary

The table below summarizes many of the options you may have chosen as you
planned your network.

Subject Options
Network Layout « Single or Multiple Protocols
Net Service Name Resolution « Host Naming

« External Naming
« Centralized Naming
« Local Naming

Connection Request Management .  Dedicated Servers

«  Prestarted/Prespawned Dedicated
Servers

. Shared Servers

Network Performance «  Connection Pooling
«  Connection Concentration
« Client Load Balancing
«  Optimizing the Session Data Unit Size
«  Persistent Buffer Flushing
« Increasing the Listener Queue Size
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Understanding Release 8.1 Installation and
Net8 Products

This chapter describes release 8.1 configuration files, installation and Net8 products.
Specific topics discussed are:

« New Products and Features In This Release
« Net8 Release 8.1 Configuration File Changes
« Net8 Installation and Net8 Products
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New Products and Features In This Release

The following table describes the new products and features of Net8 release 8.1.5:

New Product/New Description For further information,

Feature see...

Database Instance  Database instances register themselves with the listener "Database Instance

Registration when started. Prior to this release, information about the  Registration to Listeners" on
instance had to be manually configured in the page 2-27

LISTENER.ORA file.
Instance registration is comprised of the following:

= service registration, which provides the listener with
instance information, such as database service names
and instance names.

«  MTS dispatcher registration, which provides
dispatcher information to the listener

Database instance registration also permits automatic
connect-time failover of a client connect request to a
different listener if an instance is down.

Connection Load Instance registration enables connection load balancing. "Connection Load Balancing"
Balancing Connection load balancing balances the number of active  on page 2-30

connections among various instances and dispatchers for

the same service. This enables listeners to make their

routing decisions based on how many connections each

dispatcher has and on how loaded the nodes that the

instances run.
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New Product/New
Feature

Service Naming

Description For further information,
see...

Service naming can include multiple services provided by .«  "Connect Operations"

a single database and services that span multiple on page 2-2

Instances. = "Net8 Release 8.1

Up to this release, the client was configured with the Configuration File

Oracle System Identifier (SID) of a database instance. This Changes" on page 4-8

SID was then passed to the listener. The listener would
then verify this information and permit or deny a
connection. The SID was also used internally by the
database as pointer to the System Global Area (SGA).

While a SID identified a database instance, it did not
identify a database. This limitation caused a database to
have no more than one service associated with it.

"Setting Service Names
and Instance Names" on
page 6-3

Because a database can serve multiple services, SID has
been replaced with service naming. Service naming allows
clients to access:

« aservice as a whole through the service name

« aninstance of a database (the way SID did) through
the instance name

To support services that include multiple instances, use
the following new parameters in connect descriptors:

« SERVICE_NAME
« INSTANCE_NAME
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New Product/New Description For further information,
Feature see...
net_service_name In previous releases, an alias for a connect descriptor Chapter 6, "Configuring
replaces service_ (listener address and service information) was called a Naming Methods and the
name service_name. For example: Listener”
senice_name =
(description=
(address=( protocol_address_information )
(connect_data=
(sid= sid )
)
)

End users were instructed to connect to a service with it.
For example:

sg>CONNECT usemame | password @ervice_name

Because service name now refers to a service in the
connect descriptor, service_name has been replaced with
net_service_name for the connect descriptor and in the
connect string. A net_service_name mapped to a connect
descriptor looks like:

net senice name =

(description=
(address=(  protocol specific address data )
(connect_data=
(service_name= senice name )
)
)

An end user identifies a service with net_service_name in a
connect string:

sq> connect usemame | password @iet_service_name
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New Product/New
Feature

Description For further information,
see...

DB_DOMAIN

DB_DOMAIN in the initialization file (INITSID.ORA) no  "Setting Service Names and
longer has a default setting of WORLD. The new setting is Instance Names" on page 6-3
NULL. Therefore, service names do not need to include

the domain, if the default setting is used. In prior releases

of Oracle, the default setting was .WORLD.

If DB_DOMAIN is set to NULL, the service name does not
need to be domain-qualified.

If the DB_DOMAIN is not set to NULL, ensure the service
name you enter includes the domain. For example, if an
Oracle8i database has a service name of SALES and a
domain of COM, you specify a service name of
SALES.COM to identify the service.

Java Option
Support

Prior to this release, Net8 only supported connections that "Configuring Java Option
used the Two-Task Common (TTC) presentation layer and Connections" on page 7-50
Transparent Network Substrate (TNS) Network session

(NS) layer to establish client connections.

The Java option allows customers to program the database
server using traditional database stored procedures,
Enterprise JavaBeans and CORBA Servers. To support
clients accessing Enterprise JavaBeans and CORBA
Servers in the database, the presentation layer and session
layer support have been expanded.

Net8 Configuration
Assistant

The Net8 Configuration Assistant is post-installation tool  "Net8 Installation and Net8
that performs basic configuration. After installation, it Products"” on page 4-21
automatically configures default configuration files.

In addition, the Net8 Configuration Assistant may be run
in stand-alone mode to configure various elements of
configuration, including the:

« listener

« nhaming methods

= netservice names

« LDAP directory service.

RADIUS (Remote
Authentication
Dial-In User
Service)
authentication
method

RADIUS is a lightweight, open protocol for user Oracle Advanced Security
authentication, authorization, and accounting betweena  Administrator’s Guide
network client and an authentication server. The RADIUS

authentication method enables authentication with

RADIUS-compliant devices such as token cards. In

addition, RADIUS supports challenge-response and

accounting.
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New Product/New Description For further information,
Feature see...

TCP/IP with SSL The TCP/IP with SSL protocol enables client/server Oracle Advanced Security
Protocol conversation over a network using TCP/IP and the Secure Administrator’s Guide

Sockets Layer (SSL).

SSL stores authentication data, such as certificates and
private keys, in an Oracle Wallet. When the client initiates
a Net8 connection to the server, SSL performs a handshake
between the two using the private key and certificate.
During the handshake the following processes occur:

« The client and server negotiate a cipher suite, a set of
authentication, encryption, and data integrity types,
to apply to the messages they exchange.

« Depending on its configuration, the server may then
send its own certificate to the client in a message
encrypted with the client's public key. The server may
also send a request for the client's certificate in the
same message. The client decrypts this message by
using its own private key, then verifies that the
server's certificate bears the certificate authority's
signature.

« If required, the client may send the user's certificate to
the Oracle server. The certificate ensures that the
user's information is correct and that the public key
actually belongs to that user.

The server checks the user's certificate to verify that it
bears the certificate authority's signature.
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New Product/New
Feature

Description For further information,
see...

Secure Sockets
Layer (SSL)
authentication
method

Stores authentication data, such as certificates and private Oracle Advanced Security
keys, in an Oracle Wallet. When the client initiates a Net8  Administrator’s Guide
connection to the server, SSL performs a handshake

between the two using the private key and certificate.

During the handshake the following processes occur:

« The client and server negotiate a cipher suite-a set of
authentication, encryption, and data integrity types-to
apply to the messages they exchange.

«  Depending on how you have configured SSL, the
client may send the user's certificate to the Oracle
server. The certificate ensures that the user's
information is correct and that the public key actually
belongs to that user. The server checks the user's
certificate to verify that it bears the certificate
authority's signature.

« Again, depending on your configuration, the server
may then send its own certificate to the clientin a
message encrypted with the client's public key. The
client decrypts this message by using its own private
key, then verifies that the server's certificate bears the
certificate authority's signature.

TCP/IP with SSL
Protocol

Enables client/server conversation over a network using  Oracle Advanced Security
TCP/IP and SSL. Administrator’s Guide
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Net8 Release 8.1 Configuration File Changes
This section describes the following:
« Configuration File Syntax Changes
« TNSNAMES.ORA Changes
« LISTENER.ORA Changes

« Obsolete Parameters for Release 8.1
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Configuration File Syntax Changes
The table below describes the syntax differences between Net8 release 8.0 and Net8

release 8.1.
Effected element Net8 release 8.0 Net8 release 8.1
Connecting with The SID of the database had to be Because a database can include services that
service name and specified in the CONNECT_DATA span multiple instances, SID has been

instance name rather section of the TNSNAMES.ORA file, as

than system identifier ~ shown below:

(SID) in senice name

TNSNAMES.ORA —.
(description=
(address list=
(address=...)
(address=...)
)

(connect_data=

(sid=sales)

)

replaced by service name and, optionally,
instance name.

The following entry allows a client to
connect to the SALES.COM service:

net senice_ name =
(description=
(address=..)
(address=..)
(connect_data=
(service_name=sales.com)

)

The following entry allows a client to
connect to the OP1 instance, which is a part
of the OP.COM service:

net senice name =

(description=

(address=...)

(address=..)

(connect_data=
(service_name=op.com)
(instance_name=op1)

)

SERVICE_NAME is typically the global
database name, a name comprised of the
database name and domain name, entered
during installation or database creation.
INSTANCE_NAME is typically the SID
entered during installation or database
creation.

Additional Information: See:

= "Setting Service Names and Instance
Names" on page 6-3

«  "Configuring the Network with the
Local Naming Method" on page 6-12
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Effected element Net8 release 8.0

Net8 release 8.1

Client load balancing DESCRIPTION_LISTs were used for
with DESCRIPTION_  mapping multiple connect descriptors to

LIST and ADDRESS _ net service names and for client load
LIST in balancing of multiple listeners.
TNSNAMES.ORA

In order to client load balance, the user
had to define separate connect descriptors
for each listener.

While client load balancing is still ON by
default for DESCRIPTION_LISTs, load
balancing can also be explicitly specified
with the new LOAD_BALANCE parameter
for an ADDRESS_LIST or associated with a
set of ADDRESSes or set DESCRIPTIONS.
The following entry associates client load
balancing with a list of addresses, affecting
all listener ADDRESSes:

net_service_name=
(description=
(load_balance=on)
(address=..)
(address=..)
(connect_data=
(service_name=sales.com))
)
Client load balancing works with any
version of the client, but requires an
Oracle8i release 8.1 server.

Additional Information: See:

«  "Configuring Multiple Address
Options" on page 7-11

«  Figure C-4, "Client Load Balancing for
Release 8.1 and Prior to Release 8.1" on
page C-35.
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Effected element Net8 release 8.0

Net8 release 8.1

Nested addresses If there was only one list of addresses, it
within ADDRESS_LIST was required to use an ADDRESS_LIST,
in TNSNAMES.ORA as shown below:

and LISTENER.ORA senvice -

(description=
(address_list=
(address=..)

(address=..)

)

(connect_data=(sid=sales))

Address lists in Net8 do not have to be
embedded in an ADDRESS_LIST if there is
only one list, as shown below:

net senice_ name =

(description=

(address=..)

(address=..)

(connect_data=

(service_name=sales.com))

)
Nested addresses work with any version of
the client, but requires an Oracle8i release
8.1 server.

Additional Information: See:

«  "Configuring the Network with the
Local Naming Method" on page 6-12

« "Local Naming Parameters
(TNSNAMES.ORA)" on page C-31
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Effected element Net8 release 8.0 Net8 release 8.1

Connect-Time Failover
with ADDRESS_LIST in failover, where a client connect fails over

An ADDRESS_LIST implied connect-time Failover is now supported by default for
ADDRESS_LISTs, DESCRIPTION_LISTs,

TNSNAMES.ORA

to a different listener if the first listener
fails. Net8 and SQL*Net proceeded
through all the listener addresses until
one succeeded.

and a set of DESCRIPTIONSs. Failover can
also be explicitly specified with the new
FAILOVER parameter for a set of
ADDRESSes. The following entry associates
connect-time failover with a list of
addresses, affecting all listener ADDRESSes:

net_service_name=
(description=
(fallover=on)
(address=..)
(address=..)
(connect_data=
(service_name=sales.com))
)
Connect-time failover works with any
version of the client, but requires an
Oracle8i release 8.1 server.

Additional Information: See:

«  "Configuring Multiple Address
Options" on page 7-11

« "Local Naming Parameters
(TNSNAMES.ORA)" on page C-31

Routing connections
through an Oracle
Connection Manager
with SOURCE_
ROUTE=ON in
TNSNAMES.ORA

The SOURCE_ROUTE parameter, which
Creates a source route of addresses
through an Oracle Connection Manager
to the destination service, had to be
outside of an ADDRESS_LIST:

senice_name =

(description=
(source_route=0n)
(address_list=
(address=...)
(address=...)

)

(connect_data=
(sid=sales))

)

SOURCE_ROUTE is no longer outside of an
ADDRESS_LIST. Instead, it is now
associated with a list of ADDRESSes, as
shown below:

net_service_name=
(description=
(source_route=0n)
(address=..)
(address=..)
(connect_data=
(service_name=sales.com))

)
Additional Information: See:
«  "Configuring the Client for Oracle

Connection Manager Features” on
page 7-41

« "Local Naming Parameters
(TNSNAMES.ORA)" on page C-31
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Effected element

Net8 release 8.0

Net8 release 8.1

SID_LIST _listener_name
information in the
LISTENER.ORA

The LISTENER.ORA required a definition Because database instances and

of the SID of the database served by the multi-threaded server dispatchers now
listener. The SID of the database had to be register themselves with the listener, it is no
specified in the SID_LIST section of the longer necessary to explicitly define
LISTENER.ORA file. For example: database information, unless you:

sid_list_listener=(sid _list=
(sid_desc=

« areconnecting to an Oracle 8 release 8.0
or Oracle7 database:

Presentation layer and
Session layer
information in
LISTENER.ORA

(global_doname=sales.com) . using a management tool, such as
(sd_name=dbl) Oracle Enterprise Manager, that
(oracle_home=/usr/bin/oracle))) requires this information.

Additional Information: See Additional Information: See "Configuring
"Configuring the Listener” on page 6-62.  the Listener" on page 6-62.

The only type of clients supported by Besides traditional Net8 clients, this release
Net8 were those connecting to the also supports I1OP clients connecting to the
database using the Two-Task Common Java option in the database. These clients
(TTC) presentation layer and use General Inter-Orb Protocol (GIOP) as

theTransparent Network Substrate (TNS) the presentation layer rather than Two-Task
Network Session (NS) session layer. This  Common (TTC). In addition, no session
information was not required in the layering is needed.

LISTENER.ORA file.

TTC and NS are the default and do not need
to be explicitly defined in LISTENER.ORA
for typical Net8 clients. If you have IIOP
clients, the presentation and session layers
must be explicitly defined. For example:

listener=
(description=
(protocol_stack=
(presentation=giop)
(session=raw)
)
(address=
(protocol=tcp)
(host=salespc)
(port=2481))
)
Additional Information: See "Configuring
Java Option Connections" on page 7-50.
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Effected element Net8 release 8.0 Net8 release 8.1

Address for An address was only required for the A protocol address is required for both

CMADMIN process in  Oracle Connection Manager gateway CMADMIN and CMGW.

CMAN.ORA process, CMGW. The administrative This new address is depicted by the new
R e CMADMIN used an internal IPC ;A N " ADMIN parameter, as shown

below:

cman—(address=(protocol=tcp)(host= anyh
ost )(port=1630))

cman_
admin=(address=(protocol=tcp)(ho
st= cman-pc)(port=1650))

By default the CMADMIN process listens
on TCP/IP with a registered port of 1830.

Additional Information: See:

«  "Oracle Connection Manager Processes"
on page 2-46 for conceptual information

« "Enabling Connection Concentration”
on page 31 for configuration
information
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TNSNAMES.ORA Changes

The table below describes the new parameters in the TNSNAMES.ORA file for Net8

Parameter

Description

FAILOVER

When set to ON, instructs Net8 at connect time to fail over to a different
listener if the first listener fails. It determines how many addresses are tried,
as shown below:
net senice name =
(description=
(failover=on)

(address=...)

(address=...)

(connect_data=

(service_name= senvice_name )

)

When set to OFF, instructs Net8 to try one address.

By default, this parameter is set to ON for ADDRESS_LISTs,
DESCRIPTION_LISTs and a set of DESCRIPTIONSs.

Additional Information: See:
«  "Configuring Multiple Address Options" on page 7-11
« "Local Naming Parameters (TNSNAMES.ORA)" on page C-31
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Parameter Description

INSTANCE_NAME In addition to using the SERVICE_NAME parameter, the INSTANCE_
NAME parameter can also be used to identify the database instance to
access. INSTANCE_NAME is only necessary for an Oracle Parallel server
database, where the specific instance to which to connect is important to
identify. For example, shown below are descriptions for a service, OP, that
spans multiple instances, OP1 and OP2. The end user can connect to the OP
service through either instance.

net _senice name =

(description=

(address=

(protocol=tcp)

(host=opsnt1)

(port=1521))

(connect_data=

(service_name=op.com)
(instance_name=opl) )

net_service_name=

(description=

(address=

(protocol=tcp)

(host=opsnt1)

(port=1521))

(connect_data=

(service_name=op.com)
(instance_name=o0p2) )

The INSTANCE_NAME is typically the SID entered during installation or
database creation.

Additional Information: See "Configuring Multiple Address Options" on
page 7-11 for information about the instance name string.
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Parameter

Description

LOAD_BALANCE

When set to ON, instructs Net8 to progress through the list of listener
addresses in a random sequence, balancing the load on the various listeners,
as shown below:
net_serice_name=
(description=
(load_balance=on)
(address=..)
(address=..)
(connect_data=
(service_name=sales.com))
)

When set to OFF, instructs Net8 to try the addresses sequentially until one
succeeds.

By default, this parameter is set to ON for DESCRIPTION_LISTs.
Additional Information: See:

« "Configuring Multiple Address Options" on page 7-11

« "Local Naming Parameters (TNSNAMES.ORA)" on page C-31

SERVICE_NAME

Identifies the service to which to connect, as shown below:

net senice name =
(description=
(address=...)
(address=...)
(connect_data=
(service_name=sales.com)

)

The SERVICE_NAME is typically set to the global database name, a name
comprised of the database name and domain name, entered during
installation or database creation.

Additional Information: See"Setting Service Names and Instance Names"
on page 6-3 for information about the service name string.
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LISTENER.ORA Changes
The table below describes the new parameters in the LISTENER.ORA file for Net8
release 8.1.
Parameter Description
PROTOCOL_STACK Identifies the presentation and session layer information for a
connection:
listener=
(description_list=
(description=
(protocol_stack=
(presentation=giop)
(session=raw)
)
(address_list=
(address=...)
)
)
)
It is not necessary to use PROTOCOL_STACK if you are using the default
presentation layer of Two-Task Common (TTC) and the default session layer
of Network Session (NS).
Additional Information: See "Stack Communications in a Typical Oracle
Networking Environment" on page 2-9 for a description of the supported
presentation and session layers.
PRESENTATION Identifies the presentation layer:
« Typical Net8 clients use a presentation layer of TTC.
« Javaclients require a presentation layer of General Inter-Orb Protocol
(GIOP).
SESSION Identifies the session layer:

«  Typical Net8 clients use a session layer of NS.
« Javaclients require a presentation layer of RAW for no session layer.
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CMAN.ORA Changes
The CMAN.ORA file has a new parameter to define the CMADMIN address:

Parameter

Description

CMAN_ADMIN

Identifies the address for the administrative process CMADMIN
process, as shown below:
cman_admin=
(address=
(protocol=tcp)
(host= cman-pc)
(port=1650)
)

When the Oracle Connection Manager Control Utility, CMCTL, is
run, it locates the CMADMIN protocol address to execute its
commands.

It is not necessary to explicitly specify CMAN_ADMIN if you are using the
default address of TCP/IP on port 1830.

Additional Information: See:
« "Enabling Connection Concentration" on page 7-31
«  "Oracle Connection Manager Control Utility (CMCTL)" on page A-89
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Obsolete Parameters for Release 8.1

The table below describes the obsolete parameters for release 8.1.

Parameter File

Description

AUTOMATIC_IPC SQLNET.ORA

This parameter used to force sessions through IPC
addresses. Due to performance issues, this
parameter has been removed. You should
configure and IPC address instead.

NAMES.USE_PLUG_AND_PLAY NAMES.ORA

This was used to enable/disable the Dynamic
Discovery Option. There are other mechanism
available to discover other Oracle Names server.

Additional Information: See "Configuring the
Network with the Oracle Names Method" on
page 6-21.

NAMES.DOMAIN_CHECKPOINT NAMES.ORA
FILE

Name of the file used to checkpoint topology data
(domains addresses of servers in the local region).

You should use the NAMES.REGION _
CHECKPOINT_FILE parameter to create a
checkpoint file with this information.

NAMES.TOPOLOGY_ NAMES.ORA
CHECKPOINT_FILE

Name of the file used to checkpoint domain data
(all the database addresses and other data in the
region).

You should use the NAMES.REGION _
CHECKPOINT_FILE parameter to create a
checkpoint file with this information.
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Net8 Installation and Net8 Products

When you run Oracle Universal Installer, you can choose to install products from a
number of installation options. Each installation option has a subset of installation
types. If you choose Custom, you can selectively install products. The following
table describes what gets installed when you choose a particular installation type.

Installation Type Description

Typical Installs a preconfigured starter database, licensable Oracle
options and cartridges, networking services, Oracle8i utilities,
and online documentation. This type of installation is
recommended for users who want the complete database
package.

Minimal Gives you the option of installing a preconfigured starter
database, networking services, and Oracle8i utilities. This type
of installation is recommended for users who want a minimum
database package.

Custom Allows you to selectively install any product from the CD-ROM.

As a part of installation, Net8 products are also installed. This section covers the
following Net8 installation-related topics:

= Net8 Server Installation
= Net8 Client Installation
« Net8 Products Overview

See your operation system’s installation guide for further information about the
Oracle Universal Installer, the installation process, and the install types.

Understanding Release 8.1 Installation and Net8 Products 4-21



Net8 Installation and Net8 Products

Net8 Server Installation

The following products configure default information in the configuration files
during Net8 Server installation:

« Net8 Configuration Assistant

« Oracle Database Configuration Assistant

Net8 Configuration Assistant

During server installation, the Net8 Configuration Assistant creates configuration
files in the following manner:

Installation Type

Installation Type Results

Typical The Net8 Configuration Assistant runs without user input and configures a default:
« LISTENER.ORA file for a listener named LISTENER listening on the following
endpoints:
-IPC for connections to external procedures
-TCP/IP for a Net8 client connection to the Oracle database
-TCP/IP for a IIOP client connection to the Java option
Static information about external procedures is also configured in the
LISTENER.ORA file.
«  TNSNAMES.ORA file with a net service name configured for external
procedures
«  SQLNET.ORA with parameters set for the computer’s domain and the naming
method order
Minimal The Net8 Configuration Assistant runs without user input and configures a default:

LISTENER.ORA file for a listener named LISTENER listening on the following
endpoints:

-IPC for connections to external procedures
-TCP/IP for a Net8 client connection to the Oracle database
-TCP/IP for a IIOP client connection to the Java option

Static information about external procedures is also configured in the
LISTENER.ORA file.

TNSNAMES.ORA file with a net service name configured for external
procedures

SQLNET.ORA with parameters set for the computer’s domain and the naming
method order
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Installation Type

Installation Type Results

Custom

The Net8 Configuration Assistant prompts you to configure the following:
« alistener, including it’s name and protocols to use for listener endpoints
« naming methods to resolve net service names to network addresses

When configuring the listener to listen on TCP/IP for typical Net8 clients,
you should choose the default port or 1521. If you do not, you must
configure the LOCAL_LISTENER parameter in the INITSID.ORA file and
resolve the listener name through a naming method. For further
information about configuring non-default port numbers in
LISTENER.ORA for Net8 clients, see "Configuring a Listener that Uses a
Non-Default Port" on page 6-67.

When configuring the listener to listen on TCP/IP for IIOP clients, you
should choose the default port of 2481. Likewise, you should the default
port of 2482 for TCP/IP with SSL for 11OP clients. If you do not, you must
configure the LOCAL_LISTENER parameter or the MTS_DISPATCHERS
parameter’s LISTENER attribute in the INITSID.ORA file, and resolve the
listener name through a naming method. For further information about
configuring non-default port numbers in LISTENER.ORA for 1IOP clients,
follow the steps in "Configuring a Non-Default Listener" on page 7-59.

Oracle Database Configuration Assistant

During Typical and Minimal server installation, the Oracle Database Configuration
Assistant adds information about the database to the LISTENER.ORA file. This
information is required for the Oracle Intelligent Agent when using Oracle
Enterprise Manager.

See "Configuring the Listener” on page 6-62 for further information about the
default listener configuration.
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Net8 Client Installation

For each client installation type, the Net8 Configuration Assistant runs without user
input and configures configuration files in the following manner:

Installation Type Installation Type Results

Typical The Net8 Configuration Assistant runs without user input and
configures a default:

«  TNSNAMES.ORA file with a net service name configured
for external procedures

«  SQLNET.ORA with parameters set for the computer’s
domain and the naming method order

Minimal The Net8 Configuration Assistant runs without user input and
configures a default:

«  TNSNAMES.ORA file with a net service name configured
for external procedures

«  SQLNET.ORA with parameters set for the computer’s
domain and the naming method order

Custom The Net8 Configuration Assistant prompts you to specify
naming methods to resolve net service names to network
addresses.

See Chapter 6, "Configuring Naming Methods and the Listener
for further information about configuring net service names.
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Net8 Products Overview

The following table lists the Net8 products, the machine it should be installed on,
and the installation type that installs it:

Product Description Located on... Installable with
the following
installation
type...

Provides products that allow client connections  server and All
to databases across a network. A client-side client
application sends a request to Net8 to be

Net8 Client transported across the network to the server.

Provides products that allow the network server All
listener, through protocol, to accept connections

Net8 Server from client applications on the network.

Support for the

following protocols:

« TCP/IP Enables client/server conversation over a server and All

network using TCP/IP. This combination of client

Oracle products enables an Oracle application on
a client to communicate with remote Oracle
databases through TCP/IP (if the Oracle database
is running on a host system that supports
network communication using TCP/IP).

« TCP/IP with SSL Enables client/server conversation over a server and All
network using TCP/IP and the Secure Sockets client
Layer (SSL). This combination of Oracle products
enables an Oracle application on a client to
communicate with remote Oracle databases
through TCP/IP and SSL (if the Oracle database
is running on a host system that supports
network communication using TCP/IP and SSL).

« SPX Enables client/server conversation over a server and Custom
network using SPX/IPX. This combination of client
Oracle products enables an Oracle application on
a client to communicate with remote Oracle
databases through SPX/IPX (if the Oracle
database is running on a host system that
supports network communication using
SPX/1PX). This protocol is predominantly used
in Novell Netware environments.
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Product

Description Located on...

Installable with
the following
installation

type...

Named Pipes

Enables client/server conversation over a server and
network using Named Pipes. This combination of client
Oracle products enables an Oracle application on

a client to communicate with remote Oracle

databases through Named Pipes (if the Oracle

database is running on a host system that

supports network communication using Named

Pipes).

The Named Pipes is a high-level interface
providing interprocess communications between
clients and servers (distributed applications).
One process (the server side of the application)
creates the pipe, and the other process (the client
side) opens it by name. What one side writes, the
other can read, and vice versa. Named Pipes is
specifically designed for PC LAN environments.

Custom

Logical Unit Type
6.2 (LU6.2)

The protocol is part of the IBM Advanced server and
Program-to-Program Communication (APPC) client
architecture.

APPC is the IBM peer-to-peer
(program-to-program) protocol for a System
Network Architecture (SNA) network. SNA is an
IBM reference model similar to the Open Systems
Interconnect (OSI) model of the International
Standards Organization (ISO).

APPC architecture lets the client and host
communicate over an SNA network without
forcing the client to emulate a terminal (as in
terminal-to-host protocols). APPC architecture
allows peer-to-peer communication; the client
can initiate communication with the server.

An SNA network with the LU6.2 and Physical
Unit Type 2.1 (PU2.1) protocols provides APPC.
The LU6.2 protocol defines a session between
two application programs; LU6.2 is a
product-independent LU-type.

LUG6.2 enables an Oracle application on a PC to
communicate with an Oracle database. This
communication occurs over an SNA network
with the Oracle database on a host system that
supports APPC.

Custom
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Product Description Located on... Installable with
the following
installation
type...

« Bequeath Enables clients to retrieve information from the server and not applicable

database without using the network listener. The client
Bequeath protocol internally spawns a server

thread for each client application. In a sense, it

does the same operation that a remote network

listener does for your connection, yet locally.

Bequeath:

. Does not use a network listener (therefore,
no network listener configuration is
required)

. Is used for local connections where an Oracle
client application (such as SQL*Plus)
communicates with an Oracle server running
on the same machine

«  Only works in Dedicated Server mode. It
cannot be used in a Multi-Threaded Server
(MTS) mode.

« Issupported on Windows NT for 32-bit
applications. It also works on Windows 95
for connections to a Personal Oracle8i
database for 32-bit applications.

« Isinstalled by default with Net8 Client

(installed with
Net8 Client and
Net8 Server)
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Product

Description Located on...

Installable with
the following
installation

type...

Configuration Tools

Net8 Configuration
Assistant

Net8 has a number of new features that simplify
configuration and administration of the Oracle
network:

Net8 Configuration Assistant configures server and
necessary client and server Net8 components client
after an install, as described in:

«  "Net8 Server Installation" on page 4-22
«  "Net8 Client Installation" on page 4-24

It may be also run in stand-alone mode to
configure naming methods and the listener. To
start the Net8 Configuration Assistant:

«  OnUNIX, run netca at $ORACLE_
HOME/bin .

. On Windows NT, choose Start > Programs >
Oracle - HOME_NAME > Network
Administration > Net8 Configuration
Assistant.

Additional Information: See:

« "Configuring the Network with the Local
Naming Method" on page 6-12

« Chapter 7, "Enabling Optional Net8
Features"

All

Net8 Easy Config

Net8 Easy Config enables you to set up net server and
service names in the TNSNAMES.ORA file. The  client
functionality of this product has been added to

the Net8 Configuration Assistant. Oracle

Corporation recommends using the Net8

Configuration Assistant.

not applicable
(installed with
the Oracle Net8
Assistant)
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Product Description Located on... Installable with
the following
installation
type...

«  Net8 Assistant The Net8 Assistant allows you to administer the  server and All

following networking components: client

«  Profile — Create or modify the client
SQLNET.ORA configuration file on the local
machine to control such client functions as
authentication, domains, logging, tracing,
and security.

«  Net Service Names— Create or modify net
service names in the TNSNAMES.ORA local
naming file.

«  Listeners — Create or modify the
LISTENER.ORA file to control the listener.

«  Oracle Names Servers — Create or modify a
centralized Oracle Names server to store
networking objects, such as database
addresses and net service names. An Oracle
Names server may also be administered
locally or remotely for such functions as
starting and stopping with the Net8
Assistant.

To start the Net8 Assistant:

«  OnUNIX, run netasst at $ORACLE_
HOME/bin.

. On Windows NT, choose Start > Programs >
Oracle - HOME_NAME > Network
Administration > Net8 Assistant.

Additional Information: See Chapter 6,
"Configuring Naming Methods and the Listener"
and Chapter 7, "Enabling Optional Net8
Features".
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Product Description Located on... Installable with
the following
installation
type...

Oracle Names Oracle Names is a distributed naming service Oracle Names Custom

developed for Oracle environments to help server

simplify the setup and administration of global, = machine

client/server computing networks. Oracle Names

does this by establishing and maintaining an

integrated system of Names servers. Oracle

Names servers work like a directory service

storing addresses for all the database services on

a network and making them available to clients

wishing to make a connection.

Additional Information: See "Configuring the

Network with the Oracle Names Method" on

page 6-21.
Oracle Connection The Oracle Connection Manager provides three  Oracle Custom
Manager capabilities for Oracle8i: Connection

. . Manager
«  Connection Concentration — Allows you to machine

multiplex multiple logical client sessions
through a single transport connection to an
Oracle database destination.

For more information, see "Enabling
Connection Concentration" on page 7-31.

«  Net8 Access Control (also known as firewall
support) — Provides a proxy for denying or
allowing access to a database server.

For more information, see "Enabling Net8
Access Control" on page 7-38.

«  Multi-Protocol Support — Allows client and
database servers operating on different
protocol stacks to communicate with each
other.

For more information, see "Enabling
Multi-Protocol Support" on page 7-35.
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Product Description Located on... Installable with
the following
installation
type...

External Naming Net8 offers the following external naming

Services methods:

«  NetWare Directory  NDS External Naming allows you to use external server and Custom

Service (NDS) NDS naming conventions to connect to an Oracle client
External Naming database on a Novell NDS-enabled network.

Additional Information: See "Configuring the
Network with the External Naming Method" on

page 6-51.
«  Network Organizations and corporations already using server and Custom
Information Service  Network Information Service (NIS) as part of client
(NIS) External their systems infrastructure have the option to
Naming store Oracle service aliases and addresses in NIS,

using NIS External Naming

Additional Information: See "Configuring the
Network with the External Naming Method" on

page 6-51.
Oracle Advanced Oracle Advanced Security consists of the server and Custom
Security following components: client

«  Network Security This Oracle network data encryption and
checksumming service ensures secure
transmission of data over networks. Network
Security uses encryption and authentication
engines from RSA Data Security, Incorporated.

The following algorithms are supported:
Encryption

=« RC4_40 (US, Export & Upgrade)

« RC4 56 (US & Export)

« RC4_128 (US only)

« DES 56 (US & Upgrade)

« DES_40 (US, Export & Upgrade)
Checksumming

« MD5 (US, Export & Upgrade)
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Product

Description Located on...

Installable with
the following
installation

type...

Single Sign-On

Allows users to access multiple accounts and server and
applications with a single password. This feature client
eliminates the need for multiple passwords for

users and simplifies management of user

accounts and passwords for system

administrators.

Centralized, secure authentication services allow
you to have high confidence in the identity of
users, clients, and servers in distributed
environments. Network authentication services
can also provide the benefit of single sign-on for
users.

The following authentication methods are
supported:

« CyberSAFE

« ldentix (Biometric)
«  Kerberos

« RADIUS

«  SecurlD

« SSL

Custom

DCE Integration

Distributed Computing Environment (DCE) server and
Integration enables users to transparently use client
Oracle tools and applications to access Oracle8i

databases in a DCE environment. The Oracle

DCE Integration product consists of two major

components:

« DCE Communications/Security method

« DCE CDS (Cell Directory Service) Naming
method

Custom
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Considerations for Upgrades and Migration

This chapter describes coexistence of SQL*Net and Net8, migration and upgrades.
Specific topics discussed are:

« Net8 and SQL*Net Differences

« Client and Database Compatibility Issues

« Using the Net8 Assistant to Handle Compatibility Issues
« Migrating and Upgrading Considerations

« Upgrading and Migrating to Net8 Release 8.1

« Additional Considerations for Oracle Connection Manager and Oracle Names
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Net8 and SQL*Net Differences

When dealing with SQL*Net to Net8 migration, keep the following features in

mind:

This Feature...

SQL*Net

Net8

Multiple Protocol
Support

Multi-Protocol Interchange allows
applications in TNS networks to
communicate across different
protocols.

The Oracle Connection Manager
has a multi-protocol support
feature which allows client and
database servers operating on
different protocol stacks to
communicate with each other.

Additional Information: See
"Enabling Multi-Protocol Support”
on page 7-35.

Configuration Tools

SQL*Net provides:

«  SQL*Net Easy Configuration to
create service names

«  Oracle Network Manager for
complex configurations

Net8 provides:

« Net8 Configuration Assistant
for basic configuration of the
listener, net service names, and
naming methods.

« Net8 Easy Config to create,
modify, delete, or test net
service names

«  Net8 Assistant for complex
configurations and network
administration

External Procedures

n/a

Support for external procedure, a
function or procedure written in a
third-generation language (3GL)
that can be called from PL/SQL
code.

Though it is not required, migrating your network to Net8 is recommended for the
following reasons:

«  Minimal configuration.

Net8 simplifies the process of setting up your network components. With Net8,
you can start a client, network listener, Oracle Names server, and Oracle
Connection Manager with default settings. This minimizes the need to create
and maintain configuration files.
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As a part of the installation process, the Net8 Configuration Assistant
configures the basic parameters in the Net8 configuration files needed for
simple environments.

With Net8, the Net8 Assistant replaces most of the functionality previously
provided with Oracle Network Manager. Use the Net8 Assistant to create or
modify your existing TNSNAMES.ORA local naming files, SQLNET.ORA
profiles, LISTENER.ORA listener files, and NAMES.ORA Oracle Names
configuration files.

« Extended network functionality. Net8 has replaced many of the features
previously available with SQL*Net version 2 with equivalent or enhanced
functionality.

The table below lists the networking features supported in each Oracle release.

Database Release 7.1.4 7.15 7.16 722 723 732 733 734 8.x

SQL*Net 214 215 216 222 223 232 233 234 n/a
Oracle Names 1.0 1.0 1.0 11 2.0 202 203 204 8x
server

Oracle Advanced n/a n/a n/a n/a n/a 232 233 234 8.0x
Networking

Option

Oracle Advanced n/a n/a n/a n/a n/a n/a n/a n/a 8.1Xx
Security

Secure Network 1.01 102 103 11 2.0 nf/a n/a n/a n/a
Servicest

Net8 nfa nfa n/a n/a n/a n/a n/a n/a 8x

1 The functionality of Secure Network Services and SQL*Net/DCE are now included in the Oracle
Advanced Networking Option and Oracle Advanced Security option.
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Obsolete SQL*Net Parameters

The following SQL*Net parameter are no longer functional in Net8:

Parameter File

Description

COMMUNITY TNSNAMES.ORA

The COMMUNITY parameter used
to a required part of all network
service addresses. Thus, it appears
anywhere you might find an address
(for example, local naming and
listener configuration files).

NAMES.DEFAULT_ZONE SQLNET.ORA

The NAMES.DEFAULT_ZONE used
to be included in profiles as slight
variants of the
NAMES.DEFAULTDOMAIN and
NAMES.PREFERRED_SERVERS
parameters.

You may choose to delete these parameters or leave them. Though they are no
longer required, they will not interfere with any network operations.
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Client and Database Compatibility Issues

Consider the following client-to-database connection issues before you decide if
upgrading or migrating is appropriate for you environment:

« Oracle8i Client Release 8.1 Connection to Oracle8i Database Release 8.1

« Oracle8i Release 8.0/0racle7 Client Connection to Oracle8i Database Release
8.1

« Oracle8i Client Release 8.1 Connection to Oracle8i Database Release
8.0/0Oracle7 Database

=«  Oracle Names

Oracle8i Client Release 8.1 Connection to Oracle8i Database Release 8.1
As Figure 5-1 depicts, an Oracle8i Client release 8.1 requires Net8 Client release 8.1,
and an Oracle8i release 8.1 database requires Net8 Server release 8.1:

Figure 5-1 Oracle8i Client to Oracle8i Database

Oracle8i Client Oracle8i Database
applicationr. 8.1 r.8.1

3
——

!

Net8 Client | Net8 Server
r.8.1 r.8.1
network

The Oracle8i Client must be configured with a service name, as described in
"Configuring the Network with the Local Naming Method" on page 6-12.
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Oracle8i Release 8.0/0Oracle7 Client Connection to Oracle8i Database Release 8.1

As Figure 5-2 depicts, an Oracle8i Client release 8.0 requires a compatible release of

Net8 Client, an Oracle7 Client requires SQL*Net Client, and an Oracle8i database
requires Net8 Server release 8.1.

Figure 5-2 Oracle8i Client release 8.0/Oracle7 Client to Oracle8i Database

Oracle8i Client
application r. 8.0

a

]

e

<
Net8 Client Net8 Server
r.8.0 T r.8.1
network

Oracle7 Client

application

Oracle8i

éﬂ L
! !

SOL*net W Net8 Server
3 r.8.1

Client
network
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While is not necessary to replace the Oracle System Identifier (SID) of the database
with its service name, Oracle recommends doing so to take advantage of new
functionality. For example:

net senice name =

(description=
(address=...)
(address=...)

)
(connect_data=
(service_name=sales.com)=—=

)

This effect may be accomplished by replacing SID=SID with SERVICE_
NAME=SERVICE_NAME with the Net8 Assistant’s compatibility mode. See "Using
the Net8 Assistant to Handle Compatibility Issues" on page 5-11.

Consider the following questions for an environment with Oracle7 clients
connecting to an Oracle8i release 8.1 database:

«  Will my third party Oracle7 applications be able to take advantage of Net8
features?

No. You must rebuild or upgrade applications to work with Net8 libraries.
« Do my Oracle? clients require Net8 Client to connect to a remote Oracle8i database?

No. If an Oracle7 client needs to connect to a remote Oracle8i database, only
SQL*Net Client release 2.x has to be configured on the Oracle7 client. Net8 is
backward compatible with SQL*Net release 2.x. The only limitation is that the
new network features available with Net8 are unavailable with this connection

type.
« Do my Oracle? clients require Net8 Client to connect to a local Oracle8i database?

Yes. If the Oracle7 client needs to connect to a local Oracle8i database, you have
SQL*Net Client release 2.x, Net8 Client, and Net8 Server in the same system.
Note that Net8 Client and Net8 Server are already installed during the
installation of Oracle8i Enterprise Edition or Oracle8i.
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Oracle8i Client Release 8.1 Connection to Oracle8i Database Release 8.0/Oracle7
Database

As depicted in Figure 5-3:

« An Oracle8i Client release 8.1 requires Net8 Client release 8.1.
= An Oracle7 Server requires SQL*Net Server.

« An Oracle8i database release 8.0 requires Net8 Server release 8.0.

Figure 5-3 Oracle8i Client to Oracle8i Release 8.0/Oracle7 Database

Oracle8i Client
applicationr. 8.1

3

%

Net8 Client
r.8.1
SQL*Net Net8 Server
Server r.8.0
Oracle7 Oracle8i Database
Database r. 8.0

5-8 Net8 Administrator’s Guide



Client and Database Compatibility Issues

The release 8.1 clients must be configured with the SID of the database. For
example, the TNSNAMES.ORA would have the following effect;

net senice name =

(description=
(address=...)
(address=...)

)
(connect_data=
(sid=sales)

)

This effect may be accomplished with the Net8 Assistant’s compatibility mode. See
"Using Release 8.0/7.x Features and Connecting To a Release 8.0/7.x Service" on
page 5-14.

Additionally, the LISTENER.ORA on the database server must still be configured
with the description of the SID, as described in "Configuring a Listener with Service
Information" on page 6-71.

Consider the following questions for an environment with Oracle8i clients release
8.1 connecting to an Oracle7 database.

« Do my Oracle8i clients require SQL*Net Client release 2.x to connect to a remote
Oracle7 database?

No. If an Oracle8i client needs to connect to a remote Oracle7 database, only Net8
Client needs to be configured on the Oracle8i client. SQL*Net release 2.x is
upwards compatible with Net8. The only limitation is that the new network
features available with Net8 are unavailable with this connection type.

» Do my Oracle8i clients require SQL*Net Client release 2.x to connect to a local Oracle?
database?

Yes. If the Oracle8i client needs to connect to a local Oracle7 database, you need
both SQL*Net Server release 2.x and Net8 Client on the same system.
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Oracle Names

If you are migrate or upgrade all or part of your network to Net8, you should
migrate or upgrade all the Oracle Names Servers in the region to version 8.

« Can my Oracle7 clients use Oracle Names version 8 to resolve service names?

Yes.

«  Can my Oracle7 client then use the connect string returned form Oracle Names version
8 to connect to an Oracle7 or Oracle8i database?

Yes, if the connect string was specified correctly when it was entered into Oracle
Names. In other words, if the connect string worked from a TNSNAMES.ORA
file, it will work from Oracle Names.
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Using the Net8 Assistant to Handle Compatibility Issues

Because some parameters are enabled only for release 8.1, the Net8 Assistant offers
two options that permit you set the proper parameters in the TNSNAMES.ORA file
for Net8 release 8.1 clients or Net8 release 8.0/SQL*Net release 2.x clients:

Net8 Assistant option Description

Use Options Compatible with Net8 8.0 Clients  Allows you to enable or disable release 8.1 options for multiple
addresses.

If turned ON, allows you to only select the Oracle Connection
Manager parameter, SOURCE_ROUTE, for pre-release 8.1 client
connections.

If turned OFF, allows you to enable or disable SOURCE_
ROUTE, LOAD_BALANCE and FAILOVER parameters for
release 8.1 client connections.

Additional Information: See "Configuring Multiple Address
Options" on page 7-11.

Use Oracle8i Release 8.0 Compatible Allows you to enable or disable release 8.1 advanced options for
Identification the CONNECT_DATA section of the TNSNAMES.ORA.
If turned ON, allows you to enter the SID of the pre-release 8.1
database.

If turned OFF, allows you to enter the release 8.1 service name
(SERVICE_NAME).

Note: The Advanced Service Options dialog box, which is visible
when the Advanced button in the Service Identification group is
chosen, is also impacted by whether this option is turned ON or
OFF. Some settings are only available for connections to a release
8.1 service.

Additional Information: See "Configuring Advanced
Connection Attributes for a Net Service Name" on page 7-7.
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Using Release 8.1 Features and Connecting To a Release 8.1 Service

If using older configuration files prior to release 8.1, the TNSNAMES.ORA may be
modified to take advantage of new features or to connect to a release 8.1 service.
These changes can be made manually to the TNSNAMES.ORA file or with the Net8
Assistant.

To configure old configuration files for release 8.1 features, use either the Net8
Assistant:

1.

Start the Net8 Assistant:
« OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Double-click on the Net Service Names folder in the directory tree.
Select a net service name for which you want the compatibility mode to apply.

If multiple addresses are configured for the selected net service name, you may
configure client load balancing, connect-time failover and Oracle Connection
Manager options:

a. Click the Advanced button in the Address Configuration group.
The Address List Options dialog box appears:

Address List Options —I

Address List Options

® Try each address, in order, until ene succeeds

 Try each address, randomly, until one succeeds
 Try one address, selected at random

C Use each address in order until destination reached
" Use enly the first address

[ Use Options Compatible with NetB 8.0 Clients

Help ﬂ] Cancel |

b. Ensure Use Options Compatible with Net8 8.0 Clients is turned OFF.
c. Select any of the address list options, then click OK.

See "Configuring Multiple Address Options" on page 7-11 for further
information about the options.
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5. Connect to a release 8.1 service:

File Edit ¢
Network
= Prefile

s .
I Net Service Names Address 1

Listeners Protocol: [Tcrap -

Oracle Mames Servers f
Host Name: sales—pc

Port Number: [15z1

L sales.com
Advanced..

atible Id

a. Ensure Use Oracle8i Release 8.0 Compatible Identification is turned OFF in the
Service ldentification group box.

b. Enter the name of the service to which you want to connect in the Service
Name field.

The service name is typically the global database name, a name comprised
of the database name and domain name, entered during installation or
database creation.

For further information about the service name value, see:

- "Setting Service Names and Instance Names" on page 6-3 and "Step 1:
Verify Service Name and Instance Name" on page 5-17 to set the service
name

- "Configuring Advanced Connection Attributes for a Net Service Name" on
page 7-7 for more information about optional connection settings

6. Choose Save Network Configuration from the File menu.
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7. Choose Exit from the File menu.

The Net8 Assistant application exits.

Using Release 8.0/7.x Features and Connecting To a Release 8.0/7.x Service

If configuring a client to connect to a release 8.0 or release 7.x service, the
TNSNAMES.ORA must be configured with the SID of database.

To configure release 8.0 features, use either the Net8 Assistant or manually modify
the TNSNAMES.ORA file:

1. Start the Net8 Assistant:;
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Double-click on the Net Service Names folder in the directory tree.
3. Select a net service name for which you want the compatibility mode to apply.

4. If multiple addresses are configured for the selected net service name, you may
configure Oracle Connection Manager:

a. Click the Advanced in the Address Configuration group.
The Address List Options dialog box appears:

|

Address List Options
@ Try each address, in order, until one succeeds

O Try each address, randomly, until one succeeds

O Try one address, selected at random

O Use each address in order until destination reached
O Use only the first address

[l Use Options Compatible with Netg 8.0 Clients

b. Ensure Use Options Compatible with Net8 8.0 Clients is turned ON.

c. Select Use each address in order until destination reached. The Try each address,
in order, until one succeeds option turns the source route option OFF. The
other options are connect-time failover and client load balancing options
that are not available for pre-release 8.1 clients.
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See "Configuring the Client for Oracle Connection Manager Features" on
page 7-41 for further information about configuring Oracle Connection
Manager.

Connect to a release 8.0 or release 7.x service:

File Edit
Metwork
= Profile

=7 Nat Service Names Address 1

Listeners Pretocsl: TCR/IP -
Oracla Names Servers ——

Host Name: sales—pc
Port Number: 1521

&l Use atible 1dentifi

4

Please enter the SID n:

a. Ensure Use Oracle8i Release 8.0 Compatible Identification is turned ON.

b. Enter the name of the SID to which you want to connect in the SID field.
Choose Save Network Configuration from the File menu.

Choose Exit from the File menu.

The Net8 Assistant application exits.
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Migrating and Upgrading Considerations

When installing Net8, you have these installation decisions to make:

Installation Decision Description

Install into another Install release 8.1.5 in a different Oracle home on the same
Oracle home server.

Migrate Migrating is the process of moving from SQL*Net release 2.x to

Net8. Migration involves installing Net8 and de-installing
SQL*Net release 2.x.

Upgrade Upgrading is the process of transforming one release to another
release of the same database version. For example, transforming an
Net8 release 8.0.5 to an Oracle8i database release 8.1.5 is
upgrading the database system.

Note: It is not possible to install release 8.1.5 products into an
existing Oracle home.
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Upgrading and Migrating to Net8 Release 8.1

To upgrade from Net8 release 8.0 to Net8 release 8.1 or migrate from SQL*Net
release 2.x to Net8 release 8.1, follow these tasks:

Step 1: Verify Service Name and Instance Name

Step 2: Perform Software Upgrade or Migration on the Server
Step 3: Perform Software Upgrade or Migration on the Client
Step 4: Perform Functional Upgrade and Migration

Step 1: Verify Service Name and Instance Name

If you want to take advantage of the Net8 release 8.1 feature to identify a service
and its instance in the TNSNAMES.ORA file, ensure the SERVICE_NAMES and
INSTANCE_NAMES parameters are set in the database initialization file
(INITSID.ORA).

Parameter

Description

SERVICE_NAMES

INSTANCE_NAME

One or more comma separated strings that represent the names of the services on the
network. One of the services should be set to the global database name, a name
comprised of the database name (DB_NAME) and domain name (DB_DOMAIN).

A string value representing the name of instance and is used to uniquely identify a
specific instance when multiple instances share common services names. INSTANCE_
NAME should not be confused with the SID, which actually uniquely identifies the
instances shared memory on a host.

The INSTANCE_NAME should be set to the value of the SID.
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Step 2: Perform Software Upgrade or Migration on the Server

Note: You cannot install release 8.1.5 into an Oracle home that
was created using an earlier release of Oracle8i database and you
cannot install releases of the Oracle8i database prior to release 8.1.5
into an Oracle home that was created by release 8.1.5.

To perform a software upgrade or migration on the database server:

Install the latest release of Net8 Server from the Oracle Universal Installer to receive
the latest executables.

If Net8 Sever is installed with the Oracle8i database, you are prompted to upgrade a
database with the Oracle Data Migration Assistant if the Oracle Universal Installer
detects a release 8.0 database on your system. If you do not want to upgrade during
the installation process, you can choose to install this assistant and use it later.

The Oracle Universal Installer automatically performs these tasks:
= Net8 release 8.0 or SQL*Net listener is stopped.

= Net8 release 8.1 listener is started.
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Step 3: Perform Software Upgrade or Migration on the Client
To perform a software upgrade or migration on the client

Install the latest release of Net8 Client from the Oracle Universal Installer to receive
the latest executables.

Step 4: Perform Functional Upgrade and Migration

After the software is upgraded and migration, it is not required to upgrade the
configuration files unless you want to use the new release 8.1 features. To take
advantage of new features:

For this configuration Perform the following...
file...

SQLNET.ORA on clients Remove AUTOMATIC_IPC, the parameter to force session to use IPC, as it will be
and server ignored.

TNSNAMES.ORA Replace SID with the SERVICE_NAME parameter to connect to a release 8.1 service.

net_senice_ name =
(description=

(address=..)

(address=...)

)

(connect_data=(service_name=sales.com))
The SERVICE_NAME is typically the global database name, a name comprised of
the database name and domain name, entered during installation or database
creation.

Additional Information: See:

«  "Using the Net8 Assistant to Handle Compatibility Issues" on page 5-11 for
information about configuring the service name

«  "Setting Service Names and Instance Names" on page 6-3 for information about
the service name string

Enable client load balancing and/or connect-time failover.
Additional Information: See:

«  "Using the Net8 Assistant to Handle Compatibility Issues” on page 5-11 to set
LOAD_BALANCE and/or FAILOVER for an ADDRESS_LIST.

« "Configuring Multiple Address Options" on page 7-11
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For this configuration
file...

Perform the following...

LISTENER.ORA

Because instance information is registered with the listener in release 8.1, it is no
longer necessary to include the instance information with the SID_LIST_listener_
name section of the LISTENER.ORA file.

However, many management tools, including Oracle Enterprise Manager, still
require this information for release 8.1.5. If you are using Oracle Enterprise Manager
to manage database objects, the LISTENER.ORA file must be configured with
information about the database in the following manner:

sid list  lstener name =

(sid_list=

(sid_desc=
(global_dbname= global database name )
(oracle_home= oracle_home )
(sid_name= sid )

)
)

Implementing connect-time failover does not allow use of static service
configuration parameters in the LISTENER.ORA file. However, static configuration
is required for Oracle8i release 8.0 or Oracle7 databases and Oracle Enterprise
Manager. For further information about statically configuring the listener, see
"Configuring a Listener with Service Information" on page 6-71.

See the Oracle8i Parallel Server Setup and Configuration Guide for additional
configuration instructions on setting up connect-time failover for Oracle Parallel
Server in an Oracle Enterprise Manager environment.

Additional Information: See "Configuring a Listener with Service Information" on
page 6-71

See the next section, "Additional Considerations for Oracle Connection Manager
and Oracle Names", for additional Oracle Connection Manager and Oracle Names
migration issues.
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Additional Considerations for Oracle Connection Manager and Oracle
Names

If you are currently using Oracle Multi-Protocol Interchange or Oracle Names,
review the following topics:

« Using Oracle Connection Manager Release 8.1
« Using Oracle Connection Manager Instead of Oracle Multi-Protocol Interchange

« Using Oracle Names Version 8

Using Oracle Connection Manager Release 8.1

The Oracle Connection Manager’s administrative process, CMADMIN, is used by
the CMCTL control utility to execute administrative commands.

In release 8.1, new configurations require a protocol address for CMADMIN. By
default this address is:

cman_admin=
(address=
(protocol=tcp)
(host= host )
(port=1830)

)

Oracle Connection Manager release 8.1 is backwards compatible with release 8.0.
This implies that:

« Oracle Connection Manager release 8.0 can access an Oracle8i release 8.1
database. If the old CMAN.ORA file is being used, the CMADMIN process will
listen on TCP/IP with port 1830. If port 1830 is in use, manually configure
CMAN.ORA with another CMAN_ADMIN address.

« Oracle Connection Manager release 8.1 can access an Oracle8i release 8.0
database. Functionality, however, reverts to release 8.0.

« Oracle8i release 8.0 clients can access Oracle Connection Manager release 8.1
without any additional configuration.
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Using Oracle Connection Manager Instead of Oracle Multi-Protocol Interchange

If you have migrated your clients to Net8, and you still require multi-protocol
support, you will need to install Oracle Connection Manager, and route your
sessions through it. Oracle Multiprotocol Interchange is no longer supported past
SQL*Net release 2.3.

To ensure proper functioning of Oracle Connection Manager, verify that you have
deleted the following files on those nodes:

« TNSNET.ORA
«  TNSNAV.ORA
« INTCHG.ORA
Other migration considerations are specific to your network configuration.

See "Enabling Multi-Protocol Support” on page 7-35, for further information about
multi-protocol support.
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Using Oracle Names Version 8

Oracle Names version 8 is backward compatible with SQL*Net version 2. This
implies that clients running on SQL*Net version 2 can access Oracle Names servers
using Oracle Names version 8 to connect to an Oracle8i database.

If you wish to take advantage of the new features provided with Oracle Names
version 8, you must migrate all of your existing Names Servers in a region to
version 8 by installing Oracle Names version 8 on every existing Names Server
node.

Migration issues to keep in mind include:

« Migrating from Oracle Names Version 2 Using a Database

« Migrating from Oracle Names Version 2 Using the Dynamic Discovery Option
« Migrating from ROSFILES to Oracle Names Tables in a Database

«  Checklist for Ensuring Proper Migration to Oracle Names Version 8

Migrating from Oracle Names Version 2 Using a Database

To migrate and transfer data from an existing Oracle Names server database to a
version 8 database, run the NAMESUPG.SQL script located in $SORACLE_
HOME/network/admin  on UNIX and ORACLE HOMt#tetwork\admin on
Windows NT on the node where Oracle Network Manager stored your network
definition:

s> CONNECT  user / password

sg>@ oracle_home  Inetwork/adminnamesupg.sqf;
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Migrating from Oracle Names Version 2 Using the Dynamic Discovery Option

The procedure to migrate Oracle Names version 2 with the Dynamic Discovery
Option is dependent upon whether nor not you want Oracle Names version 8 to
store information in a region database.

= Non-Region Database Migration

» Region Database Migration

Non-Region Database Migration If you migrate to a Oracle Names version 8 from
Oracle Names version 2 with the Dynamic Discovery Option, the new Oracle
Names server should be able obtain registered data from the old checkpoint files. If
for some reason data is not registered, you can register objects, following the
procedures in "Step 5: Configure the Listener" on page 6-40 to configure the listener
properly with the USE_PLUG_AND_PLAY parameter and "Step 6: Register Data
with the Oracle Names Server" on page 6-41 to register objects.

Region Database Migration If you were previously running Oracle Names version 2
using the Dynamic Discovery Option, and you want to configure a database as a
repository for your Oracle Names information, you will need to:

1. Write the information stored in the Oracle Names version 2 local administrative
region to a TNSNAMES.ORA file. From the command line, enter:

namesctl
namesctt> dump_tnsnames

2. Run the NAMESINI.SQL script located in $ORACLE_HOME/network/admin
on UNIX and ORACLE_HOM#tetwork\admin on Windows NT on the Oracle
Names Server node where you want the database to reside:

s> CONNECT  user / password
s> @ oracle_home  Inetwork/adminnamesini.sql;
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3. Load the TNSNAMES.ORA file into a version 8 Oracle Names server using
either the Net8 Assistant or the NAMESCTL control utility:;

Use the Net8 Assistant...

Use the control utility NAMESCTL...

1.

S e o

Start Net8 Assistant.

-On UNIX, run netasst
HOME/bin.

-On Windows NT, choose Start > Programs >
Oracle - HOME_NAME > Network
Administration > Net8 Assistant.

at SORACLE_

Double-click on the Oracle Names server folder.
Select the Oracle Names server.

Select Manage Data from the drop-down list box.

Select Load.

Enter the path and file name of the Oracle
Network Manager-generated TNSNAMES.ORA
file in the File field.

Select Execute.

Select Save Network Configuration from the File
menu.

Select Exit from the File menu to exit the Net8
Assistant application.

From the command line, enter:

namesctl

namesctt>load_tnsnames fle_name

4. Use the Net8 Assistant to configure a NAMES.ADMIN_REGION parameter in
every Oracle Names server configuration file (NAMES.ORA). See "Step 3:
Create an Oracle Names Server" on page 6-25.

5. Reload Oracle Names server information into at least one Oracle Names server
by issuing a NAMESCTL REORDER_NS command on one of the Oracle Names
server node. See "Step 4: Configure Clients and Database Servers To Use Oracle

Names Servers" on page 6-37.
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Migrating from ROSFILES to Oracle Names Tables in a Database

Oracle Names version 8 does not support older configurations that use Resource
Obiject Store (ROS) files (ROSFILES). ROSFILES must be migrated directly into
Oracle Names database tables or first intoTNSNAMES.ORA files and then into
Oracle Names.

= ROSFILES to Database Tables
. ROSFILES to TNSNAMES.ORA File

ROSFILES to Database Tables To migrate ROSFILES to database tables:
1. Create a database user account for Oracle Network Manager:

sg> CONNECT system/  password
s> CREATE USER  user

identified by password
defautt tablespace users
temporary tablespace temp;
2. Grant SYSDBA privileges to the user:

sg> GRANT sysdba to usemame identified by password ;
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To build the necessary tables, the scripts described below must be run against
the server. Typically, these scripts are run on the Oracle Network Manager
node.

sg>CONNECT user / password
sg>@ oracle_home \dbs\roshild.sq;
sg> @ oracle_home \dbs\nmchild.sql;
sg>@ oracle_home \dbs\rosgmt.sq;
sg>@ oracle_home \dbs\nmcgmt.sq;

Script Description
ROSBILD.SQL Builds tables for use by the ROS.
NMCBILD.SQL Builds tables for use by the Oracle Network Manager

Objects (NMO) components.

ROSGRNT.SQL Grants access to the users who will access the common
tables. You will be prompted for the user name. Use the
same user name that was used when you set up the Oracle
Network Manager account.

NMCGRNT.SQL Grants access to the users who will access the Oracle
Network Manager tables.

From the Oracle Network Manager, save the ROSFILES to a database:
a. Choose Save As from the File menu.
b. Select Database in the Save Network Definition dialog box, then click OK.

c. Enter the database user name/password created in step 1 and a net service
name for the database in the Connect dialog box. Click OK.

d. Select or enter the name of the network you wish to save in the Save
Network Definition dialog box.

e. Choose Exit from the File menu to exit the Oracle Network Manager.

On the server, upgrade the database file by running the NAMESUPG.SQL script
located in $ORACLE_HOME/network/admin on UNIX and ORACLE _
HOMetwork\admin on Windows NT:

s> CONNECT  user / password
sg> @ oracle_home Inetwork/admininamesupg.sql;
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ROSFILES to TNSNAMES.ORA File To migrate ROSFILES to a TNSNAMES.ORA file,
and then import the TNSNAMES.ORA file into Oracle Names:

1. Create a TNSNAMES.ORA file:

a. From the Oracle Network Manager, choose Preferences from the Special
menu.

b. Ensure Oracle Names is not selected in the Preferences dialog box.

c. Choose Generate from the File menu to update the network definition and
create a TNSNAMES.ORA file.

d. Choose Exit from the File menu to exit the Oracle Network Manager.

2. Load the TNSNAMES.ORA into the Oracle Names server using either the Net8
Assistant or the NAMESCTL control utility:

Use the Net8 Assistant... Use the control utility NAMESCTL...
1. Start Net8 Assistant. From the command line, enter:

-On UNIX, run netasst at SORACLE_ namesctl

HOME/bin . namesctt> load_tnsnames fie_name

-On Windows NT, choose Start > Programs >
Oracle - HOME_NAME > Network
Administration > Net8 Assistant.

Double-click on the Oracle Names server folder.
Select the Oracle Names server.

Select Manage Data from the drop-down list box.
Select Load.

o g > w D

Enter the path and file name of the Oracle
Network Manager-generated TNSNAMES.ORA
file in the File field.

Select Execute.

8. Select Save Network Configuration from the File
menu.

9. Select Exit from the File menu to exit the Net8
Assistant application.

See also the following documentation:
«  Oracle Network Manager Administrator’s Guide, release 3.1

« Oracle Names Administrator’s Guide, version 2
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Checklist for Ensuring Proper Migration to Oracle Names Version 8

The following checklist is provided to ensure proper migration to Oracle Names
version 8.

O Migrate all Oracle Names servers in each region to the same version 8.

O If you were previously running Oracle Names version 2, and you want to
update your database as a repository for your Oracle Names information, you
will need to run the NAMESUPG.SQL script located in SORACLE _
HOME/network/admin  on UNIX and ORACLE_
HOM¥etwork\admin\names on Windows NT on the node where the
network definition is stored.

O If you were previously running Oracle Names version 2 using the Dynamic
Discovery Option, and you want to configure a database as a repository for
your Oracle Names information, you will need to:

1. Runthe NAMESINI.SQL script located in $ORACLE_
HOME/network/admin  on UNIX and ORACLE_
HOM¥etwork\admin\names on Windows NT on the node where you
wish to install the database.

sg>CONNECT user / password
sg>@ oracle_home  Inetwork/adminfnames/inamesini.sql;

2. Use the Net8 Assistant to configure a NAMES.ADMIN_REGION parameter
in every Names Server configuration file. For more information about the
NAMES.ADMIN_REGION parameter, see Appendix C, "Configuration
Parameters".

O Setup at least two Oracle Names servers in each region to provide for fault
tolerance.
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O Clients contact Oracle Names server through a preferred Oracle Names server
list, well-known Oracle Names server, or generated list obtained through
discovered, as described in "Differences Between Versions of Oracle Names" on
page 2-42 and "Understanding Discovery" on page 2-45.

If you would like to use the version 8 generated list of Oracle Names servers,
.SDNS.ORA on UNIX and SDNS.ORA on Windows platforms, follow "Step 4:
Configure Clients and Database Servers To Use Oracle Names Servers" on
page 6-37

After the file is created, delete the NAMES.PREFERRED_SERVERS parameter
in the SQLNET.ORA file. Any Oracle Names servers specified in the
NAMES.PREFERRED_SERVERS parameter will override the results of the
discovery process.
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Listener

This chapter describes how to configure your network.

Specific topics discussed are:

« Configuration Overview

« Setting Service Names and Instance Names

« Configuration Models

« Configuring Naming Methods and the Listener

« Configuring the Network with the Local Naming Method

« Configuring the Network with the Oracle Names Method

« Configuring the Network with the External Naming Method
« Configuring the Listener

« Configuring Protocol Addresses
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Configuration Overview

Before a service, such as a database, can receive connections from clients, clients
must be configured to use net service names. Net service names are network
descriptions of service names. Each network description specifies one or more
network routes to the service, including any number of Net8 components, such as
listeners. Net service names also specify whether network connections should be
load balanced among multiple listeners and/or fail over to an alternate listener if a
network connection cannot be established.

Specifically, a net service name identifies the:

= network route to the service, including the location of the listener through a
protocol address

= service name(s) used to identify the release 8.1 services, or Oracle System
Identifier (SID) used to identify a pre-release 8.1 databases

« optional instance hame of the release 8.1 service to which to connect

The listener address is used by the client to connect to the listener. Once connected,
the client passes the address and service information to the listener.

When an instance starts, it registers the following registration information with the
listener:

= service registration provides the listener with instance information, such as
service names and instance names

« protocol address information with which the listener may connect to the
instance

When listener receives a client’s request for connect, it verifies the client information
with the information it has received from the instance, as well as information it has
stored in the LISTENER.ORA file. If the information matches, a connection is
granted.

Client configuration is accomplished by creating a list of the net service names that
map to services and addresses of listener destinations stored in a TNSNAMES.ORA
client configuration file, an Oracle Names server, or another naming method. When
an end user connects to a service, the service is identified by the net service name.
For example:

sg>CONNECT usemame | password @iet_service_name
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Setting Service Names and Instance Names

A service name is a logical representation of a service, which may include a database.
A service may comprise one or more instances. When creating a net service name,
you must identify a release 8.1 service with a service name. Optionally, you may
identify a release 8.1 instance with a instance name.

Shown below is a sample of TNSNAMES.ORA file, which shows how a net service
provides a network description of a service:

net senice name =

(description=
(address=( protocol_address_information )
(connect_data=
(service_name= senice name )
(instance_name= instance_name )))

In the example above, notice how the service name is identified by the SERVICE_
NAME parameter and the instance name is identified by the INSTANCE_NAME
parameter.

The service name is a string that is the global database name, a name comprised of the
database name and domain name, entered during installation or database creation.
If you are not sure what the global database name is, you can obtain it from the
combined values of the SERVICE_NAMES parameter in the database initialization
file, INITSID.ORA. For example, a service name may be SALES.COM, where SALES
is the database name and COM is the domain.

The instance name includes the name of the instance. It is typically the SID entered
during installation. If you are not sure what the SID is, you can obtain it from the
INSTANCE_NAME parameter.
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The table below describes the SERVICE_NAMES and INSTANCE_NAME

parameters.
Parameter Description
SERVICE_NAMES One or more comma separated strings that represent the names of the services on the

network. It is possible to provide multiple services names (by individual SERVICE_
NAMES entries) so that different usages of a instance can be identified separately.
Service names can also be used to identify a service that is available from multiple
instances through the use of replication.

INSTANCE_NAME A string value representing the name of instance and is used to uniquely identify a
specific instance when multiple instances share common services names. INSTANCE_
NAME should not be confused with the SID, which actually uniquely identifies the
instances shared memory on a host.

Configuration Models

Net8 configuration is based upon one of three models:

Network Configuration ~ Suitable When... Naming Method
Model

Localized management Network addresses are mapped in  Host Naming
a TNSNAMES.ORA file on each :
node (no Oracle Names server). Local Naming

External Naming

Centralized Networks where an Oracle Names Oracle Names
management server performs network address

resolution. An Oracle Names server

stores client configuration profiles

in one location.
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Naming Methods

Net8 can resolve net service names using the following methods:

Naming Method Description

Host Naming Instead of net service names, clients use an alias that is mapped to a database’s global
database name during a connection. A host name is used to identify a database’s
global database name via an existing hame resolution service. This hame resolution
service might be Domain Name Services (DNS), Network Information Service (NIS)
or simply a centrally-maintained set of /etc/hosts files. Host naming allows users
to connect to an Oracle server by simply providing the server computer's host name
or host name alias. No client configuration is required to take advantage of this
feature. This method is recommended for simple TCP/IP environments.

Additional Information: See "Configuring the Network with the Host Naming
Method" on page 6-7.

Local Naming Resolves net service names to network addresses by using information configured
and stored on each individual client. Local naming is most appropriate for simple
distributed networks with a small number of services that change infrequently.

Additional Information: See "Configuring the Network with the Local Naming
Method" on page 6-12.

Oracle Names Oracle Names stores names and addresses of all services on a network on an Oracle
Names server. Connection requests are routed through an Oracle Names server,
which resolves the net service name to a network address. The information is then
returned to the client.

Additional Information: See "Configuring the Network with the Oracle Names
Method" on page 6-21.

External Naming External naming refers to net service name resolution by using a supported
third-party naming service.

Additional Information: See "Configuring the Network with the External Naming
Method" on page 6-51.

For further information regarding choosing the right method, see "Resolving Net
Service Names" on page 3-3.
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Configuration Files

Depending on the naming method you use, the following configuration files may be
created or modified in $ORACLE_HOME/network/admin on UNIX and ORACLE_
HOM¥etwork\admin on Windows platforms:

Configuration File Description

LISTENER.ORA Located on the server, this file includes addresses of all
listeners on a server, and various control parameters used by
the listener.

NAMES.ORA Located on the Oracle Names server, this file includes he

location, domain information, and optional configuration
parameters for each Names server.

SQLNET.ORA Includes the names resolution method. This file resides on
clients.
TNSNAMES.ORA Located on the clients, this file includes a list of net service

names and their listener address and service descriptions.

See also the following:
« Appendix B, "Sample Configuration Files" for samples of these files
« Appendix C, "Configuration Parameters"for parameter information

Configuration of these files is described for each naming method in this chapter.
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Configuring the Network with the Host Naming Method

Note: This section describes configuration from a release 8.1
perspective. If you have an existing release 8.0 or release 7.x
configuration, see Chapter 4, "Understanding Release 8.1
Installation and Net8 Products".

Host naming can eliminate the need for service name lookup in the
TNSNAMES.ORA configuration files in environments where simple connectivity is
desired. However, host naming is not suitable for large or complex environments
where advanced features such as connection pooling, external procedures, or
heterogeneous services, which require additional connect information, are desired.
In these cases, another naming method is recommended.

The host naming method is available for TCP/IP network environments only. When
instances register with the listener, the global database name of the server, a name
comprised of the database name and domain name, is registered. The global
database name is mapped to a host name and an alias in an existing name
resolution service. Client use the alias in their connect string to connect to the
database.

Clients may connect to a server using the alias if:

= Yyou are connecting to an Oracle8i database service with Net8 Server/Net8
Client software installed

« Yyour client and server are connecting over a TCP/IP protocol

« all names are resolved through an IP address translation mechanism such as
Domain Name Service (DNS), or a centrally maintained TCP/IP HOSTfile

« ho advanced features like Oracle Connection Manager or security are requested
or required

To configure the host naming method, perform these tasks:
Step 1: Configure the Listener with the Global Database Name
Step 2: Configure HOSTNAME as the First Naming Method

Step 3: Set Up Host Name Resolution Environment
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Step 1: Configure the Listener with the Global Database Name

The global database name must be registered with the listener. How this
registration takes place depends upon the release of the database.

Oracle8i release 8.1

If the database can find the listener, information about the database is automatically
registered with the listener, including the global database name. The listener is

found if:
« the default listener named LISTENER running on TCP/IP on port 1521 is
running

« the LOCAL_LISTENER parameter is set in the INITSID.ORA file

If the database cannot find the listener, the LISTENER.ORA file must be configured
with the GLOBAL_DBNAME parameter, as described in "Oracle8i Release 8.0 or
Previous" below.

Oracle8i Release 8.0 or Previous

If the database is an Oracle8i release 8.0 database or Oracle7 database, database
information is registered with the listener through the LISTENER.ORA file. For
these database, statically configured the SID_LIST_listener_name section to include
the GLOBAL_DBNAME parameter, as shown below:

sid_list_listener=(sid_list=

(sid_desc=
(global_dbname=sales.com)
(sid_name=dbl)
(oracle_home=/u0l/apploracle/8.0.5)
)

See "Configuring a Listener with Service Information” on page 6-71 for further
information.
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Step 2: Configure HOSTNAME as the First Naming Method

Configure host naming as the first method specified in the NAMES_DIRECTORY _
PATH parameter in the SQLNET.ORA file. This parameter specifies the order of
naming methods Net8 will use to reconcile services.

To specify local naming as the first naming method:
1. Start the Net8 Assistant:
«  OnUNIX, run netasst at SORACLE_HOME/bin

«  On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Click the Profile icon.

Choose Naming from the drop-down list box.

Click the Methods tab.

Choose TNSNAMES from the Available Methods list, then click ">".

o & W DN
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e. Select TNSNAMES in the Selected Methods list, then use the Promote
button to move the selection to the top of the list:

File Edit
-7 Network

Net Servics Narnes

Listeners
Oracle Names Servers Methods

Available Methods: Selected Methods:

HOSTHAME
TNSMAMES

Promote
Demote

f.  Choose Save Network Configuration from the File menu.
g. Choose Exit from the File menu to exit the Net8 Assistant application.

The SQLNET.ORA file should contain an entry that lists HOSTNAME first
in the NAMES.DIRECTORY_PATH parameter:

names.directory_path=(hostname, tnsnames)
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Step 3: Set Up Host Name Resolution Environment

The global database name must be resolved through an IP address translation
mechanism, such as DNS, NIS, or a centrally-maintained TCP/IP host file,
/etc/hosts . The alias created for the global database name must match the global
database name.

It is important to note that the domain portion of the global database name must
match the network domain.

For example, if a global database name of SALES.COM for a database exists on a
machine named SALES-PC, the entry in the /etc/hosts file would like the
following.

#IP address of server  hostname  alias
144.25.219.146 salespc sales.com

Clients would use SALES.COM in their connect string, as described in "Connecting
to a Database" on page 8-2. If the client and server are in the same domain of COM,
the client only needs to enter SALES in the connect string.
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Configuring the Network with the Local Naming Method

Note: This section describes configuration from a release 8.1
perspective. If you have an existing release 8.0 or release 7.x
configuration, see Chapter 4, "Understanding Release 8.1
Installation and Net8 Products".

With the local naming method, net service names are added to the
TNSNAMES.ORA file. A net service name is mapped to a network address
contained in a connect descriptor. A connect descriptor contains the location of the
listener through a protocol address and the service name of the service to which to
connect. Clients use this net service name when making a connection with an
application.

An example of a TNSNAMES.ORA file’s basic syntax for a net service name
mapped to a connect descriptor is shown in Figure 6-1. DESCRIPTION contains the
connect descriptor, ADDRESS is the listener address, and CONNECT_DATA
contains the service name.

Figure 6-1 Net Service Name Usage in TNSNAMES.ORA
net senice name =

(description=
(address=( Jprotocol address_information )
(connect_data=
(service_name= senice_name )
)

)
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Each connect descriptor can contain one or more listener addresses, as shown in
Figure 6-2:

Figure 6-2 Multiple Listener Addresses

net_senice name =

(description=
(address=( protocol address_information )
(address=( jprotocol address_information )
(address=( protocol_address_information )
(connect_data=
(service_name= senice_name )
)

)

Note: If there was only one list of addresses, it was required to use
an ADDRESS_LIST.

Optional parameters, such as connect-time failover, client load balancing, and
Oracle Connection Manager features, may be set for a list of addresses within a
connect descriptor or all addresses among multiple connect descriptors.

For more information about these features, see Chapter 7, "Enabling Optional Net8
Features" and "Local Naming Parameters (TNSNAMES.ORA)" on page C-31.

Configuration During Installation

After a Custom installation on the client or server, the Net8 Configuration Assistant
prompts you to configure a naming methods. If the local naming method is chosen,
the Net8 Configuration Assistants prompts you to configure net service names in
the TNSNAMES.ORA file. If you choose to use the Net8 Configuration Assistant to
create net service names, ensure the listener protocol addresses match in the
TNSNAMES.ORA and LISTENER.ORA files. Use the online help for instruction.
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Configuration After Installation

Net service names can be added to the TNSNAMES.ORA file at any time. To
configure the local naming method, perform these tasks:

Step 1: Configure Net Service Names

Step 2: Configure TNSNAMES as the First Naming Method
Step 3: Distribute Configuration

Step 4: Configure the Listener

Step 1: Configure Net Service Names

To configure with the local naming method, use either the Net8 Assistant or the
Net8 Configuration Assistant on the server:

Note: Net service names may also be created by running Net8
Easy Config. In the future this tool may not be available. Therefore,
Oracle Corporation recommends using either the Net8
Configuration Assistant or the Net8 Assistant. To run Net8 Easy
Config:

«  On UNIX, run netec at SORACLE_HOME/bin

« On Windows platforms, choose Start > Programs > Oracle -
HOME_NAME > Network Administration > Net8
Configuration Assistant.

Net8 Assistant To use the Net8 Assistant:

1.

Start the Net8 Assistant:
« OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Click the Net Service Names folder in the directory tree. If net service names
exist, they display in the tree structure.

Select Create from the Edit menu or click on the "+" button to create a new net
service name. The Net Service Name Wizard starts.
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4.

Enter any name in the Net Service Name field, then click Next:

To access an Oracle database, of other service, across the
netwaork you use a net service name. This wizard will help
you create a net service name.

Enter the name you want to use to access the database or
service. It can be any name you choose,

Net Service Narne: sales

Cancel ) < Back I Next 3 )

If you want to be explicit, the net service name may be qualified with the
client’s domain. The net service name is automatically domain qualified if the

NAMES.DEFAULT_DOMAIN parameter in SQLNET.

ORA is specified. For

further information, see "Configuring Domains" on page 7-16.

Select the protocol the listener is configured to listen on (this protocol must also

installed on the clients), then click Next:

To communicate with the database across a network, a network
pratocal is used. Select the protocsl used for the database you
want to access,

TCP/IP (Internet Protocol)

TCP/IP with SSL (Secure Internet Protocol)
SP¥ iNetware Metworking)

IPC (Local Database)

-

Cancel ) 2 Back
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6. Enter the appropriate listener protocol address information for your chosen
protocol in the fields, then click Next:

= Net Service Name Wizard, page 3 of 5: Protocol Settings \

To communicate with the database using the TCP/IP protocol,
the database computer’s host name is required. Enter the
TCP/IP host name far the computer where the database is
located.

Host Name:

& TCPSIP port number is also required. The port number far
Oracle databases is usually 1521, You should not normally
need to specify a different port number.

Port Number: |1521

Cancel < Back Next 3
Gl )

See "Configuring Protocol Addresses" on page 6-76 for further information
about protocol addresses.

When configuring the listener to listen on TCP/IP for typical Net8 clients, you
should choose the default port or 1521. If you do not, you must configure the
LOCAL_LISTENER parameter in the INITSID.ORA file and resolve the listener
name through a naming method. For further information about configuring
non-default port numbers in LISTENER.ORA, see "Configuring a Listener that
Uses a Non-Default Port" on page 6-67.
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7. If the destination service is release 8.1, click Oracle8i release 8.1, enter a service
name in the Service Name field, then click Next:

To identify the database you must provide either a service
name if it's an Oracle8irelease 8.1 database, or a SID if it's an
QOracledi release 8.0 or previous database. For Oracle8i release
8.1 databases, the service narme is normally the global
database name.

Select the version of database you are using and enter its
service name or SID.
® OracleSi release 8.1

Service Mame:

C Oracle8i release 8.0 or Previous

Database SID; ORCL

Cancel ) 2 Back Hext &

The service name is typically the global database name. See "Setting Service
Names and Instance Names" on page 6-3 for further information about the
service name string to use.

If destination service is prior to release 8.1, click Oracle8 Version 8.0 or Previous,
enter a SID in the Database SID field, then click Next.

8. Click Test to verify the net service name will work, then click Next. Testing
assumes the database and listener are running. If they are not, see "Net8
Component Startup Overview" on page 8-2 to start components, or click Next to
disregard testing and continue to step 10.
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A successful test results in "The connect test was successful.” message in the
Connect Test dialog box:

= ]
Expect connecting to the database to take from one to several seconds to complete. If it takes

longer, please wait; the reason for any failure will be displayed. To change the userid and
password used for the test press Change Login.

when finished testing press Close.

Initializing first test to use userid: scott, password: tiger
attermpting to connect using userid: scott
The cennectien test was successful,

Change Login...] E] Close ]

If the test was not successful:
« Ensure the database and listener are running, then click Test.

« Click Change Login to change the user name and password for the
connection, then click Test.

9. Click Close to dismiss the Connect Test dialog box.

10. Click Finish to save your configuration and dismiss Net Service Names Wizard.
11. Choose Save Network Configuration from the File menu.

12. Choose Exit from the File menu to exit the Net8 Assistant.

See also the following:

« "Configuring Advanced Connection Attributes for a Net Service Name" on
page 7-7 and "Configuring Multiple Address Options" on page 7-11 to set
optional address and multiple address characteristics.

« "Configuring Domains" on page 7-16 to specify a domain to request net service
names.

Net8 Configuration Assistant To use the Net8 Configuration Assistant:

1. Start the Net8 Configuration Assistant:
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«  OnUNIX, run netca at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Configuration Assistant.

2. Select Local Net8 Service Name configuration, then click Next.
3. Click Create.

4. Follow the prompts in the wizard and online help to complete net service name
creation.

Note: If you select the Oracle8i release 8.1 database or service option,
the service name you enter is typically the global database name.
See "Setting Service Names and Instance Names" on page 6-3 for
further information about the service name string to use.

Step 2: Configure TNSNAMES as the First Naming Method

Configure local naming as the first method specified in the NAMES_DIRECTORY _
PATH parameter in the SQLNET.ORA file. This parameter specifies the order of
naming methods Net8 will use to reconcile services.

To specify local naming as the first naming method:
1. Start the Net8 Assistant:
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Click the Profile icon.

Choose Naming from the drop-down list box.

Click the Methods tab.

Choose TNSNAMES from the Available Methods list, then click ">".

o &~ DN
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h. Select TNSNAMES in the Selected Methods list, then use the Promote
button to move the selection to the top of the list:

Metd Assistant - fvobs/oracle/network/admin/ [

File Edit Command Help

Listeners

Oracle Names Servers Methods

Available Methods: Selected Methods:
CDs THSNAMES

NOWVELL ONAMES
NIS HOSTNAME
ks

i. Choose Save Network Configuration from the File menu.
i Choose Exit from the File menu to exit the Net8 Assistant application.

The SQLNET.ORA file should contain an entry that lists TNSNAMES first
in the NAMES.DIRECTORY_PATH parameter:

names.directory _path=(tnsnames, onames, hostname)

Step 3: Distribute Configuration

After one client is configured, it is best to simply copy over the TNSNAMES.ORA
and SQLNET.ORA configuration files to the same location on the clients. This will
ensure the files are consistent. Otherwise, you must use Net8 Assistant or Net8
Configuration Assistant on every client, introducing possible errors.
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Step 4: Configure the Listener

Ensure the listener (located on the server) is configured to "listen on" on the same
protocol and protocol address you configured for the net service name. By default,
the listener should already be configured for your operating system’s primary
protocol, typically TCP/IP. For further information about configuring the listener,
see "Configuring Protocol Addresses" on page 6-76.

Configuring the Network with the Oracle Names Method

Note: This section describes configuration from a release 8.1
perspective. If you have an existing release 8.0 or release 7.x
configuration, see Chapter 4, "Understanding Release 8.1
Installation and Net8 Products".

Oracle Names simplifies the setup and administration of global, client/server
computing networks. Oracle Names makes network address and database link
information available to all nodes throughout the network. Each database server’s
network address is identified with a simple service name. Client applications then
can request a database connection with that name rather than a lengthy address.
Oracle Names shields users and applications from changes made to the network
infrastructure. It provides for centralized administration of network service names.

An Oracle Names server stores the following information:

Data Description

database global database The Oracle Names server retrieves information about the

names and addresses database, including the global database name (database name
and domain) and address, from the listener. The address is
configured in the LISTENER.ORA file, and the global database
name is registered during database startup or statically
configured in the LISTENER.ORA file. You do not to register
this information.

other Oracle Names server An Oracle Names server stores the names and addresses of all

names and addresses other Oracle Names servers in the same administrative region.
If there is more than one administrative region in a network,
the Oracle Names server will store the name and address of at
least one Oracle Names server in the root administrative
region and each of the immediate sub-regions. You do not
need to register this information.
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Data

Description

net service names

If you register net service name with the NAMESCTL control
utility or the Net8 Assistant, an Oracle Names server stores
them. An Oracle Names server also stores gateways to
non-Oracle databases and Oracle RDB databases.

global database link

Database links allow a database to communicate with another
database another. The name of a database link is the same as
the global database name of the database to which the link
points. Typically, only one database link should exist per
database.

The following types of database links may be created:

= You can create a private database link in a specific schema
of a database. Only the owner of a private database link
can use it.

= You can create a public database link for a database. All
users and in the database can use it.

= You can create a global database link in Oracle Names
server so anyone in the network can use it.

Because the Oracle Names retrieves the global database name
from the listener, a global database link that is the global
database name is automatically registered with the Oracle
Names server. Therefore, you do not need to register this
information.

User name and password credentials for the global database
link may be registered with the Oracle Names server using the
Net8 Assistatnt.These global database links may be
supplemented with link qualifiers defined through the Net8
Assistant.

Global database links may be superseded with private and
public database links created by individual users. For more
information about private and public database links, see
Oracle8i Distributed Database Systems.

aliases

An Oracle Names server stores aliases or alternative service
names for any defined net service name, database service or
global database link. Aliases may be registered with the
Oracle Names server using either the NAMESCTL control
utility or Net8 Assistant.

Oracle Connection
Managers

An Oracle Names server stores the names and listening
addresses of all Oracle Connection Managers on the network.
You do not to register this information.
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Configuring Oracle Names involves the following tasks:

Step 1: Consider Oracle Names Options

Step 2: Install

Step 3: Create an Oracle Names Server

Step 4: Configure Clients and Database Servers To Use Oracle Names Servers
Step 5: Configure the Listener

Step 6: Register Data with the Oracle Names Server

Step 7: (Optional) Delegate Domains to Delegated Administrative Regions

Step 1: Consider Oracle Names Options
Prior to creating an Oracle Names server, you must decide whether:

You need service registration data replicated continuously among Oracle
Names servers, or want all Oracle Names servers within a region to store their
registration data in an Oracle database.

You need support for one or more administrative regions. An administrative
region is a collection of Oracle Names servers in one or more domains, a
grouping of network objects, such as databases. Networks with multiple
administrative regions must have one root administrative region and one or more
delegated administrative regions. Delegated administrative regions contain the
domains and Oracle Names server addresses in any alternate regions which act
as direct child regions of the root.

For more assistance with the decisions above, see "Oracle Names Architecture” on
page 2-31.
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Step 2: Install

Ensure the following is installed:

« Oracle Names on its own machine that is designated as the Oracle Names
server

« Net8 Client or SQL*Net Client on the clients

« Net8 Server or SQL*Net Server on the server

Important:  The Oracle Universal Installer does not install the
$ORACLE_HOME/network/names directory on UNIX platforms.
This directory is necessary for successful configuration. If it does
not exist, manually create it.
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Step 3: Create an Oracle Names Server

How an Oracle Names server is created depends upon whether you want region
data:

« stored in tables, called a region database, in an Oracle database accessible to
Oracle Names servers

When information is added to an Oracle Names server, the information is
stored in the database and in the Oracle Names server’s cache files. If the
database is unavailable, the information in the cache files is used.

« stored in an Oracle Names server's cache files and instantly replicated to the
cache files of all other Oracle Names servers

The cache files are stored in $ORACLE_HOME/network/names on UNIX platforms
and ORACLE HOMtetwork\names  on Windows NT:

File Description

CKCFG.ORA Contains information about the Oracle Names server
configuration, similar to the NAMES.ORA file.

CKPCCH.ORA Contains client cache information, such as the connect
string information.

CKPREG.ORA Contains information about data stored in the Oracle
Names server, which is similar to a TNSNAMES.ORA
file.

A default Oracle Names server named ONAMES_host is created during installation
for a non-region database configuration. This Oracle Names is configured to listener
on TCP/IP with port 1575. It contains basic configuration that does not include
multiple domains or multiple regions. If you would like to use this Oracle Names
server, skip this step and proceed to "Step 2: Discover Oracle Names Servers" on
page 6-36.

The following sections cover both modes:
« Store Data in a Region Database
« Store Data in Files

Whichever method you choose, Oracle Corporation recommends you create more
than one Oracle Names server for the network, in case one should go down.
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Store Data in a Region Database
To store service data in an Oracle database, perform the following tasks:

« Step 1. Configure the Database Server
= Step 2: Create Oracle Names Servers

« Step 3: Start the Oracle Names Server

Step 1: Configure the Database Server To configure the database server:
1. Start the database if it is not currently running. Otherwise, go to step 2.
a. Connect to the database as INTERNAL:
sg> CONNECT intemal/ password
where password is ORACLE for the INTERNAL user account by default.
b. Start the database:
sg> STARTUP;
2. Connect to the database as the SYSTEM user:
s> CONNECT systen/  password
where password is MANAGER for the SYSTEM user account by default.
3. Create a user account and password:
sg>CREATEuser  user
identiied by password
default tablespace users
temporary tablespace temp;

4. Runthe NAMESINI.SQL script located in $ORACLE_HOME/network/admin
on UNIX and ORACLE_HOMtetwork\admin\names on Windows NT
platforms. This script creates the tables needed by Oracle Names to store
information. Optionally, run NAMESUPG.SQL to define old tables.

s> CONNECT  user / password
sq> @ oracle_home  Inetworkladmin/namesini.sq;
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Step 2: Create Oracle Names Servers For each machine where Oracle Names is
installed and where you want an Oracle Names server, create an Oracle Names
server from the Net8 Assistant.

1.

Start the Net8 Assistant;
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

From the Net8 Assistant, click the Oracle Names Servers folder.

Choose Create from the Edit menu, or click on the "+" button to create a new
Oracle Names server.

The Names Wizard starts.

The wizard guides you through the creation and configuration process,
prompting for:

« aunique Oracle Name Server name
« aprotocol address for the Oracle Names server

If you choose TCP/IP, Oracle Corporation recommends using the default
and officially registered port of 1575 for the Oracle Names server.

« achoice to store information in a database or replicate information among
Oracle Names servers

(Click Use a region database.)
« aprotocol address for a database’s listener

If you choose TCP/IP, Oracle Corporation recommends using the default
and officially registered port of 1521 for the listener.

« database user ID, password, and service name or SID
« whether or not this Oracle Names server is in the root administrative region

If you specify this Oracle Names server is in the root administrative region,
configuration completes.

If you specify this Oracle Names server is not in the root administrative region,
it assumed this Oracle Names server is in a delegated administrative region.
The wizard then prompts you for the local administrative region’s domain
name and the address of an Oracle Names server in the root administrative
region before completing.
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When the wizard completes, the following message appears:

A Names Server, onames_server, has been created with default settings. Use the
Configure Server section to modify the default configuration.

4. Select Save Network Configuration from the File menu.
5. Select Exit from the File menu to exit the Net8 Assistant application.

6. Repeat steps 2-5 to create additional Oracle Names servers in a region. The Net8
Assistant does not support creation of multiple Oracle Names servers on one
machine.

The Net8 Assistant creates a NAMES.ORA file with at least the following settings:
« Oracle Names server name (NAMES.SERVER_NAME)

« Oracle Names server listening protocol address (NAMES.ADDRESSES)

« database information (NAMES.ADMIN_REGION)

A NAMES.ORA file is shown below with annotations of content:

#Oracle Names server name. The name should include the name of the domain
this Oracle Names server isin.
names.server_name=nameswvr2.com

#Oracle Names server listening protocol address

names.addresses=
(address=(protocol=tcp)(host=namesn2-pc)(port=1575))
[(address=..))]

#Database repository information
names.admin_region=
(region=
(description=
(address=(protocol=tcp)(host=sales-pc)(port-1521))
(connect_data=
(service_name=sales.com)
)
(userid=system)
(password= password )
(name=local_region)
(refresh=86400)
(retry=60)
(expire=600)
)
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#if an Oracle Names server is in a delegated administrative region, identify
the address of an Oracle Names server in the root administrative region.
names.domain_hints=

(address=(protocol=tcp)(host=namesiv1-pc)(port=1575))

# Specify the domain controlled by this region and the time to live (TTL).
If this is the root administrative region, you must have NAME= (null) to
identify the root domain propery.
names.domains=
(domain=
(hame=)
(min_tt=86400)
)
See "Configuring Protocol Addresses" on page 6-76 for more information about
protocol syntax needed for address information.

Administering Multiple Domains

If you want the region to administer more than one domain, specify the additional
domains in the NAMES.DOMAINS parameter with the Net8 Assistant:

1. Double-click on the Oracle Names server folder.
Select the Oracle Names server.
Select Domains from the drop-down list box.

Select the Domains tab.
Enter the time-to-live information.

Click Add.

2

3

4

5. Enter the domain name in the Domain Name field.

6

7

8. Select Save Network Configuration from the File menu.
9

Repeat steps 1-8 to create additional for additional domains.
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In the example below, NAMES.DOMAINS contains a listing for the root, COM,
ORACLE.COM, and HQ.ORACLE.COM domains. All the domain precedent to
HQ.ORACLE.COM must be defined in order to define HQ.ORACLE.COM.

names.domains=

(domain_list=

(domain=
(name=)
(min_tt=86400)

)

(domain=
(name=com)
(min_tt=86400)

)

(domain=
(name=oracle.com)
(min_tt=86400)

)

(domain=
(name=hg.oracle.com)
(min_tti=86400)

)

)
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Step 3: Start the Oracle Names Server Start the Oracle Names server using either the
Net8 Assistant or the NAMESCTL control utility:

Use the Net8 Assistant...

Use the control utility NAMESCTL...

1. Double-click on the Oracle Names
server folder.

2. Select the Oracle Names server.

3. Select Manage Server from the
drop-down list box.

4. Select the Control tab.

5. Click the Start radio button from the
Server Operations field.

6. Click Apply.
The following message appears:
Server started successfully.

On Windows NT, a service called
OracleHOME_NAMENamesONAMES_
SERVER is created.

From the command line, enter:
namesctl

If the following error messages appear,
ignore them.

NNL-00024: waming: no preferred names
serversin SQLNET.ORA

NNL-00018: waming: could not contact
default name server

namesct> start

The START command of NAMESCTL loads
the Oracle Names server into memory and
tells it to begin executing. At startup, the
Oracle Names server loads its
configuration and data.

On Windows NT, this creates a service called
OracleORACLE_HOMENamesonames_
serverService.
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Store Data in Files

To store data in files and have it replicated between Oracle Names server during
updates, performs these tasks:

Step 1: Create an Oracle Names Server

Step 2: Discover Oracle Names Servers

Step 1: Create an Oracle Names Server For each machine where Oracle Names is
installed and where you want an Oracle Names server, create an Oracle Names
server from the Net8 Assistant:

1.

Start the Net8 Assistant:
= OnUNIX, run netasst at $ORACLE_HOME/bin

=« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

From the Net8 Assistant, click the Oracle Names Servers folder.

Choose Create from the Edit menu, or click on the "+" button to create a new
Oracle Names server.

The Names Wizard starts.

The wizard guides you through the creation and configuration process,
prompting you for

« aunique Oracle Name Server name
« alistening protocol address for the Oracle Names server

If you choose TCP/IP, Oracle Corporation recommends using the default
and officially registered port of 1575 for the Oracle Names server.

« achoice to store information in a database or replicate information among
Oracle Names servers

(Click Don’t use a region database.)
« toidentify if this is the first Oracle Names server in the region

If this is not the first Oracle Names server in the region, the wizard then
prompts you to discover the other Oracle Names servers or to specify the
address of another Oracle Names server in the region.

« toidentify if this Oracle Names server is in the root administrative region

If you specify this Oracle Names server is in the root administrative region,
configuration completes.
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If you specify this Oracle Names server is not in the root administrative region,
it assumed this Oracle Names server is in a delegated administrative region.
The wizard then prompts you for the local administrative region’s domain
name and the address of an Oracle Names server in the root administrative
region before completing.

When the wizard completes, the following message appears:

A Names Server, onames_server, has been created with default settings. Use the
Configure Server section to modify the default configuration.

4. Select Save Network Configuration from the File menu.

5. Repeat Steps 2-4 to create additional Oracle Names servers in a region. The
Net8 Assistant does not support creation of multiple Oracle Names servers on
one machine.

The Net8 Assistant creates a NAMES.ORA file with at least the following settings:
« Oracle Names server name (NAMES.SERVER_NAME)

« Oracle Names listening protocol address (NAMES.ADDRESSES)

A NAMES.ORA file is shown below with annotations of content:

#Oracle Names server name. The name should include the name of the domain
this Oracle Names server isin.
names.server_name=nameswvr2.com

#Oracle Names server listening protocol address
(address=(protocol=tcp)(host=namestv2-pc)(port=1575))
[(@ddress=...))]

#if an Oracle Names server is in a delegated administrative region, identify
the address of an Oracle Names server in the root administrative region.
names.domain_hints=

(address=(protocol=tcp)(host=namestv1-pc)(port=1575))

# Specify the domain controlled by this region and the time to live (TTL).
If this is the root administrative region, you must have NAME= (null) to
identify the root domain propery.
names.domains=
(domain=
(name=)
(min_tt=86400)
)

See "Configuring Protocol Addresses" on page 6-76 for more information about
protocol syntax needed for address information.
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Administering Multiple Domains

If you want the region to administer more than one domain, specify the additional
domains in the NAMES.DOMAINS parameter with the Net8 Assistant:

1. Double-click on the Oracle Names server folder.
Select the Oracle Names server.
Select Domains from the drop-down list box.

Select the Domains tab.
Enter the time-to-live information.

Click Add.

2

3

4

5. Enter the domain name in the Domain Name field.

6

7

8. Select Save Network Configuration from the File menu.
9

Repeat steps 1-8 to create additional for additional domains.
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In the example below, NAMES.DOMAINS contains a listing for the root, COM,
ORACLE.COM, and HQ.ORACLE.COM domains. All the domain precedent to
HQ.ORACLE.COM must be defined in order to define HQ.ORACLE.COM.

names.domains=

(domain_list=

(domain=
(name=)
(min_tt=86400)

)

(domain=
(name=com)
(min_1t=86400)

)

(domain=
(name=oracle.com)
(min_tt=86400)

)

(domain=
(name=hg.oracle.com)
(min_tt=86400)

)

)
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Step 2: Discover Oracle Names Servers After all the Oracle Names servers are
configured, have each Oracle Names, except the first Oracle Names server in the
region, discover the other Oracle Names servers in a region.

See "Understanding Discovery" on page 2-45 for a description of discovery.

On the machine where Oracle Names resides, use either the Net8 Assistant or the

NAMESCTL control utility:

Use the Net8 Assistant...

Use the control utility NAMESCTL...

a c w NP

Double-click on the Oracle Names Server folder.
Select an Oracle Names server.

Choose Manage Server from the drop-down list box.

Click the Control tab.

Click the Start option button from the Server
Operations field.

Click Apply.
The following message appears:
Server started successfully.

Choose Discover Oracle Names Servers from the
Command menu.

This produces an .SDNS.ORA file in SORACLE _
HOME/network/names on UNIX or SDNS.ORA in
ORACLE HOMietwork\names  on Windows
platforms. This file contains the names and
addresses of the Oracle Names server(s). This file is
read to find the addresses of Oracle Names servers.

The following message appears:

"Discovered Oracle Names Server in the region. Please
exit the tool and start again.”

If an Oracle Names server does not respond, and
you know the network address of a particular
Oracle Names server, a dialog will prompt you for
that address.

1. Start the Oracle Names server:

namesct
namesct> start

2. Discover the other Oracle Names servers:
namesct> reorder_ns

This produces an .SDNS.ORA file in $SORACLE_
HOME/network/names on UNIX or
SDNS.ORA in ORACLE_

HOM#metwork\names  on Windows
platforms. This file contains the names and
addresses of the Oracle Names server(s). This
file is read to find the addresses of Oracle
Names servers.

If an Oracle Names server cannot be found, and
you know the network address of a particular
Oracle Names server, enter the address at the
prompt. For example:

namesct> reorder_ns
(address=(protocol=tcp)(host=mailpc)(port=1575))
3. Query another Oracle Names server to verify
discovery.

namesct> query onames_server
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Step 4: Configure Clients and Database Servers To Use Oracle Names Servers
To configure the client and database server machines:

1.

Optionally, create a preferred Oracle Names server list, as described in
"Configuring Preferred Oracle Names Servers" on page 7-20.

Discover Oracle Names servers by creating an .SDNS.ORA file in SORACLE_
HOME\network\names on UNIX or SDNS.ORA file in ORACLE _
HOM¥etwork\names  on Windows platforms. This file contains the order of
names and addresses of the Oracle Names server(s) to contact. Client machines
read this file to find the addresses of Oracle Names servers to contact. Use
either the Net8 Assistant or the NAMESCTL utility.

See "Understanding Discovery" on page 2-45 for a description of discovery.

Use the Net8 Assistant... Use the control utility NAMESCTL...

1. Start the Net8 Assistant: Discover the other Oracle Names servers:
-On UNIX, run netasst at namesct
$ORACLE_HOME/bin namesctt> reorder_ns
-On Windows NT, choose Start > This produces an .SDNS.ORA file in

Programs > Oracle - HOME_NAME  $ORACLE_HOME/network/names on

> Network Administration > Net8 UNIX or SDNS.ORA in ORACLE_
Assistant. HOMmetwork\names ~ on Windows
platforms. This file contains the names and
addresses of the Oracle Names server(s).
This file is read to find the addresses of
This produces an .SDNS.ORA file in  Oracle Names servers.
$ORACLE_HOME/network/names
on UNIX or SDNS.ORA ORACLE _
HOMMetwork\names  on
Windows platforms. This file
contains the names and addresses of
the Oracle Names server(s). This file  namesct>reorder_ns

is read to find the addresses of Oracle  (address=(protocol=tcp)(host=mai-oc)(port
Names servers. =1575))

2. Choose Discover Oracle Names
Servers from the Command menu.

If an Oracle Names server cannot be found,
and you know the network address of a
particular Oracle Names server, enter the
address at the prompt. For example:

The following message appears:

"Discovered Oracle Names Server in the
region. Please exit the tool and start
again.”

If an Oracle Names server does not
respond, and you know the network
address of a particular Oracle Names
server, a dialog will prompt you for
the that address.
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3. If you want Oracle Names to be the first method to reconcile net service names,
set the NAMES_DIRECTORY_PATH parameter in the SQLNET.ORA file in the
following manner:

a. Click the Profile icon in the Net8 Assistant.
b. Choose Naming from the drop-down list box.

Click the Methods tab.

d. Choose ONAMES from the Available Methods list, then click ">".

e. Select ONAMES in the Selected Methods list, then use the Promote button
to move the selection to the top of the list:

o

File Edit Command Help
F-7 Network

Methods

#vailable Methods: Selected Methods:

CDs
NOVELL
NIS HOSTHAME

Promaote
Demote

f.  Choose Save Network Configuration from the File menu.
g. Choose Exit from the File menu to exit the Net8 Assistant application.

The SQLNET.ORA file should contain an entry that lists ONAMES first in
the NAMES.DIRECTORY_PATH parameter:

names.directory_path=(onames, tnsnames, hostname)
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4. Additional features that you may configure for how a client will use Oracle
Names include:

Net8 Assistant
Option

SQLNET.ORA Parameter

Description

Default Domain

Maximum Wait Each
Attempt

Attempts Per Names
Server

Maximum Open
Connections

Initial Preallocated
Requests

NAMES.DEFAULT_DOMAIN

NAMES.INITIAL_RETRY_

TIMEOUT

NAMES.REQUEST_RETRIES

NAMES.MAX_OPEN _
CONNECTIONS

NAMES.MESSAGE_POOL _

START_SIZE

Indicates the domain name space from
which the client will most often request an
Oracle Names server. When set, this name
will automatically be appended to any
unqualified name in an Oracle Names
request. Net8 sets the default domain to
NULL by default.

Specifies how long a client will wait for a
response from an Oracle Names server
before reiterating the request to another
Oracle Names server. Net8 will wait for 15
seconds by default.

Specifies the number of times a client will
attempt to iterate through the list of Oracle
Names servers before allowing the operation
to fail. Net8 will attempt to iterate through
the list of Oracle Names servers once before
allowing the operation to fail by default.

Specifies how many connections an Oracle
Names client may have open at one time.
Net8 allows a client to have 10 connections
open at any one time by default. This default
value should be sufficient for almost all
situations.

Allows you to pre-allocate an initial number
of messages in a client’s message pool. These
messages may be used for future requests to
Oracle Names servers. Net8 allocates 10
messages in the pool by default. This default
value should be sufficient for almost all
situations.
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To add or configure these features:

a. Click the Profile icon in the Net8 Assistant.

b. Choose Naming from the drop-down list box.

c. Click the Oracle Names tab.

d. Enter data for the options indicated in the table on the previous page.
e. Choose Save Network Configuration from the File menu.

f.  Choose Exit from the File menu to exit the Net8 Assistant application.

Step 5: Configure the Listener

Configure the listener with listening database protocol addresses if you are not
using your operating system’s primary protocol. For further information about
configuring the listener, see "Configuring Protocol Addresses" on page 6-76.

Additionally, set USE_ PLUG_AND_PLAY _listener_name=ON in the
LISTENER.ORA file with the Net8 Assistant. This permits the listener to register
database information, such as the service name, SID, and global database name,
with Oracle Names servers:

1.

w

N oo o K

Start the Net8 Assistant;
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Double-click on the Listeners folder.

Click on a listener.

Choose General Parameter from the drop-down list box.
Click Register Service with Oracle Names.
Select Save Network Configuration from the File menu.

Choose Exit from the File menu to exit the Net8 Assistant application.
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Step 6: Register Data with the Oracle Names Server

As described in the table in "Configuring the Network with the Oracle Names
Method" on page 6-21, Oracle Names server store many kinds of information,
including as database locations, Oracle Names server locations, net service names,
aliases, global database links, and Oracle Connection Manager. Some of this
information is automatically registered with the Oracle Names server because the
database registers information with the listener. If you would like to store the
following kinds of information, you must register it using either the Net8 Assistant
or the NAMESCTL control utility:

« Net Service Names
« Global Database Links Credentials and Database Qualifiers
« Aliases

Registration only needs to occur with one Oracle Names server in an administrative
region. The other Oracle Names servers will see the information if data is stored in a
region database, or the information will be propagated to other Oracle Names if
you chose not to use a region database.

After registering these kinds of information, you should query them, as described in
"Testing Network Objects Using NAMESCTL or the Net8 Assistant” on page 8-17.

Net Service Names

Oracle Corporation advises creating a net service name for each service. If a net
service name is not created, a user trying to connect will have to pass the global
database name to make a connection. Rather than provide this information to your
end users, create a net service name for the service.
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Use either the Net8 Assistant or the NAMESCTL control utility:

Use the Net8 Assistant...

Use the control utility NAMESCTL...

1. Start the Net8 Assistant:

-On UNIX, run netasst
HOME/bin.

-On Windows NT, choose Start > Programs >
Oracle - HOME_NAME > Network
Administration > Net8 Assistant.

at SORACLE_

2. Double-click on the Oracle Names server folder.
3. Select an Oracle Names server.
4. Choose Manage Data from the drop-down list

box.

5. Click the Net Service Names tab.

6. Select Add.

7. Enter an easy-to-remember alias in the Service
Name field.

8. Choose a protocol and enter the listener address.

Additional Information: See "Configuring
Protocol Addresses" on page 6-76 for more
information about protocol syntax needed for
address information.

9. Enter the service name for the database, and
choose the session type.

10. Click Execute.

11. Select Save Network Configuration from the File

menu.

12. Select Exit from the File menu to exit the Net8
Assistant application.

Create and register a net service name with the Oracle
Names server:

namesct
namesct> register -D address data

For example, to register a net service name of SALES
with a default TCP/IP listening address, enter:

register sales -D

(description=(address=(protocol-cp)(host=sales-pc)(

port=1521)))

Additional Information: See "Configuring Protocol

Addresses" on page 6-76 for more information about
protocol syntax needed for address information.

net_service_name
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If you have been using local naming as your configuration method and want to
migrate to an Oracle Names configuration, the net service name information used in
the TNSNAMES.ORA file can uploaded to an Oracle Names server. To load
information from a local naming configuration file into an Oracle Names server, use
either the Net8 Assistant or the NAMESCTL control utility:

Use the Net8 Assistant...

Use the control utility NAMESCTL...

1.
2.

Select an Oracle Names server.

Select Manage Data from the drop-down
list box.

Select Load.

Enter the path for your current master
local naming configuration file in the File
field.

Click Execute.

Select Save Network Configuration from
the File menu.

Select Exit from the File menu to exit the
Net8 Assistant application.

From the command line, enter:

namesct
namesct> load_tnsnames file_name
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Global Database Links Credentials and Database Qualifiers

Oracle Corporation recommends creating one global database link per database. A
global database link that is the global database name is automatically registered
with the Oracle Names server, such as SALES.COM.

For example, a connection to a remote database with the global database link would
be:

sg> CONNECT @sales.com
Therefore, you do not need to register this information unless you want to enter
user name and password credentials for it.

To register a global database link, use either the Net8 Assistant or the NAMESCTL
control utility. Because the NAMESCTL utility is limited in global database link
registration, Oracle Corporation recommends you use the Net8 Assistant.
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Use the Net8 Assistant...

Use the control utility NAMESCTL...

1. Start the Net8 Assistant:

-On UNIX, run netasst
HOME/bin.

-On Windows NT, choose Start > Programs >
Oracle - HOME_NAME > Network
Administration > Net8 Assistant.

at SORACLE_

2. Double-click on the Oracle Names server folder.
3. Select an Oracle Names server.

4. Choose Manage Data from the drop-down list

box.

5. Click the DB Links tab.

6. Select Add.

7. Enter the global database link in the DB Link
Name field.

NOTE: If the GLOBAL_NAMES parameter has
been set to TRUE in the INITSID.ORA file, the
name entered must be the global database name.

8. Enter valid user name and password credentials

for the database in the User and Password fields.

9. Click Execute.

10. If you want to use a link qualifier, see "Adding

Link Qualifiers" on page 6-46.

11. Select Save Network Configuration from the File

menu.

12. Select Exit from the File menu to exit the Net8

Assistant application.

Create and register a global database link with the
Oracle Names server:

namesctl
namescti> register dblink -d address data
For example, to register a global database link of

SALES.COM with a default TCP/IP listening address,
enter;

register sales.com-d
(description=(address=(protocok-tcp)(host=sale
Spc)(port=1521)))

Additional Information: See "Configuring Protocol
Addresses" on page 6-76 for more information about
protocol syntax needed for address information.

The NAMESCTL utility will not permit user name
and password credentials.

While one global database link per database is recommend, there is no limit on the
number of link qualifiers that may be added. Link qualifiers are appended to global
database link to provide alternate settings for the database user name and password
credentials. For example, a link qualifier of RDBMS.OMD can be appended to
SALES.COM. A connection to a remote database with the global database link and

link qualifier would be:
s> CONNECT @sales.com@emp
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Adding Link Qualifiers

Link qualifiers are primarily for older Oracle database environments where
multiple database links are used. Rather than use multiple database links, multiple
link qualifiers can be created for a database link.

To register a global link qualifier for a global database link, use the Net8 Assistant.
The NAMESCTL utility does not support creation of link qualifiers.

1. Follows steps 1-8 on the procedure on the previous page.
2. Click DB Qualifiers.
3. Click Create Qualifier.

The Database Qualifier dialog box appears:

Database Qualifier

DB Qualifiers

DB Qualifier: |emp
User: |scott
Password: |tiger

ﬁ] Cancel |

4. Enter a name for the link qualifier, and valid user name and password
credentials, then click OK.
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© N o u

The link qualifier is added to the DB Qualifiers list box:

MNet
File Edit iand Help
MNetwork
£ Profile
Net Service Mames
Listeners
aOracIe Mames Servers

Manage Data -

Cuery or update database link names with or without
database qualifiers.

—hction

C Query ® Add T Remove Execute

—DEB Qualifier:
Cualifier User Password
emp scott tiger

1

Repeat steps 3-5 for each link qualifier you want to add.

Click Execute.

Select Save Network Configuration from the File menu.

Select Exit from the File menu to exit the Net8 Assistant application.
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To verify a global database link and link qualifier is working correctly:

1.

Connect to the remote database:

sg>CONNECT user name | password @b _link ;

sg>CONNECT user name | password @ib_link  @ink_qualifier ;
For example:

sg> CONNECT scottfiger@sales.com;
sgi> CONNECT scottfiger@sales.com@emp;

Perform a SELECT statement on a table the user is authorized for:

sgi> SELECT *from table @b link ;

sgl> SELECT *from table @b link @k _qualifier ;
For example:

sgP> SELECT *from EMP@sales.com;

sgP> SELECT *from EMP@sales.com@emp;

For more information about database links, see Oracle8i Distributed Database Systems.
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Aliases

An alias can be used for type of item stored in the Oracle Names server, such as a
Oracle Names server, net service name, or global database link.

To register a global database link, use either the Net8 Assistant or the NAMESCTL

control utility.

Use the Net8 Assistant...

Use the control utility NAMESCTL...

1.

10.

11.

Start the Net8 Assistant:

-On UNIX, run netasst at SORACLE_
HOME/bin .

-On Windows NT, choose Start > Programs >
Oracle - HOME_NAME > Network
Administration > Net8 Assistant.

Double-click on the Oracle Names server folder.

Select an Oracle Names server in the
administrative region.

Choose Manage Data from the drop-down list
box.

Click the Aliases tab.
Select Add.

Specify the sub-domain in the Domain Name
field.

Enter the Oracle Names server name in the Name
Server Name field and

Click Execute.

Select Save Network Configuration from the File
menu.

Select Exit from the File menu to exit the Net8
Assistant application.

Create and register an alias with the Oracle Names
server:

namesct
namesct> register alas -d address data

For example, to register a net service name of SALES
with a default TCP/IP listening address, enter:

register sales -d
(description=(address=(protocok-tcp)(host=sale
Spc)(port=1521)))

Additional Information: See "Configuring Protocol

Addresses" on page 6-76 for more information about
protocol syntax needed for address information.
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Step 7: (Optional) Delegate Domains to Delegated Administrative Regions

If delegated administrative regions are configured, the upper-level administrative
region must delegate sub-domains to the delegated administrative regions.
Otherwise, the Oracle Names servers in the upper-level administrative region will
assume authority over all sub-domains.

Once a domain is delegated, the Oracle Names servers in the current region will
forward subsequent operations to the sub-region where the domain is administered

by Oracle Names servers.

To delegate a domain, use either the Net8 Assistant or the NAMESCTL control

utility.

Use the Net8 Assistant...

Use the control utility NAMESCTL...

1.

10.

11.

Start the Net8 Assistant:

-On UNIX, run netasst
HOME/bin .

-On Windows NT, choose Start > Programs >
Oracle - HOME_NAME > Network
Administration > Net8 Assistant.

at SORACLE_

Double-click on the Oracle Names server folder.

Select an Oracle Names server in the upper-level
region.

Choose Manage Data from the drop-down list
box.

Click the Topology tab.

Select Delegate Domain.

Enter the name of the sub-domain in the Domain
Name field.

Enter the Oracle Names server that serves the
domain in the Names Server Name field, and the
listening address for the Oracle Names server.

Additional Information: See "Configuring
Protocol Addresses" on page 6-76 for more
information about protocol syntax needed for
address information.

Click Execute.

Select Save Network Configuration from the File
menu.

Select Exit from the File menu to exit the Net8
Assistant application.

Create and register an alias with the Oracle Names
server:

namesct

namesct> delegate_domain domain_name onames_server
[(description=(address _list=] (address=.)))]

Additional Information: See "Configuring Protocol
Addresses" on page 6-76 for more information about
protocol syntax needed for address information.

For example, to delegate domain ACME.COM
serviced by NAMESRV3.ACME.COM, enter:
delegate_domain acme.com namesiv3.acme.com
(address=(protocol-tcp)(host=namesiv3-pc)(port
=1575)))
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Configuring the Network with the External Naming Method

External naming refers to the method of resolving a net service name to a network
address by using a supported non-Oracle naming service. External naming resolve
net service names stored in customers’ native (non-Oracle) naming services. They
include:

« Network Information Service (NIS)
« NetWare Directory Service (NDS)

Configure NIS

Organizations and corporations already using Network Information Service (NIS)
as part of their systems infrastructure have the option to store Oracle net service
names and addresses in NIS, using NIS External Naming.

When a user gives a command such as
sqlplus scotttiger@payroll

(where "payroll" is an Oracle net service name) NIS External Naming on the node
running the client program (or server acting as a client program) contacts an NIS
server located somewhere in the network, and passes the net service name to the
NIS server. The NIS server resolves the net service name into a Net8 address and
returns this address to the client program (or server acting as a client program). The
client program then uses this address to connect to the Oracle database.

A machine that acts as an NIS server runs a program called ypserv , which handles
name requests. ypserv stores different types of data in special files called maps. For
example, passwords are stored in a map called passwd.byname . Oracle database
net service names are stored in a map called tnsnames .

When a user issues a command like the one in the previous section, NIS External
Naming uses an RPC call to contact the ypserv program and passes the Oracle net
service name "payroll” and the name of the map—tnsnames. The ypserv
program looks in the thsnames map for the name "payroll” and its corresponding
value, which is the address for the net service name. The address is returned to the
client, and the client program (or server acting as a client program) uses this
address to contact the database server.
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System Requirements
NIS External Naming requires SQL*Net 2.2 or greater.

Step 1: Configure NIS Servers to Support the NIS External Naming

Before configuring servers to support the NIS External Naming, make sure that NIS
is configured and running on the NIS servers that need to resolve Oracle database
net service names. Consult your NIS documentation for specifics.

Add the "tnsnames" Map to the Existing Set of NIS Maps To add the thsnames map to
the existing set of NIS maps:

1. Create a TNSNAMES.ORA file, as specified in "Configuring the Network with
the Local Naming Method" on page 6-12.

Note: Keep a copy of the TNSNAMES.ORA file, preferably in
$ORACLE_HOME/network/admin directory. You may need to use
this file again later to load net service names into the NIS map.

2. Convert the contents of the TNSNAMES.ORA file to a thsnames map using
the ths2nis  program.

Note: Thetns2nis program is supplied with NIS External
Naming on the Oracle Universal Installer tape or disk.

For example, run tns2nis  on the command line with one argument:

tns2nis tnsnames.ora

tns2nis reads the NATIVE.ORA file from the current directory. (If
TNSNAMES.ORA isnot located in the current directory, you can use a full path

name to specify its location—for example, /etc/native.ora or SORACLE_
HOME/network/admin/tnsnames.ora ).

The "tnsnames" map is then written into the current working directory.
3. Copy tnsnames to the NIS server, if it is not already there.

4. Install the thsnames map using makedbm which is an NIS program. Refer to
your NIS documentation for more information.
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Note: This step should be performed by the person in charge of
NIS administration.

makedbmconverts the thsnames  map into two files that the NIS server can
read. The location of these files is platform-specific. Refer to your
platform-specific documentation for details.

For example, to generate and install a thsnames map on the Sun Solaris, as
root enter the following at the command line

# makedbm thsnames Aarfyp/domainname’insnames
Verifying that the "tnsnames" Map Has Been Properly Installed You can test the NIS server
to see if the map has been installed properly by typing a command with the format:

ypmatch net _service_name tnsnames

For example, you might enter:

ypmatch payroll.com tnsnames

This returns the length of the address (in characters) followed by the address; for
example:

99 (description=(address=(protocol=tcp)
(host=gariic)(port=1999)))
(connect_data=(service_name=dirprod)))
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Step 2: Configure Clients

To configure clients, configure NDS as the first method specified in the NAMES
DIRECTORY_PATH parameter in the SQLNET.ORA file. This parameter specifies
the order of naming methods Net8 will use to reconcile services.

1.

S T o

7.

Start the Net8 Assistant:
= OnUNIX, run netasst at $ORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Click the Profile icon.

Choose Naming from the drop-down list box.

Click the Methods tab.

Choose NIS from the Available Methods list, then click ">".

Select NIS in the Selected Methods list, then use the Promote button to move
the selection to the top of the list:

(

File Edit Command

Net Service Names
Listeners
Oracle Nares Servers

Available Methods: Selected Methods;

THSNAMES
HOSTNAME

Choose Save Network Configuration from the File menu.
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8. Choose Exit from the File menu to exit the Net8 Assistant application.
The SQLNET.ORA should contain an entry that looks like the following:

names.directory_path=(nis, thsnames, hostname)

Configure NDS

NDS External Naming allows you to use native NDS naming conventions to
connect to an Oracle database on a Novell NDS-enabled network. After the NDS
External Naming has been installed on clients and servers, users can enter:

usemame/password @€t _service_name

NDS External Naming provides network users with the following benefits:

« Allows clients to use simple NDS names (partial or full) when connecting to a
database.

«  Simplifies the maintenance of the TNS addresses; one change will affect all
clients using NDS External Naming.

« Reduces network traffic by eliminating the need for the listener to advertise.

Client Operations

The NDS External Naming resides on the client workstation and translates the NDS
object name into a TNS address. The client code gets attributes from the NDS tree
for the NDS object whose name matches the Oracle net service name. This name can
be a full name or a partial name. If it is a partial name, it will be qualified with
respect to the current name context.

NetWare Server Operations
There are three aspects to the server-side NDS External Naming:

« Schema Extension

=« SAP (Service Address Protocol) Disabling

« Net Service Name and Address Storage in NDS

Schema Extension During the Oracle installation process on a NetWare 4 server the
NDS schema is extended to include an object class called "ORACLE:DBInstance".
For NDS External Naming to function, this class will need an attribute called

"ORACLE:TNSAddress". If the class does not exist, it is created and will include the
TNSAddress attribute. If the class exists but the TNSAddress attribute does not, the

Configuring Naming Methods and the Listener 6-55



Configuring the Network with the External Naming Method

class will be modified. The NLM that performs this during installation is called
ORASCHEM.NLM.

SAP (Service Address Protocol) Disabling The SPX protocol for NetWare looks for a
value in CONFIG.ORA called ORACLE_SAP. The value of this parameter is ON or
OFF. If this parameter is not specified, the default is ON. This has performance
implications for SPX networks. When ORACLE_SAP is ON, the SQL*Net listener
advertises its address using SAP (Service Advertising Protocol). When ORACLE_
SAP is set to OFF, the SQL*Net listener relies on NDS to deliver information to its
clients.

If your network consists entirely of NDS enabled clients (that is, clients using
NetWare 4 and above), you will get better network performance if you edit the
CONFIG.ORA file to set ORACLE_SAP to OFF.

Net Service Name and Address Storage in NDS When the listener is started, it stores its
address in the NDS database by locating the Oracle database instance that resides
on its server.

Note: An NDS object for the Oracle database must have already
been created.

At that point, the address(es) is (are) accessible to the client from the NDS database

System Requirements

NDS External Naming requires SQL*Net 2.2 or later and Oracle 7.2 or later. It can be
used with any client running Novell libraries, but requires NetWare 4.1 or later on
the server.
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Configure Clients
To configure clients:

1. Configure NDS as the first method specified in the NAMES_DIRECTORY _
PATH parameter in the SQLNET.ORA file. This parameter specifies the order of
naming methods Net8 will use to reconcile services.

a. Start the Net8 Assistant:
-On UNIX, run netasst at SORACLE_HOME/bin

-On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

b. Click the Profile icon.

c. Choose Naming from the drop-down list box.

d. Click the Methods tab.

e. Choose NDS from the Available Methods list, then click ">".
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f.

Select Novell in the Selected Methods list, then use the Promote button to
move the selection to the top of the list:

Listeners
Oracle Names Servers Methods

. T
ot Sorvice Names

Available Methods: Selected Methods:
CDs

ONAMES Z THSNAMES

NIS HOSTHAME

<]

Demote

Choose Save Network Configuration from the File menu.
Choose Exit from the File menu to exit the Net8 Assistant application.

The SQLNET.ORA file should contain an entry that lists NOVELL first in
the NAMES.DIRECTORY_PATH parameter:

names.directory_path=(novell, nsnames, hostname)

2. Optionally, configure a typeless or typed name.

To specify a typeless name:

Add the following parameter to the SQLNET.ORA file to specify the default
name context in which to look for the name to be resolved.

native_names.nds.name_context

Note: You must add this parameter manually to the
SQLNET.ORA file. It cannot be created using Net8 Assistant.
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For example, if the name of the database object is "Payroll.Finance.Oracle"
and the SQLNET.ORA parameter is NATIVE_NAMES.NDS.NAME_
CONTEXT=Finance.Oracle, then the name "Payroll" will be qualified to
".Payroll.Finance.Oracle". This is an example of a typeless name.

Note: The leading dot designates this as a full NDS name. If you
want to override the name context parameter in SQLNET.ORA,
then you can specify the full NDS name in the connect string by
using a leading dot.

To specify a typed name, enter a parameter and value in SQLNET.ORA like
the following:

native_names.nds.name_context=OU=Finance.O=Oracle

This line will be parsed to produce the typed name
CN=Payrol.OU=Finance.O=Cracle.

This parameter works similarly to the NET.CFG parameter "name context".
The name context in SQLNET.ORA will override the entry in NET.CFG. If
the SQLNET.ORA parameter is not specified, the NET.CFG parameter will
be used. If no name context is specified in either file, it defaults to [root]. See
the Novell client documentation for more information about the NET.CFG
parameters.

Note: The default name context specified in SQLNET.ORA cannot
contain a leading dot. This will result in an NDS error code of -309
(ERR_EXPECTED_IDENTIFIER):

The parameter being parsed is not typed.
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Configure the Server
To configure the NetWare Server:

1.

Configure NDS as the first method specified in the NAMES_DIRECTORY _
PATH parameter in the SQLNET.ORA file. This parameter specifies the order of
naming methods Net8 will use to reconcile services.

a. Start the Net8 Assistant:
-On UNIX, run netasst at $ORACLE_HOME/bin

-On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

b. Click the Profile icon.

c. Choose Naming from the drop-down list box.

d. Click the Methods tab.

e. Choose Novell from the Available Methods list, then click ">".

f.  Select Novell in the Selected Methods list, then use the Promote button to
move the selection to the top of the list.

g. Choose Save Network Configuration from the File menu.
h. Choose Exit from the File menu to exit the Net8 Assistant application.

Optionally, add the following parameter to the CONFIG.ORA file located in
$ORACLE_HOME/nIm

oracle_sap=[offjon]

ORACLE_SAP can be set to either ON or OFF. When ORACLE_SAP is ON, the
listener advertises its address using SAP (Service Advertising Protocol). When
ORACLE_SAP is set to OFF, the listener relies on NDS to deliver information to
its clients. If not specified in CONFIG.ORA, ORACLE_SAP defaults to on. To
reduce network traffic on a network where all clients use NDS, use:

oracle_sap=off
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Known Limitations
Following are some known limitations when using the NDS External Naming:

The TNS address stored in the NDS database cannot be more than 2048
characters in length.

You cannot use more than one listener per database instance. If you do, the last
listener to start will overwrite any other TNS address stored in the database
object.

If SID support is enabled on the server, you should not use a NULL SID for any
of the database instances. If a NULL SID is used for one of the instances, you
cannot connect to it using SQL*Net version 2 or Net8.

If SID support is not enabled, the last SID specified in the listener’s SID_LIST
will be the one used. In this case, the SID is transparent to the user and
database. The user does not see it and the database ignores it.

Note: SID support is controlled by the following parameter in the
CONFIG.ORA file:

nw_enable_sid_support=[trueffalse]
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Configuring the Listener

Services coordinate their session with the help of a listener. The listener receives
connection requests on behalf of a client application. Listener are configured to
"listen on" an address specified in a listener configuration file, LISTENER.ORA, for
a database service or non-database service. Once the LISTENER.ORA file is
configured, the listener may be managed with the Listener Control Utility
(LSNRCTL).

An Oracle8i database instance registers itself with the listener. Prior releases
required configuration of the database SID description information. In order to take
advantage of release 8.1 features, use the latest listener.

By default the following listening endpoints are configuration automatically during
installation:

« IPC for connections to external procedures
« TCP/IP for a Net8 client connection to the Oracle database
« TCP/IP for a lIOP client connection to the Java option

Additionally, the SID_LIST is automatically configured for the database and
external procedures.

The default LISTENER.ORA is shown below with annotations of content:

listener=
(description_list=
#ipc listenening endpoint for exteral procedures’ connections
(description=
(address _list=
)(address=(pr0t000|=ip0)(key=exuor000))
)
# tcpfip listenening endpoint for java option connections
(description=
(protocol_stack=
(presentation=giop)
(session=raw)
)
(address _list=
(address=(protocol=tcp)(host=sales-pc)(port=2481))
)
)
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#tcpfip listenening endpoint for database connections
(description=
(address _list=
(address=(protocol=tcp)(host=sales-pc)(port=1521))
)
)

)
# list of services for a listener named LISTENER to receive requests for

sid _list_listener=
(sid_list=

# service description for external procedures

(sid_desc=
(sid_name=plsextproc)
(oracle_home=c\orahome81)
(program=extproc)

)

# service description for the database specified

(sid_desc=
(global_dbname=sales.com)
(oracle_home=c\orahome81)
(sid_name=sales)

)

)

The following listener configuration items are addressed in this section:
« Re-Starting the Listener After a LISTENER.ORA File Modification

« Configuring Listener Protocol Addresses

« Using a Listener Name Other than LISTENER

« Handling Larger Volumes of Connection Requests

« Configuring a Listener with Service Information

See also the following:

« "Configuring Net8 for External Procedures” on page 7-65 for further
information about external procedure configuration

« "Configuring Java Option Connections" on page 7-50 for further information
about Java option and 1lOP client configuration
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Re-Starting the Listener After a LISTENER.ORA File Modification

If you modify the LISTENER.ORA, the listener must be stopped and re-started with
the LSNRCTL utility.

To stop the listener:

Isnrctl
Isnrcti> start [ listener_name ]

To stop the listener:

Isnrctl
Isnrct> stop [ listener name ]

listener_name is the name of the listener defined in the LISTENER.ORA file. It is not
necessary to identify the listener if you are using the default listener, named
LISTENER.

For further information, see:
« "Net8 Component Startup Overview" on page 8-2
« "Listener Control Utility (LSNRCTL)" on page A-3

Configuring Listener Protocol Addresses

The listener address you configured for either local naming or Oracle Names must
also be configured in LISTENER.ORA. During a Typical or Minimal installation,
TCP/IP is automatically configured in the LISTENER.ORA. The other protocols,
however, are not configured. To configure other protocol listener addresses:

1. Start the Net8 Assistant:
«  On UNIX, run netasst at $ORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Double-click on the Listeners folder.

3. Click on a listener.
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Note: If a LISTENER.ORA has been configured during installation
and listener has never been started with the LSNRCTL control
utility, the Listeners folder will not display a listener. If this occurs,
exit the Net8 Assistant, start the listener (as described in "Net8
Component Startup Overview" on page 8-2), and start the Net8
Assistant again.

If a listener does not exist because a LISTENER.ORA was not installed:

a. Select Create from the Edit menu or click on the "+" button to create a new
LISTENER.ORA file.

b. Enter a unique listener name in the Choose Listener Name dialog box.

Choose Listening Locations from the drop-down list box.

Click Add Address.
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6.

Choose the protocol and enter the requested protocol address information, as
described on "Configuring Protocol Addresses" on page 6-76:

Ora
File Edit Command Help
‘BNetwork

=h Profile

Net Service Mames Listening Locations -

£ Listeners

L S Address?

Oracle Names Servers

— Metwork Address

Protocel: [ SPX v]

+ Protocol Stack Support

Netd Clients -] [ Edit., |

Add Address M Remove Address

Choose Net8 Client for typical client connections to database services, or choose
IIOP Clients for client connection to the Java option.

When configuring the listener to listen on TCP/IP for typical Net8 clients, you
should choose the default port or 1521. If you do not, you must configure the
LOCAL_LISTENER parameter in the INITSID.ORA file and resolve the listener
name through a naming method. For further information about configuring
non-default port numbers in LISTENER.ORA for Net8 clients, see "Configuring
a Listener that Uses a Non-Default Port" on page 6-67.

If IHOP Clients was chosen, ensure the protocol was TCP/IP on port 2481 or
TCP/IP with SSL on port 2482. If you do not, you must configure the LOCAL _
LISTENER parameter or the MTS_DISPATCHERS parameter’s LISTENER
attribute in the INITSID.ORA file, and resolve the listener name through a
naming method. For further information about configuring non-default port
numbers in LISTENER.ORA for 1IOP clients, follow the steps in "Configuring a
Non-Default Listener" on page 7-59.
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8. Repeat Step 5-7 for additional protocols.
9. Select Save Network Configuration from the File menu.
10. Choose Exit from the File menu to exit the Net8 Assistant application.

For example, a LISTENER.ORA file statically configured with the for SPX address
for service named oraservcl in addition to the default TCP/IP address is shown
below:

listener=

(address=
(protocol=tcp)
(host=salese)
(port=1521)

)

(address=
(protocol= spx)
(service=orasrvcl)

)

Configuring a Listener that Uses a Non-Default Port

If you configure a TCP/IP listener addresses that does not use the default 1521 port
for Net8 clients, you must configure the LOCAL_LISTENER parameter in the
INITSID.ORA file and resolve it with a net service name entry in the
TNSNAMES.ORA file or Oracle Names server.

Configuring the LOCAL_LISTENER Parameter
The LOCAL_LISTENER parameter should be configured as follows:

local listener= listener_name

In order for the dispatcher to register its information with a non-default listener, the
listener name you specified for the LOCAL_LISTENER parameter must be resolved
through a naming method, such as a TNSNAMES.ORA file on the server or an
Oracle Names server.

The entry should only contain the address of the listener, not the service name
information in the CONNECT_DATA portion.
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Configuring a TNSNAMES.ORA File

The Net8 Assistant does not allow you to configure a TNSNAMES.ORA without the
CONNECT_DATA information. Therefore, Oracle Corporation recommends you
create the TNSNAMES.ORA manually.

If the listener name is LISTENERL, the listening endpoint uses TCP/IP on port 1421,
and the chosen naming method is the local naming method, the entry in the
TNSNAMES.ORA would be:

listenerl.us.oracle.com=
(description=
(address=
(protocol=tcp)
(host= sales-pc)
(port=1421)
)
)

Multiple addresses are supported, but multiple address connect-time failover and
client load balancing features are not supported. Oracle Connection Manager’s
SOURCE_ROUTE parameter is supported.

Configuring an Oracle Names Server

An entry for the listener can be made through an Oracle Names server through the
Net8 Assistant:

1. Start Net8 Assistant:
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Select the Oracle Names Servers folder.
Click on an Oracle Names server.
Select Manage Data from the drop-down list box.

Select the Advanced tab:

2 T

Click Add, and enter the listener name in the Name field, A.SMD record type in
the Type field, and enter the address in the Value field, such as:

(address=(protocol= tcp)(host= sales-pc)(port= 2481))

7. Choose Save Network Configuration from the File menu.

8. Choose Exit from the File menu to exit the Net8 Assistant.
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Using a Listener Name Other than LISTENER

By default the listener name is LISTENER. The listener name must be unique on
any given node. The listener can be given any name.

To provide a listener with a new name:
1. Start the Net8 Assistant:
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Double-click on the Listeners folder.
3. Click on a listener.

4. Choose General Parameters from the drop-down list box:

File Edit Command Help
Netwaork
& Profile

Net Service Names General Parameters e

9 Listeners

L¢ EEE General

Oracle Mames Servers

Listener Name:
Startup ‘wWait Time:lo—seconds
Connect Timeout: |10—seconds

Options
[ Save Configuration en Shutdown
™ Register Services with Oracle Names

’7 SNMP Contact Information

5. Modify the Listener Name field with the new listener name.
6. Select Save Network Configuration from the File menu.

7. Choose Exit from the File menu to exit the Net8 Assistant application.
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Handling Larger Volumes of Connection Requests

If you expect the listener to handle large volumes of connection requests, you may
specify a queue for the process. This will allow the listener to dynamically handle
larger numbers of concurrent connection requests.

To specify a queue size for a listener, enter a value to the QUEUESIZE parameter at
the end of any listening address:

listener=
(address=
(protocol=tcp)
(host= sales-c)
(port=1521)
(queuesize=20)

)

Note: Currently, you can only configure the queue size for
listeners operating on TCP/IP and DECnet. The default queue size
is system specific. On Solaris, the default queue size is set to 5. The
gueue size is 5 for Windows NT 4.0 Workstation and 50 for
Windows NT 4.0 Server.
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Configuring a Listener with Service Information

In order for the listener to accept client requests to an Oracle8i release 8.0 or Oracle7
database, the LISTENER.ORA file must be configured with information about the
database. Static configuration is also required for other services, such as external
procedures and heterogeneous services, and some management tools, including

Oracle Enterprise Manager.

See Chapter 7, "Enabling Optional Net8 Features” for more information about
statically configuring the listener for external procedures and heterogeneous
services. See the Oracle Enterprise Manager Configuration Guide for Oracle Enterprise
Manager configuration.

CAUTION: Implementing connect-time failover does not allow use
of static service configuration parameters in the LISTENER.ORA
file. However, static configuration is required for Oracle8i release
8.0 or Oracle7 databases and Oracle Enterprise Manager. See
"Connect-Time Failover" on page 2-29 for further information about
connect-time failover and the Oracle8i Parallel Server Setup and
Configuration Guide for additional configuration instructions on
setting up connect-time failover for Oracle Parallel Server in an
Oracle Enterprise Manager environment.

To configure information about database instances that the listener is servicing, you
will need to provide the following information in the listener configuration file:

Net8 Assistant Option  LISTENER.ORA Description
Parameter
System Identifier (SID) SID_NAME The system identifier or SID is the Oracle system ID for

the database server, as provided by the INSTANCE_
NAME parameter in the database initialization
parameter file (INITSID.ORA).

Note: This parameter value should match that of the
INSTANCE_NAME parameter.

Global Database Name

GLOBAL_DBNAME

The global database name is the name and domain
name of the database as provided by the SERVICE_
NAMES parameter in the INITSID.ORA file. If you
want to refer to the database by its global database
name on the network, then you must specify that
global database name to the listener.

Note: This parameter value should match the value of
the SERVICE_NAMES parameter.
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Net8 Assistant Option  LISTENER.ORA

Description
Parameter

Oracle Home Directory = ORACLE_HOME

The Oracle Home Directory identifies the Oracle Home
location of the database that you are specifying.

Note: Not required for Windows NT.

To statically configure the listener:

1. Start the Net8 Assistant:

On UNIX, run netasst at SORACLE_HOME/bin

«  On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Double-click on the Listeners folder.
3. Click on a listener.

Choose Database Services from the drop-down list box:

File Edit Con
[ Network
= Profile
Net Service Names
7 Listeners

ey LIS TENER

Databasel
Oracle Names Servers

Global Database Narne:
COracle Home Directory: U0 fappioracle/s.1.5
SIC: db1

sales.com

® Do Mot Use Prespawned Dedicated Servers
[ Use Prespawned Dedicated Servers

Configure Prespawned Servers,.,

#dd Database || Remove Database

5.  Modify the fields as appropriate.
6. Select Save Network Configuration from the File menu.
7.

Choose Exit from the File menu to exit the Net8 Assistant application.
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An excerpt of a LISTENER.ORA file statically configured with the SID_LIST _
listener_name section is shown below:

sid_list_listener=(sid _list=

(sid_desc=
(global_dbname=sales.com)
(sid_name=db1)
(oracle_home=/u0l/apploracle/8.1.5)
)

Configuring Prestarted or Prespawned Dedicated Servers

Note: Prespawned dedicates servers are not available for
Windows NT.

To create prespawned dedicated servers, add the following four parameters in each
SID_DESC in the LISTENER.ORA file:

Net8 Assistant Option  LISTENER.ORA Parameter Description

Maximum Prespawned  PRESPAWN_MAX The maximum number of prespawned

Servers

dedicated servers the listener will create. This
number must be at least as many as the sum of
the pool size for each protocol. Set this value
to a large number so that prespawned
dedicated servers are always available for new
connections.

TCP/IP, SPX, Named PROTOCOL The protocol on which the listener creates

Pipes, IPC

prespawned dedicated servers.

Number

POOL_SIZE The number of unused prespawned dedicated
servers for the listener to maintain on the
selected protocol. Choose a number that is
greater than 0 but no greater than the
PRESPAWN_MAX value. The value should be
about what you expect the average number of
connections to be at any given time.
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Net8 Assistant Option  LISTENER.ORA Parameter Description

Timout TIMEOUT Time in minutes that an inactive prespawned
dedicated server process waits for the next
connection. The value should be greater than
0. (A value of 0 will allow an inactive shadow
process to continue indefinitely, thus wasting
machine resources.) Set a short time out value.
The time out is activated only after a
prespawned dedicated server process has
carried a connection and been disconnected.
In other words, prespawned dedicated servers
that are waiting for their first connection do
not time out.

Note: These parameters are not supported on Windows NT.

To configure prespawned dedicated servers:
1. Start the Net8 Assistant:
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Double-click on the Listeners folder.
Click on a listener.

Choose Database Services from the drop-down list box.

o & w0 DN

Select Use Prespawned Dedicated Servers, and click Configure Prespawned
Servers.
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6. The Configure Prespawned Servers dialog box appears:

Conflgure Prespawned Servers.. —I

Specify, per protocol, the number of dedicated
servers started and waiting for dedicated
(non multi—threaded server) connection requests,

TCRAR Number: Timeout;
SPX Numher: Timeouti
1PC Number: Timeouti

Maximum Prespawned Servers:

|
Gl (T GF]

7. In the Configure Prespawned Servers dialog box, enter appropriate information.
8. Select Save Network Configuration from the File menu.
9. Choose Exit from the File menu to exit the Net8 Assistant application.

An excerpt of a LISTENER.ORA file configured with prespawned dedicated server
is shown below:

sid_list_listener=(sid_list=
(sid_desc=
(global_dbname=sales.com)
(sid_name=db1)
(oracle_home=/u0l/apploracle/product/8.1.5)
(prespawn_max=25)
(prespawn_list=
(prespawn_desc=
(protocol=tcp)
(pool_size=4)
(imeout=5)
)
)
)
)
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Configuring Protocol Addresses

When a connection is made, the client and the receiver of the request, such as a
listener, Oracle Names server, or Oracle Connection Manager, are configured with
identical protocol addresses. The purpose of the address is to identify the network
address of a network object. The client uses this address to send the connection
request to a particular network object location, and the recipient "listens" for
requests on this address, and grants a connection based on its address information
matching the client information. It is important to install the same protocols for the
client and the connection recipient, as well as configure the same address.

This section covers the following topics:
« Address Components

« Protocol Parameters

Address Components
Protocol addresses are contained within the following components:

ADDRESS

Purpose: Defines a protocol address. This parameter may be embedded
under ADDRESS_LIST or DESCRIPTION. A DESCRIPTION is
typically only used in a TNSNAMES.ORA or LISTENER.ORA
file.
Additional Information: Each protocol has its own required
parameters needed in the address, as explained in "Protocol
Parameters" on page 6-78.

Example: (address=
(protocol=tcp)
(host=salespc)
(port=1521)

)
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ADDRESS_LIST

Purpose:

Example:

Defines lists of addresses that share a set of common
characteristics.

This parameter may be embedded under DESCRIPTION or
DESCRIPTION_LIST. A DESCRIPTION or DESCRIPTION_

LIST is typically only used in a TNSNAMES.ORA or
LISTENER.ORA file.

For a description of DESCRIPTION and DESCRIPTION_LIST,
see "DESCRIPTIONS and DESCRIPTION_LISTs" on page C-38.

Note: If there is only one listin a TNSNAMES.ORA or a
LISTENER.ORA file, ADDRESS_LIST is not necessary.

(address _list=
(address=
(protocol=tcp)
(host=salesnc)
(port=1521)

)

(address=
(protocol=tcp)
(host=hr-pc)
(port=1521)

)

)

(address _list=
(address=
(protocol=tcp)
(host=finance-pc)
(port=1521)

)

(address=
(protocol=tcp)
(host=salespc)
(port=1521)

)

)
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Protocol Parameters

The listener, Oracle Names server and Oracle Connection Manager are identified by
protocol addresses. The table below describes the parameters used by the supported
Oracle protocols:

Protocol Parameter Description

All PROTOCOL Indicates the type of network on which the
TNS-based application resides.

Bequeath® PROGRAM Identifies the Oracle8i executable.

Bequeath ARGV0 Identifies the service name.

Bequeath ARGS Identifies the source of the connection (local
client).

IPC KEY Indicates a way of identifying the server.
Oracle Corporation recommends using the
name of the service.

Named Pipes SERVER Indicates the name of your Oracle8i server
computer.

Named Pipes PIPE Indicates the pipe name you use to connect
to your server (the same PIPE keyword you
specified on server with Named Pipes).
This name can be any arbitrary name.

LU6.2 LU_NAME Identifies the Oracle8i server; must be a
fully-qualified name.

LU6.2 LLU or LOCAL_LU Identifies the local LU alias. This parameter
cannot be used with LLU_NAME.

LU6.2 LLU_NAME or LOCAL_ Specifies the local LU name; must be a fully

LU_NAME qualified name. This parameter cannot be
used with LLU.

LU6.2 MODE or MDN Identifies the log mode entry of the LU6.2
network; the value is typically ORAPLUG2.

LU6.2 PLU or PARTNER_LU_ Identifies the Oracle8i server; must be a

NAME fully qualified name.This parameter cannot
be used with PLU_LA.

LU6.2 PLU_LA or PARTNER_ Identifies the partner LU alias of the

LU_LOCAL_ALIAS

Oracle7 Server. This parameter cannot be
used with PLU.
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Description

Identifies the transaction program name of
the host machine. This parameter is not
required for a connection to an MVS host.

Defines the name of the TNS-based
application on the network. (Mandatory for
server and client.) Speak to your network
administrator to learn the service names of
TNS-based applications on your network.

Protocol Parameter

LU6.2 TP_NAME or TPN
SPX SERVICE

TCP/IP and HOST

TCP/IP with SSL

Identifies the server.
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Protocol

Parameter

Description

TCP/IP and
TCP/IP with SSL

PORT

Identifies the listening port number:

1521 is the default listening port for
client connections to a database
service. In future release, this port
number may change to the officially
registered port number of 2483 for
TCP/IP and 2484 for TCP/IP with SSL.

2481 is the recommended and officially
registered listening port for client
connections to the Java option using
TCP/IP.

2482 is the recommended and officially
registered listening port for client
connections to the Java option using
TCP/IP with SSL.

1575 is the default and officially
registered listening port for an Oracle
Names server using TCP/IP or
TCP/IP with SSL.

1630 is the default and officially
registered listening port using TCP/IP
for the Oracle Connection Manager
CMGW gateway process.

1830 is the default and officially
registered listening port using TCP/IP
for the Oracle Connection Manager
CMADMIN administrative process.

Note: Oracle Corporation allows port
numbers from 1 to 65535, but port numbers
less than 1024 are restricted to use by
privileged processes on many operating
systems.

1 Bequeath requires configuration information in TNSNAMES.ORA but not in LISTENER.ORA.
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Enabling Optional Net8 Features

This chapter describes optional features you can enable.

Specific topics discussed are:

Modifying Net Service Names
Configuring a Profile

Enabling Connection Concentration
Enabling Multi-Protocol Support
Enabling Net8 Access Control

Configuring the Client for Oracle Connection Manager Features

Enabling Connection Pooling
Configuring Java Option Connections

Configuring Non-Oracle Database Services
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Modifying Net Service Names
This sections describes the following:
« Modifying Attributes of a Net Service Name
« Renaming a Net Service Name
« Adding a Protocol Address to a Net Service Name
« Deleting a Protocol Address from a Net Service Name
« Deleting a Net Service Name
« Configuring Advanced Connection Attributes for a Net Service Name
« Configuring Multiple Address Options

These changes are saved to the TNSNAMES.ORA file at SORACLE_
HOME/network/admin  on UNIX or ORACLE_HOMtetwork\admin on
Windows platforms.

Modifying Attributes of a Net Service Name

To modify attributes of a net service name, such as its name, service name, SID, or
protocol address:

1. Start the Net8 Configuration Assistant:
=« OnUNIX, run netca at $ORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Configuration Assistant.

2. Select Local Net8 Service Name configuration, then click Next.
3. Click Modify.

4. Follow the prompts in the wizard and online help to modify any of the
attributes.

5. Click Finish to save your configuration and dismiss the Net8 Configuration
Assistant application.
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Renaming a Net Service Name
To change the name of a net service name:

1. Start the Net8 Configuration Assistant:

«  OnUNIX, run netca at SORACLE_HOME/bin

«  On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Configuration Assistant.

2. Select Local Net8 Service Name configuration, then click Next.

3. Click Rename.

4. Follow the prompts in the wizard and online help to modify any of the

attributes.

5. Click Finish to save your configuration and dismiss the Net8 Configuration

Assistant application.

Adding a Protocol Address to a Net Service Name

Each connect descriptor can contain one or more listener addresses:

net senice name =

(description=
(address=( Jprotocol address_information
(address=( protocol_address_information
(address=( protocol_address_information
(connect_data=
(senvice_name= senice name )
)

)

)
)
)

To add an additional protocol address to a net service name:

1. Start the Net8 Assistant:

«  On UNIX, run netasst at $ORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Double-click on the Net Service Names folder in the directory tree.

3. Select the net service name.

4. Click "+" in the Address Configuration group box.
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A new address tab appears:

Oracle Netd Assistant — /vobs/oracle/network/admin/ o [|=
File Edit Command Help
=7 Network

=k Profile
29 Nt Service Names

Listeners Protocal: [Tcrap -

Oracle Names Servers r
Host Narme: hr—pe

Port Number: [1421

5. Choose the protocol and enter appropriate address information. For more
information about protocol address parameters, see "Configuring Protocol
Addresses" on page 6-76.

6. Order the address according to where it should be in the address list with the
"<"and ">" buttons. Unless multiple address options are configured, the first
address in the list is contacted first. See "Configuring Multiple Address
Options" on page 7-11 to configure multiple address options.

7. Choose Save Network Configuration from the File menu.
The TNSNAMES.ORA file is re-created.
8. Choose Exit from the File menu.

The Net8 Assistant application exits.
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Deleting a Protocol Address from a Net Service Name
To delete a protocol address from a net service name in the TNSNAMES.ORA file:

1. Start the Net8 Assistant:;
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Double-click the Net Service Names folder in the directory tree.
3. Select the net service name.

4. Click "X" in the Address Configuration group box:

Oracle Net& Assistant — fvobs/oracle/network/admin/ = ||E
File Edit Command Help

=7 Network
+ = Profile on
X =7 Net Service Names =
o Listeners Protocol; TCP/IP -
Oracle Names Servers —
?

Host Name: [hr=pc
Port Murber: 1421

e

tible Identification

5. Choose Save Network Configuration from the File menu.
The TNSNAMES.ORA file is re-created.
6. Choose Exit from the File menu.

The Net8 Assistant application exits.
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Deleting a Net Service Name
To delete a net service name from the TNSNAMES.ORA file:

1. Start the Net8 Configuration Assistant:
«  OnUNIX, run netca at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Configuration Assistant.

2. Select Local Net8 Service Name configuration, then click Next.
3. Click Delete.

4. Follow the prompts in the wizard and online help to delete the net service
name.

5. Click Finish to save your configuration and dismiss the Net8 Configuration
Assistant application.

If you click Finish, the net service name is deleted, and the TNSNAMES.ORA
file is re-created.
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Configuring Advanced Connection Attributes for a Net Service Name

A TNSNAMES.ORA’s CONNECT_DATA section of a connect descriptor may
optionally contain the following features:

Net8 Assistant option

TNSNAMES.ORA Parameter

Description

Instance Name

INSTANCE_NAME

Identifies the database instance to access.

The instance name can be obtained from the
INSTANCE_NAME parameter in the
INITSID.ORA file.

Note: Not enabled if Use Oracle8i Release 8.0
Compatible Identification is turned ON.

Additional Information: See "Setting Service
Names and Instance Names" on page 6-3.

Handler Name

HANDLER_NAME

Identifies a service handler, such as an MTS
dispatcher, to access.

Note: Not enabled if Use Oracle8i Release 8.0
Compatible Identification is turned ON.

Note: Not enabled for release 8.1.5.

Session Data Unit (SDU)
Size

SDU

If you want to optimize the transfer rate of data
packets being sent across the network, you can
specify the session data unit (SDU) size to
change the performance characteristics having
to do with the packets sent across the network.

Additional Information: See "Optimizing Data
Transfer by Adjusting the Session Data Unit
(SDU) Size" on page 3-13.

Use a Dedicated Server

SERVER

If you wish for the client connection to bypass
multi-threaded server and to use dedicated
server, turn this option on.

Use for Heterogeneous
Services

HS

If you wish for an Oracle8i server to access a
non-Oracle system, turn this option on.

Note: Not enabled if Use Oracle8i Release 8.0
Compatible Identification is turned ON.

Additional Information: See "Configuring Net8
for Oracle Heterogeneous Services" on
page 7-67.
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Net8 Assistant option TNSNAMES.ORA Parameter  Description
Oracle Rdb Settings
Oracle RDB Database RDB_DATABASE Specifies the file name of an Oracle RDB
database.

Additional Information: See "Configuring Net8
for an Oracle Rdb Database" on page 7-71.

Type of Service TYPE_OF_SERVICE Specifies the type of service to use for an Oracle
RDB database.

Additional Information: See "Configuring Net8
for an Oracle Rdb Database" on page 7-71.

Global Database Name GLOBAL_NAME Identifies the Oracle Rdb database.

Additional Information: See "Configuring Net8
for an Oracle Rdb Database" on page 7-71.

To configure these advanced options:
1. Start the Net8 Assistant:
« OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Double-click the Net Service Names folder in the directory tree.
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3. Select the net service name:

(8] g =
File Edi nand Help

Address 1

Listeners Protocol: [Tcrap -

Oracle Mames Servers f
Host Name: sales—pc

Port Number: [15z1

Iden n

S

4. Click Advanced in the Service ldentification group box.
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The Advanced Service Options dialog box appears:

= Advanced Service Options |

— &dditional Service Settings

Instance Mame: :]
Handler Name: :]
Oracle Home: :]
Session Data Unit: :]

[Use a Dedicated Server

[Juse for Heterogeneous Services

— Oracle Rdb Settings ————
Rdboabass [ |
Topeofservics ||

Global Database Narne: :]

5. Enter fields or select options as appropriate, then click OK.

6. Choose Save Network Configuration from the File menu.
The TNSNAMES.ORA file is re-created.

7. Choose Exit from the File menu.

The Net8 Assistant application exits.
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Configuring Multiple Address Options

When multiple addresses have been configured for a net service name, the
following features may be configured:

« Source Route (SOURCE_ROUTE)
« Client Load Balance (LOAD_BALANCE)
« Connect-Time Failover (FAILOVER)

Option Description
Source Route (SOURCE_ Instructs Net8 to use each address in the order presented until
ROUTE) the destination reached when set to ON. This parameter is

required when reaching the destination requires more than one
address stop. This feature is typically used to enable Oracle
Connection Manager features.

Additional Information: For information about using the
SOURCE_ROUTE parameter, see:

« "Enabling Connection Concentration" on page 7-31
«  "Enabling Multi-Protocol Support" on page 7-35
« "Enabling Net8 Access Control" on page 7-38

Connect-Time Failover
(FAILOVER)

At connect time instructs Net8 to fail over to a different
listener if the first listener fails when set to ON. The
number of addresses in the list determines how many
addresses are tried. When set to OFF, instructs Net8 to try
one address.

Connect-time failover is turned ON by default for
multiple address lists (ADDRESS_LIST), connect
descriptors (DESCRIPTION), and multiple connect
descriptors (DESCRIPTION_LIST).

Client Load Balance
(LOAD_BALANCE)

When set to ON, instructs Net8 to progress through the list of
listener addresses in a random sequence, balancing the load on
the various listeners. When set to OFF, instructs Net8 to try the
addresses sequentially until one succeeds.

Client load balancing is turned ON by default for multiple
connect descriptors (DESCRIPTION_LIST).
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You can achieve the following effects from client load balancing and connect-time

failover:
Net8 Assistant Option TNSNAMES.ORA Parameter
Try each address, in order, until one succeeds FAILOVER=ON for release 8.1 clients
SOURCE_ROUTE=OFF for pre-release
8.0 clients.

Try each address, randomly, until one succeeds LOAD_BALANCE=ON

Note: Not enabled if Use Options Compatible =~ FAILOVER=ON
with Net8 8.0 Clients is turned ON.

Try one address, selected at random LOAD_BALANCE=ON

Note: Not enabled if Use Options Compatible
with Net8 8.0 Clients is turned ON.

Use each address in order until destination SOURCE_ROUTE=0ON
reached
Use only the first address LOAD_BALANCE=OFF

Note: Not enabled if Use Options Compatible ~ FAILOVER=OFF
with Net8 8.0 Clients is turned ON. SOURCE_ROUTE=OFF

CAUTION: Implementing connect-time failover does not allow use
of static service configuration parameters in the LISTENER.ORA
file. However, static configuration is required for Oracle8i release
8.0 or Oracle7 databases and Oracle Enterprise Manager. For
further information about statically configuring the listener, see
"Configuring a Listener with Service Information" on page 6-71.

See the Oracle8i Parallel Server Setup and Configuration Guide for
instructions on setting up connect-time failover for Oracle Parallel
Server in an Oracle Enterprise Manager environment.

Note: Connect-time failover and client load balancing options and
parameters are only available for release 8.1 configurations. Source
routing (Use each address in order until destination reached) is available
for both pre-release 8.1 and release 8.1 configurations.
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Note: It is not possible to set client load balancing or connect-time failover
with source routing. While connect-time failover and client load balancing
choose an address from a list, source routing connects to each address in the
list sequentially.

To enable of disable client load balancing or connect-time failover, use the Net8
Assistant.

1. Start the Net8 Assistant:
«  OnUNIX, run netasst at $ORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Double-click the Net Service Names folder in the directory tree.

3. Select the net service name.

File Edit Command

=7 Network
+ =% Profile Al le
X =
Net Service Mames address 1
o Llsteners Protocol: [Tcrap ¥

Oracle Mames Servers r
Host Name: sales—pc

Port Number: [1521

2N
iElsalescom |
e e

ompatible ldentification

4. Click the Advanced in the Address Configuration group.
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The Address List Options dialog box appears:

List Options _I

&ddress List Options
® Try each address, in order, until one succeeds

" Try each address, randomly, until one succeeds

" Try one address, selected at random

T Use each address in order until destination reached
" Use only the first address

[" Use Options Compatible with Net8 8.0 Clients

Help | ﬁ] Cancel

5. Select any of the address list options, then click OK.

6. Choose Save Network Configuration from the File menu.
The TNSNAMES.ORA file is re-created.

7. Choose Exit from the File menu.
The Net8 Assistant application exits.

In the example below, a TNSNAMES.ORA is configured for client load balancing
with the Try each address, randomly, until one succeeds option:

sales=

(description=

(load_balance=on)

(address=  (protocol=tcp)(host=sales-pc)(port=1521)
)

(address=  (protocol=tcp)(host=hr-pc)(port=1521)
)

(connect_data=

(service_name=sales.com))

)

In the example below, a TNSNAMES.ORA is configured for connect-time failover
with the Try each address, in order, until one succeeds option:

sales=

(description=

(address _list=

(load_balance=off)

(failover=on)

(address= (protocol=tcp)(host=hr-pc)(port=1521)
(address= (protocol=tcp)(host=finance-pc)(port=1521)
)

)

(connect_data=(service_name=sales.com))

)
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Configuring a Profile

A profile on the client configures functionality and defines how Net8 works to
establish and maintain connections with services on the network. A profile is stored
and implemented through a configuration file called SQLNET.ORA, located in
$ORACLE_HOME/network/admin on UNIX and ORACLE_HOM#etwork\admin

on Windows platforms. A profile allows configuration of:

naming method prioritization
tracing and logging features
connections through specific processes

security features

This section describes the following profile features:

Configuring Domains

Prioritizing Net Service Name Naming Method Resolution
Configuring Preferred Oracle Names Servers

Configuring Advanced Profile Information

Routing Connection Requests

Configuring Oracle Advanced Security

For a complete list of all available parameters that may be configured in a profile,
see "Profile Parameters (SQLNET.ORA)" on page C-7.
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Configuring Domains

The NAMES.DEFAULT_DOMAIN parameter in SQLNET.ORA defines the domain
from which the client most often requests hames. When this parameter is set, the
domain name is automatically appended to the net service name in a connect string.
If this parameter is set with the Net8 Assistant, the domain is appended to any new
net service name created without a domain. For example, if NAMES.DEFAULT _
DOMAIN=COM is set, the connect string SCOTT/TIGER@ SALES gets searched in
the TNSNAMES.ORA as SALES.COM. If the connect string includes the domain
extension, (such as SCOTT/TIGER@SALES.COM), the domain is not appended.

To specify a domain, use the Net8 Assistant.
1. Start the Net8 Assistant:
« OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Click the Profile icon.

3. Choose Naming from the drop-down list box.
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4. Click the Oracle Names tab:

File Edit Command Help
=7 Network
[]
£ et Service Hames
Lafbinvemtorydh
Listeners
Oracle Narnes Servers

Oracle Names

Default Domain

’7Default Domain: [com|

—Resolution Persistence
Maximum Wait Each Attempt: |15

fAttempts Per Names Server: |1

—Performance————
Maximum Cpen Connections: [3

Initial Preallocated Requests: [1g

5. Enter the domain in the Default Domain field.

6. Choose Save Network Configuration from the File menu.

7. Choose Exit from the File menu to exit the Net8 Assistant application.
The SQLNET.ORA should contain an entry that looks like the following:

names.default_domain=com
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Prioritizing Net Service Name Naming Method Resolution

After naming methods are configured, as documented in Chapter 6, "Configuring
Naming Methods and the Listener", they must be prioritized. The naming method
at the top of the list is used first to resolve a net service name. If it cannot resolve the
net service name, the second method in the list is used to resolve the net service
name.

To specify the order of naming methods, use the Net8 Assistant.
1. Start the Net8 Assistant:
« OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Click the Profile icon.
3. Choose Naming from the drop-down list box.
4. Click the Methods tab:

Metd Assistant - /vobs/oracle/network/admin/ ||
File Edit Command Help

Methods

Available Methods: selected Methods:
cos THSNAMES

NOVELL ONAMES

NIS HOSTHAME

5. Choose from the Available Methods list which naming method you want to use.
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6. Order the naming methods according to which method you want Net8 to try
first when resolving net service names. Select the naming method in the
Selected Methods list, and use the Promote or Demote button to move the
selection up or down in the list.

7. Choose Save Network Configuration from the File menu.
8. Choose Exit from the File menu to exit the Net8 Assistant application.
The SQLNET.ORA should contain an entry that looks like the following:

names.directory_path=(onames, tnsnames)

Available naming methods are described below:

Naming Method Description
ONAMES Oracle Names

Net service names are resolved centrally, through an Oracle
Names server.

TNSNAMES Local Naming

Net service names are resolved using the TNSNAMES.ORA file
which resides on the client.

HOSTNAME Host Naming

Net service names are resolved using the host naming method.
Certain criteria must be met to use host naming names
resolution.

CDS Cell Directory Services

This naming method is available with Oracle Advanced Security
option.

Additional Information: See Oracle Advanced Security
Administrator’s Guide.

NDS NetWare Directory Service (NDS)

NIS Network Information Service (NIS)
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Configuring Preferred Oracle Names Servers

A preferred Oracle Names Server is an Oracle Names Server that is preferred by a
client for names resolution. It is normally the Oracle Names server that is physically
closest to the client, or available over the least expensive network link. Most
importantly, a preferred Oracle Names server should be able to resolve the net
service names of the services you use most frequently.

If you are using Oracle Names as a naming service (though not necessarily running
an Oracle Names Server on your local machine), you can specify the name and
addresses of preferred Oracle Names servers to take precedence over any other
available Oracle Names server address. Net8 will route connect requests to each
preferred Names Server until a response is received.

Note: Preferred Oracle Names servers are an alternative to using
the Discover Oracle Names Servers option in the Net8 Assistant or
the REORDER_NS command in the NAMESCTL control utility, a
newer feature that creates a list of Oracle Names servers based on
what is available throughout the network, and ranks them in the
order of fastest response time. Preferred Oracle Names servers
override any other Oracle Names servers found in the discovery
process. Once you have initially discovered a Names Server and
generated a Names Server list file, you may want to delete
preferred Oracle Names Servers.

See "Differences Between Versions of Oracle Names" on page 2-42
for a description of how Oracle Names server lists are created.
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The NAMES.PREFERRED_SERVERS parameter in SQLNET.ORA specifies the
preferred Oracle Names server(s). If you configure preferred Oracle Names
server(s), the Oracle Names listening protocol address(es) you configured in
NAMES.ORA must match the address(es) you configure with the
NAMES.PREFERRED_SERVERS in SQLNET.ORA.

To specify a preferred Oracle Names server:
1. Start the Net8 Assistant:
«  On UNIX, run netasst at $ORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Click the Profile icon.

3. Choose Preferred Oracle Names Servers from the drop-down list box:
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4. Click New:

File Edit
=7 Network
Ze g

Preferred Oracle Names Servers -

Preferred Serverl

l—"’a inventorydb
Listeners
Oracle Narmes Servers

Protocol:[TCPf’\P v]

Hosti [namesry1
Port: 1575

5. Choose the protocol and enter the requested protocol address information for
an Oracle Names server configured on that address, as described on
"Configuring Protocol Addresses" on page 6-76.

6. Choose Save Network Configuration from the File menu.
7. Choose Exit from the File menu to exit the Net8 Assistant application.
The SQLNET.ORA should contain an entry that looks like the following:

names.preferred_servers=
(address= (protocol=tcp) (host=namesrv1)(port=1575)
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Configuring Advanced Profile Information

The profile configuration file SQLNET.ORA can be configured with the following
advanced features:

Net8 Assistant option

SQLNET.ORA Parameter Description

TNS Time Out Value

SQLNET.EXPIRE_TIME

This option can only be used on the server.

Net8 sends a probe periodically to verify that
a client-server connection is still active. This
is done to ensure that connections are not left
open indefinitely, due to an abnormal client
termination. If the probe finds a dead
connection, or a connection that is no longer
in use, it returns an error, causing the server
process to exit.

Limitations on using the dead connection
detection feature are as follows:

Dead connection detection is not
allowed on bequeathed connections.

Though very small, a probe packet
generates additional traffic that may
downgrade network performance.

The server may need to perform
additional processing to distinguish the
connection probing event from other
events that occur, depending on which
operating system is in use. This may
also result in downgrading network
performance.

Client Registration 1D

SQLNET.CLIENT_REGISTRATION

Sets a unique identifier for this client
machine. This identifier will be passed to the
listener with any connection request. The
identifier can be any string up to 128
characters long.
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Net8 Assistant option ~ SQLNET.ORA Parameter

Description

Turn Off UNIX Signal BEQUEATH_DETACH

Handling

Since the client application spawns a server
process internally through the Bequeath
protocol as a child process, the client
application becomes responsible for cleaning
up the child process when it completes.
When the server process completes its
connection responsibilities, it becomes a
defunct process. Signal handlers are
responsible for cleaning up these defunct
processes. Setting this parameter configures
the client profile to pass this process to the
UNIX init process by disabling signal
handlers.

Disable Out-of-Band DISABLE_OOB
Break

Disables out of band breaks if the underlying
protocol does not support this feature.

To set advanced features for clients, use either or the Net8 Assistant:

1. Start the Net8 Assistant:

« On UNIX, run netasst

at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Click the Profile icon.

3. Choose General from the drop-down list box.
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4. Click the Advanced tab:

Nets Assistant — /vobs/oracle/network/admin/ = |5
File Edit Command Help

rvice Mames General -

Listeners
Oracle Nares Servers Advanced

TNS Time Out value:

Client Registration 1D S

Turn Off UNIX Signal Handling: [

Disable Out-of—Band Break: |

5. Enter the values for the option(s) you would like to set.

6. Choose Save Network Configuration from the File menu.

7. Choose Exit from the File menu to exit the Net8 Assistant application.
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Routing Connection Requests

The client and servers acting as clients can be configured so connection requests are
directed to a specific process at all times. The following options in the Net8
Assistant or parameters in SQLNET.ORA file may be specified:

Net8 Assistant option ~ SQLNET.ORA Parameter Description

Always Use Dedicated USE_DEDICATED_SERVER Forces the listener to spawn a dedicated

Server server for all network session from this
client.

Prefer Connection USE_CMAN Instructs the client to try to use an Oracle

Manager Routing Connection Manager whenever possible. If

no Oracle Connection Manager addresses
are available, connections are routed through
any available listener address.

Note: If you are using Oracle Connection
Manager with Oracle Names, this option
must be set on clients and Oracle Names
servers.

Note: While the Net8 Assistant displays the Use IPC Address for
Client, this feature is not enabled because it’s corresponding
parameter, AUTOMATIC_IPC, has been disabled for release 8.1.

To route connection requests, use the Net8 Assistant:
1. Start the Net8 Assistant:
«  On UNIX, run netasst at $ORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Click the Profile icon.

3. Choose General from the drop-down list box.
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4. Click the Routing tab:

¥

File Edi and Help

Net Service Names General
Listeners
Oracle Mames Servers

Always Use Dedicated Server [ |

Prefer Connection Manager Routing

5. Click the preferred way you want connection requests routed.
6. Choose Save Network Configuration from the File menu.
7.

Choose Exit from the File menu to exit the Net8 Assistant application.
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Configuring Oracle Advanced Security

Oracle Advanced Security is an optional product that works with Net8 and
SQL*Net release 2.1.4 and later. It includes the following features:

« Security Services
« Authentication Services

« Oracle DCE Integration

Security Services

Oracle Advanced Security enables Net8 and related products to use network data
encryption and checksumming so that data cannot be read or altered. It protects
data from unauthorized viewing by using the RSA Data Security RC4 or the Data
Encryption Standard (DES) encryption algorithm. To ensure that data has not been
modified, deleted, or replayed during transmission, the security services of Oracle
Advanced Security can generate a cryptographically secure message digest and
include it with each packet sent across the network.

Oracle Advanced Security is supported by Oracle Connection Manager. Clients and
servers using different protocols can securely transfer data across network protocol
boundaries. For example, clients using LAN protocols such as NetWare (SPX) can
share data securely with large servers using different protocols such as LU6.2,
TCP/IP, or DECnet.

Authentication Services

Oracle Advanced Security includes enhanced user authentication services such as
support for single sign-on. These authentication services enhance the existing
security facilities of Oracle7 and Oracle8i such as secure network access control log
on, roles, and auditing by providing reliable user identification. No changes to
applications are required. Oracle Advanced Security works over all protocols,
operating systems, and name services. It also supports token authentication
through Security Dynamics ACE Server, Kerberos, RADIUS protocol or RADIUS
compatible server, Secure Sockets Layer (SSL), DCE Security Server, and biometrics
authentication through Identix.

These services are available to most products that implement Net8, including the
Oracle8i, Developer 2000 tools, and any other Oracle or third-party products that
support Net8.
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Oracle DCE Integration

Oracle Distributed Computing Environment (DCE) Integration is an optional
product that works with Net8 and SQL*Net 2.1.6 and later. It enables users to
transparently use Oracle tools and applications to access Oracle7 and Oracle8i
servers in a DCE environment. It provides authenticated RPC (Remote Procedure
Call) as the transport mechanism, which enables multi-vendor interoperability. The
DCE security service enables a user logged onto DCE to securely access any Oracle
application without having to specify a user name or password. This is sometimes
referred to as "external authentication”, formerly referred to as "OPS$ support".

Oracle DCE Integration also provides support for DCE Cell Directory Service
(CDS), which allows Oracle7 and Oracle8i services to be transparently accessed
throughout the DCE environment. Users can connect to Oracle database serversin a
DCE environment using familiar Oracle service names. Oracle service names can be
managed from a central location with standard DCE tools. For more information,
see Oracle Advanced Security Administrator’s Guide and your Oracle platform-specific
documentation.

Configuration
To configure a client to use Advanced Security option:

1. Start the Net8 Assistant:
«  On UNIX, run netasst at $ORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Click the Profile icon.
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3. Choose Advanced Security Option from the drop-down list box:

Nets Assistant — fvobs/oracle/network/admin/ [
File Edit Command Help
=7 Network

Net Service Names
Listeners
Oracle Marmes Servers Authentication

available Methods: Selected Methods:

Promote
Demote

See Oracle Advanced Security Administrator’s Guide for further information about
configuration.

4. Choose or edit options as applicable.

5. Choose Save Network Configuration from the File menu.

6. Choose Exit from the File menu to exit the Net8 Assistant application.
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Enabling Connection Concentration

Oracle Connection Manager enables you to take advantage of Net8’s ability to
multiplex or funnel multiple logical client network sessions through a single
transport connection to a multi-threaded server destination. This is accomplished
through Oracle Connection Manager’s connection concentration feature.

Step 1: Configure Oracle Connection Manager

The gateway process, CMGW, accepts connection requests at the following default
listening address:"Oracle Connection Manager Processes"

cman=(address=(protocol=tcp)(host= anyhost )(port=1630))

The administrative process, CMADMIN, listens for local and remote administration
commands at the following listening address:

cman_admin=(address=(protocol=tcp)(host= anyhost )(port=1830))

If you do not want to use TCP/IP or the ports 1630 and 1830, you must create a
CMAN.ORA with the following information, if one does not exist with the address

information, at SORACLE_HOME/network/admin on UNIX and ORACLE_
HOM¥etwork\admin on Windows NT:

cman—=(address=(  protocol_address_information )

cman_admin=(address=(  protocol_address_information )

The Net8 Assistant does not support configuration of CMAN.ORA, so changes
must be made manually.

See also the following:

« "Oracle Connection Manager Processes" on page 2-46 for further information
about CMGW and CMADMIN

« "Configuring Protocol Addresses" on page 6-76 for information about proper
protocol address parameter usage
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Step 2: Configure the Server

Verify that the destination server is configured as a multi-threaded server and that
the multiplexing feature is turned on. This is done by setting the MTS_
DISPATCHERS parameter in the database initialization file (INITSID.ORA) for that
instance with the PROTOCOL and MULIPLEX attribute.

For example:

mts_dispatchers="(protocol=tcp) (multiplex=on)"

Attribute Description

PROTOCOL (PRO or The network protocol (TCP in the example above) for which the
PROT) dispatcher will generate a listening end point.

MULTIPLEX (MUL or Used to enable connection concentration.

MULT) If 1, ON, YES, TRUE, or BOTH is specified, then connection
concentration is enabled for both incoming and outgoing
network connections.

If IN is specified, the connection concentration is enabled for
incoming network connections from the client.

If OUT is specified, the connection concentration is enabled for
outgoing network connections.

If 0, NO, OFF, or FALSE is specified, then connection
concentration is disabled for both incoming and outgoing
network connections.

For more information about configuring MTS, see Chapter 9, "Configuring
Multi-Threaded Server".
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Step 3: Configure the Client

Client support is accomplished by setting the Oracle Connection Manager address
and listener address through a TNSNAMES.ORA file or an Oracle Names server:

If using a TNSNAMES.ORA file, the Oracle Connection Manager address and
the SOURCE_ROUTE parameter must be set, which creates a source route of
addresses through an Oracle Connection Manager to the destination database.
To configure the local naming method’s TNSNAMES.ORA file, follow the
instructions in "Configuring the Client for Oracle Connection Manager
Features" of this chapter.

If using Oracle Names servers, the Oracle Connection Manager automatically
updates the addresses in the Oracle Names servers, inserting the address for the
Oracle Connection Manager into the existing addresses. In order for Oracle
Names servers to send requests to Oracle Connection Manager, USE_
CMAN=TRUE must be set in the SQLNET.ORA file on clients and machines
where each Oracle Names server resides. To set this parameter, follow the steps
in "Routing Connection Requests” on page 7-26.
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Figure 7-1 shows a comparison of a regular TNSNAMES.ORA file and a
TNSNAMES.ORA file with an entry to use the Oracle Connection Manager
(Connection Manager entries are shown in boldface text):

Figure 7-1 TNSNAMES.ORA File with and without Oracle Connection Manager

sales= sales=
(description= (description=
(address= (source_route=yes)
(protocol=tcp) (address=
(host=salespc) (protocol=tcp)
(port=1521) (host=cman=pc)
) (port=1630)
(connect_data= )
(service_name=sales,com) (address=
) (protoco=tcp)
) (host=sales=pc)
(port=1521)
)
(connect_data=
(senvice_name=sales.com)
)
)
TNSNAMES.ORA Element Description

source_route=yes

(address=
(protocol=tcp)
(host=cman+pc)
(port=1630)

)

Creates a source route of addresses through an Oracle
Connection Manager to the destination database.

This first address is to the Oracle Connection Manager.
From here, the Oracle Connection Manager connects to
the service through the listener.
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Enabling Multi-Protocol Support

Note: If more than one Oracle Connection Manager is used in the
connection path (more than 1 hop), you cannot use Oracle Names
to connect clients through it.

Oracle Connection Manager also provides multiple protocol support enabling a
client and server with different networking protocols to communicate with each
other. An Oracle Connection Manager can listen on any protocol that Oracle
supports.

Without multi-protocol support, a client that uses SPX cannot connect to a server
that uses TCP/IP. If Oracle Connection Manager is configured for TCP/IP, the client
can connect to Oracle Connection Manager using SPX, and Oracle Connection
Manager can connect to the server using TCP/IP.

Step 1: Configure Oracle Connection Manager

The gateway process, CMGW, accepts connection requests at the following default
listening address:

cman—(address=(protocol=tcp)(host= anyhost )(port=1630))

The administrative process, CMADMIN, listens for local and remote administration
commands at the following listening address:

cman_admin=(address=(protocol=tcp)(host= anyhost )(port=1830))

If you do not want to use TCP/IP or the ports 1630 and 1830, you must create a
CMAN.ORA with the following information, if one does not exist with the address

information, at SORACLE_HOME/network/admin on UNIX and ORACLE_
HOMetwork\admin on Windows NT:

cman—=(address=(  protocol_address_information )
cman_admin=(address=(  protocol address_information )

The Net8 Assistant does not support configuration of CMAN.ORA, so changes
must be made manually.
See also the following:

« "Oracle Connection Manager Processes" on page 2-46 for further information
about CMGW and CMADMIN

« "Configuring Protocol Addresses" on page 6-76 for information about proper
protocol address parameter usage
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Step 2: Configure the Client

Multi-protocol support is accomplished by setting the Oracle Connection Manager
address and listener address through a TNSNAMES.ORA file or Oracle Names
servers:

« If using a TNSNAMES.ORA file, the Oracle Connection Manager address and
the SOURCE_ROUTE parameter must be set, which creates a source route of
addresses through an Oracle Connection Manager to the destination database.
To configure the local naming method’s TNSNAMES.ORA file, follow the
instructions in "Configuring the Client for Oracle Connection Manager
Features" of this chapter and these tips:

« Configure the client first with the address of the Oracle Connection
Manager, using a protocol available on the client.

«  Configure the client with the address of the listener, using a protocol
available on the server.

« The Oracle Connection Manager machine must contain all the protocols
used on the clients and server machines.

« If using Oracle Names servers, the Oracle Connection Manager automatically
updates the addresses in the Oracle Names servers, inserting the address for the
Oracle Connection Manager into the existing addresses. In order for Oracle
Names servers to send requests to Oracle Connection Manager, USE_
CMAN=TRUE must be set in the SQLNET.ORA file on clients and machines
where each Oracle Names server resides. To set this parameter, follow the steps
in "Routing Connection Requests" on page 7-26.
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Figure 7-2 depicts a client using SPX to connect to an Oracle Connection Manager,
and Oracle Connection Manager using TCP/IP to connect to a database server.

Figure 7-2 CMAN Parameter Configured to Use Multi-Protocol Support

cman=
(description=
(source_route=yes)
(address=
(protocol=spx)
(service=cman)
)
(address=
(protocol=tcp)
(host=salespc)
(port=1521)
)
(connect_data=
(senvice_name=sales.com)
)
)
TNSNAMES.ORA Element Description
source_route=yes Creates a source route of addresses through an Oracle
Connection Manager to the destination database.
(address= This first address is from a client using SPX to the
(protocol=spx) Oracle Connection Manager. From here, the Oracle
(service=crman) Connection Manager connects to the service using
) TCP/IP through the listener.
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Enabling Net8 Access Control

Oracle Connection Manager also includes a feature which you can use to control
client access to designated servers in a TCP/IP environment. By specifying certain
filtering rules, you may allow or restrict specific clients access to a server.

This feature requires the release 8.1 Oracle Connection Manager if there are release
8.1 services in the network.

Step 1: Configure Oracle Connection Manager
To configure the Oracle Connection Manager:

1.

Create a CMAN.ORA file, if one does not already exist, in $ORACLE_
HOME/network/admin  on UNIX and ORACLE_HOMtetwork\admin on
Windows NT. The Net8 Assistant does not support configuration of
CMAN.ORA.

If you do not want to use the default listening port 1630 for the CMGW process,
add the following:

cman=(address=(protocol=tcp)(host= anyhost )por= port )
See "CMGW" on page 2-46 for further information about CMGW.

If you do not want to use the default listening port 1830 for the CMADMIN
process, add the following:

cman=(address=(protocol=tcp)(host= anyhost )port= port ))

See "CMADMIN" on page 2-47 for further information about CMGW.
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4. AddaCMAN_RULES section with the following parameters:

cman_rules=
(rule_list=
(rule=
(src= shost )
(dst= dhost )
(snv= senice )

(act=accept | reject)
)

)
Parameter Description
SHOST source host name or IP address (client)
DHOST destination host name or IP address (server)
SERVICE SERVICE_NAME (obtained from the INITSID.ORA file)
value of release 8.1 service or SID pre-8.1 service
ACCEPT | REJECT accept or reject the incoming requests based on the above

three parameters.

Multiple RULEs can be defined within the RULE_LIST. The action (ACT) in the
first matched RULE is applied to the request. When CMAN_RULES exists, the
Oracle Connection Manager adheres to the principle that which is not expressly
permitted is prohibited. If the CMAN_RULES are not defined, then everything is
permitted.

The example below shows restriction to service SALES.COM for a client
machine of CLIENT1-PC, and access to service DB1 for client 144.25.23.45.

cman_rules=
(rule_list=
(rule=(src=client1-pc)(dst=sales-pc)(srv=sales.com)(act=reject))
(rule=(src=144.25.23.45)(dst=144.25.187.200)(srv=db1)(act=accept))
)
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Step 2: Configure the Client

Client support is accomplished by setting the Oracle Connection Manager address
and listener address through a TNSNAMES.ORA file or an Oracle Names server:

« Ifusing a TNSNAMES.ORA file, the Oracle Connection Manager address and
the SOURCE_ROUTE parameter must be set, which creates a source route of
addresses through an Oracle Connection Manager to the destination database.
To configure the local naming method’s TNSNAMES.ORA file, follow the
instructions in "Configuring the Client for Oracle Connection Manager
Features" of this chapter and these tips:

« Configure the client first with the address of the Oracle Connection
Manager, using only TCP/IP.

« Configure the client with the address of the listener, using a protocol
available on the Oracle Connection Manager machine.

«  Configure the client with SOURCE_ROUTE=YES to creates a source route
of addresses through a Connection Managers to the destination database.

« If using Oracle Names servers, the Oracle Connection Manager automatically
updates the addresses in the Oracle Names servers, inserting the address for the
Oracle Connection Manager into the existing addresses. In order for Oracle
Names servers to send requests to Oracle Connection Manager, USE_
CMAN=TRUE must be set in the SQLNET.ORA file on clients and machines
where each Oracle Names server resides. To set this parameter, follow the steps
in "Routing Connection Requests" on page 7-26.
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Configuring the Client for Oracle Connection Manager Features

Note: Oracle Corporation recommends not setting client load balancing or
connect-time failover when using the Oracle Connection Manager, as the
address list order has a specific order and meaning. When SOURCE_
ROUTE is set, the first address is for the client connection to an Oracle
Connection Manager and the second address is for the Oracle Connection
Manager connection to a listener. Client load balancing and connect-time
failover are disabled when SOURCE_ROUTE is set.

Note: If more than one Oracle Connection Manager is used in the
connection path, you cannot use Oracle Names to connect clients
through it.

Configuring the client involves routing client connection requests you want
concentrated to the database server through that a Connection Manager. This is
achieved by setting the Oracle Connection Manager address through a
TNSNAMES.ORA file or an Oracle Names server:
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« Ifusing Oracle Names servers, the Oracle Connection Manager automatically
updates the addresses in the Oracle Names servers, inserting the address for the
Oracle Connection Manager into the existing addresses. In order for Oracle
Names servers to send requests to Oracle Connection Manager, USE_
CMAN=TRUE must be set in the SQLNET.ORA file on machines where each
Oracle Names server resides. To set this parameter, follow the steps in "Routing
Connection Requests" on page 7-26.

« Ifusing a TNSNAMES.ORA file, the Oracle Connection Manager address and
the SOURCE_ROUTE parameter must be set, which creates a source route of
addresses through an Oracle Connection Manager to the destination database.
To configure the local naming method’s TNSNAMES.ORA file, follow these
steps:

Step 1: Configure an Oracle Connection Manager Address

Step 2: Configure the Listener Address
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Step 1: Configure an Oracle Connection Manager Address
To configure an Oracle Connection Manager address in TNSNAMES.ORA:

1. Start the Net8 Assistant:
«  OnUNIX, run netasst at SORACLE_HOME/bin

«  On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Double-click on the Net Service Names folder in the directory tree.

3. Select Create from the Edit menu or click on the "+" button to create a new net
service name. The Net Service Name Wizard starts.

4. Enter any name in the Net Service Name field, then click Next:

d, page 1 of & e Name

To access an Oracle database, or other service, across the
network you use a net service name. This wizard will help
you create a net service name.

Enter the name you want to use to access the database or
service. It can be any name you choose.

Net Service Name: sales

Cancel ) T pack Mext
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5. Select the protocol the CMGW process is configured to listen on, then click
Next. By default this protocol is TCP/IP.

Wet Service Name wizard, page 2 of 5: P Co —I

To communicate with the database across a network a network
pratocol is used. Select the protocal used for the databasze you
want to access,

TCP/IP {Internat Pro i

TCP/IP with SSL (Secure Internet Protocol)
SP¥ iMetWare Metworking)

IPC (Local Database)

Caneal ) @ Back

6. Enter network protocol information for the Oracle Connection Manager, then
click Next. If you are using TCP/IP, the default port for UNIX operating
systems is 1630.

To communicate with the database using the TCP/IP protocol,
the database computer’s host name is required, Enter the
TCP/IP host name for the computer where the database is
located,

Host Name: [cman—pc

& TCP/IP pert number is alse required. The port number for
Oracle databases is usually 1521, You should not normally
need to specify a different port number,

Port Mumber:

Cancel ) & Back Mext

For further information about protocol parameters, see "Configuring Protocol
Addresses" on page 6-76.
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7.

If the destination database is release 8.1, click Oracle8 Version 8.1, enter a
service name in the Service Name field, then click Next:

To identify the database you must provide either a service
name if it's an Oracle8irelease 8.1 database, or a SID if it's an
QOracledi release 8.0 or previous database. For Oracle8i release
8.1 databases, the service narme is normally the global
database name.

Select the version of database you are using and enter its
service name or SID.
® OracleSi release 8.1

Service Mame:

C Oracle8i release 8.0 or Previous

Database SID; ORCL

Cancel ) 2 Back Hext &

The service name is typically the global database name. See "Setting Service
Names and Instance Names" on page 6-3 for further information about the
service name string to use.

If destination service is prior to release 8.1, click Oracle8 Version 8.0 or Previous,
enter a SID in the Database SID field, then click Next.

Click Next.

Note: Do not click Test, as the connection will fail at this point.

Click Finish to save your configuration and dismiss Net Service Name Wizard.

The new net service name and the Oracle Connection Manager address is
added to the Net Service Names folder and the TNSNAMES.ORA.
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Step 2: Configure the Listener Address

After the Oracle Connection Manager address is specified, create an address for the
listener, so the Oracle Connection Manager can connect to the server.

To configure the listener address in TNSNAMES.ORA:
1. Double-click the Net Service Names folder.

2. Click on the net service name you created in "Step 1: Configure an Oracle
Connection Manager Address" on page 7-43.

Notice the Oracle Connection Manager address is displayed in the Address 1
tab:

File Edit

= Networ
+ =% Profile Add Co on
X ‘EJ Net Service Mames address 1
(=4 “m"ers Protocol: TCRJIP -

Oracle Narmes Servers 1
Host Name: cman—pc

Port Number: 1630

R sales.com
Advanced...

patible dent

3. Click"+".
A new address tab displays.
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5.

Select the protocol, then enter protocol information for the listener. If you are
using TCP/IP, the default port number is 1521:

Listeners
Oracle Marmes Servers

Please enter the paor

Protecol:
Host Name:
Port Number:

TCR/IP -

[sales—pc
1521]

e

npatible |dent

For further information about protocol parameters, see "Configuring Protocol

Addresses" on page 6-76.

Click Advanced in the Address Configuration group box.
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The Address List Options dialog box appears:

|

&ddress List Options
" Try each address, in order, until one succeeds

" Try each address, randomly, until one succeeds

" Try one address, selected at random

® |se each address in order until destination reached
" Use only the first address

[" Use Options Compatible with Net8 8.0 Clients

Help | ﬁ] Cancel

6. Click Use each address in order until destination reached to ON.

This option creates tells the client to connect to the first address, the Oracle
Connection Manager, and from the first address to the second address, the
listener.

7. Click OK to dismiss the dialog box.

8. Choose Save Network Configuration from the File menu.

9. Choose Exit from the File menu to exit the Net8 Assistant.
The listener address is added to the TNSNAMES.ORA file.
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Enabling Connection Pooling

Connection pooling is a resource utilization feature that allows you to maximize the
number of physical network connections to a multi-threaded server. This is
achieved by sharing or pooling a dispatcher’s set of connections among multiple
client processes.

Verify that the destination server is configured as a multi-threaded server and that
the connection pooling parameters are set. This is accomplished by setting the
MTS_DISPATCHERS parameter in the database initialization file (INITSID.ORA)
with the PROTOCOL, DISPATCHERS, POOL, and CONNECTIONS attributes.

For example:

mts_dispatchers="(protocol=tcp) (dispatchers=2) (pool=yes) (connections=2)"

Attribute Description

CONNECTIONS (CON  The maximum number of network connections to allow for each
or CONN) dispatcher. The default is 1022.

DISPATCHERS (DISor  The initial number of dispatcher to start. The default is 1.

DISP)

PROTOCOL (PRO or The network protocol (TCP in the example above) for which the
PROT) dispatcher will generate a listening end point.

POOL If a number is specified, then connection pooling is enabled for

both incoming and outgoing network connections and the
number specified is the timeout in ticks for both incoming and
outgoing network connections.

If ON, YES, TRUE, or BOTH is specified, then connection
pooling is enabled for both incoming and outgoing network
connections and the default timeout of 10 will be used for both
incoming and outgoing network connections.

TICKS The size of a network tick in seconds. The default is 15 seconds.
This parameter is optional for connection pooling.

For more information about configuring MTS, see Chapter 9, "Configuring
Multi-Threaded Server".
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Configuring Java Option Connections
The Java option in Oracle8i can be programmed in three different ways:

« Java Stored Procedures — traditional database stored procedures, functions,
triggers and object methods implemented in Java (or SQLJ)

« Enterprise Java Beans (EJBs) — standard server-oriented Java components

« CORBA Servers — standard CORBA 2.0 compliant servers implemented in
Java.

EJBs and CORBA clients are invoked via the CORBA Internet Inter-Orb Protocol
(11OP) protocaol.

Java Stored Procedures can run either in dedicated server mode or multi-threaded
server (MTS) mode. EJBs and CORBA Servers run only in the MTS configuration. If
you are primarily developing Java Stored Procedures, you may run them in the
dedicated server configuration. If you are combining both EJBs and CORBA Servers
along with Java stored procedures in a single application, you may configure your
database to support EJBs and CORBA Servers in an MTS configuration and support
stored procedures in dedicated server configuration.

If your network requires configuration of Java Stored Procedures in dedicated
server mode and EJBs or CORBA Servers in MTS mode, see "Configuring Both
Multi-Threaded Server and Dedicated Server Modes" on page 9-10.

This section covers the following topics:
« Java Stored Procedure Configuration
« Enterprise JavaBeans and CORBA Configuration

« Using the Default Configuration of Oracle8i for EJBs and CORBA through the
Listener

« Using a Non-Default Configuration

« Using SSL with EJBs and CORBA
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Java Stored Procedure Configuration

To configure the database to run Java Stored Procedures only, you must decide
whether you want the database to run in dedicated server mode or MTS mode. If
you are only planning to use Java stored procedures in dedicated server mode, you
need to configure the database and clients, as described in the Oracle8i Java Stored
Procedures Developer’s Guide.

If you want to run Java Stored Procedures in MTS mode, you need to go through
the steps associated with configuring the server for MTS mode with the MTS_
DISPATCHERS parameter, as described in Chapter 9, "Configuring Multi-Threaded
Server".

Enterprise JavaBeans and CORBA Configuration

In configuring Oracle8i for Enterprise JavaBeans and CORBA Servers, you need to
be aware of the following issues:

« |IOP Clients

« Session-Based IIOP and Configuration Issues

« Access through Listeners vs. Dispatchers (Connection Load Balancing)
«  SSL Support with CORBA and EJB

[IOP Clients

Clients access EJBs and CORBA Servers in the database via the Inter-Orb Protocol
(I1OP) protocol. To support 1HOP, the database must be configured in MTS mode
with the General Inter-Orb Protocol (GIOP) presentation protocol. (IIOP is an
implementation of GIOP over TCP/IP). Oracle8i provides a GIOP service
implementation. The Oracle8i Java VM is a session-oriented Java VM. This means
that each session in the database effectively gets its own VM as a private server. The
Java VM, ORB, and database presentation layers are modeled to allow CORBA
communication from multiple clients to EJBs and CORBA Servers running in the
same or different sessions. For more information, see the Oracle8i Enterprise
JavaBeans and CORBA Developer’s Guide.
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Session-Based [IOP and Configuration Issues

To support Oracle8i's session-oriented behavior, the GIOP facilities in the database
have been structured to support two presentation protocols. Depending on which
presentation you want to use, you need to choose the appropriate presentation
handler:

« oracle.aurora.server.SGiopServer is provided for session-based 11OP
connections. EJBs and CORBA are distinguished based on the session in which
they live in addition to the standard IIOP semantics. Session-based IIOP is far
more scalable than standard IIOP connections. Oracle Corporation recommends
you use session-based I1OP connections. (Default)

« oracle.aurora.server.GiopServer for regular IIOP connections

To support IIOP, the appropriate presentation must be specified in the
PRESENTATION attribute of the MTS_DISPATCHERS parameter. To handle
session-based I1OP (which is the default behavior),
oracle.aurora.server.SGiopServer is registered as the presentation handler in the
PRESENTATION attribute of the MTS_DISPATCHERS parameter.

For more information about presentations and session 1OP, see the Oracle8i
Enterprise JavaBeans and CORBA Developer’s Guide.

Access through Listeners vs. Dispatchers (Connection Load Balancing)

Finally, EJB and CORBA clients that communicate with the database via IIOP can
communicate with the database either by accessing a dispatcher directly or
accessing it via a listener. There are benefits and trade-offs to both approaches.

= Access through a listener

For scalability, clients may connect to the Java option through the listener. The
listener is configured to listen on a well-known port number, and the client
communicates with the listener using this port number. To support CORBA and
EJB, the listener must be configured to not just listen on a port for the TTC
protocol but to also handle GIOP/and session-based GIOP connections. The
listener load balances client requests among the dispatchers. While this
configuration is more complex, it can also scale easily to support more than
1,000 concurrent connections.
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« Access a dispatcher directly

The dispatcher is configured with the a well-known port number. The client
uses this port number to connect directly to the dispatcher. This configuration
has an easy setup, but scalability may become an issue if you need to support
more than 1,000 concurrent connections.

Oracle Corporations recommends access through a listener.

SSL Support with CORBA and EJB

Oracle8i also supports the use of authentication data such as certificates and private
keys required for use by SSL in combination with both types of GIOP protocols—
regular GIOP and session-based GIOP. To use SSL with GIOP, you need to carry out
two steps:

1. Configure the listeners and dispatchers to accept SSL by specifying TCPS as the
protocol in the listener's address list.

2. Specify the SSL wallet to be used when configuring both the listener and
dispatcher. For more information see "Using SSL with EJBs and CORBA".
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Using the Default Configuration of Oracle8i for EJBs and CORBA through the
Listener

During a Typical or Minimal installation of the server, or if you choose the Java VM
Option using the Oracle Database Configuration Assistant, MTS will be configured
automatically for session-based 110OP connections through the listener using
TCP/IP.

The INITSID.ORA file is configured in the following manner:
mts_dispatchers="(protocol=tcp)(presentation=oracle.aurora.server.SGiopServer)"

The default attributes are described in the table below:

Parameter Description

PROTOCOL (PRO or Specifies the TCP/IP protocol, which the dispatcher will
PROT) generate a listening end point.

PRESENTATION (PRE Enables support of GIOP. Valid values for GIOP presentation
or PRES) values include:

« oracle.aurora.server.SGiopServer for session-based GIOP
dispatcher connections. This presentation is valid for
TCP/IP and TCP/IP with SSL.

« oracle.aurora.server.GiopServer for standard GIOP
dispatcher connections. This presentation is valid for
TCP/IP and TCP/IP with SSL.

See the Oracle8i Enterprise JavaBeans and CORBA Developer’s
Guide for further information.
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The LISTENER.ORA file is configured in the following manner:

listener=
(description_list=
(description=
(address_list=
) (address=(protocol-tcp)(host=sales-pc)(port=1521))
)
(description=
(protocol_stack=
(presentation=giop)
(session=raw)
)
(address_list=
(address=(protocol=tcp)(host=sales-pc)(port=2481))

)
)
)
LISTENER.ORA Element Description
PROTOCOL_STACK Identifies the presentation and session layer
information for a connection.
(PRESENTATION=GIOP) Identifies a presentation of GIOP for 11OP clients. GIOP
supports both oracle.aurora.server.SGiopServer or
oracle.aurora.server.GiopServer using TCP/IP.
(SESSION=RAW) Identifies the session layer. There is no session-layer for
IIOP clients.
(ADDRESS=...) Specifies a listening address that uses TCP/IP on port
2481.
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Using a Non-Default Configuration

If you are unable to use the default configuration, you can configure 11OP
connections to the Java option through the listener or directly to the dispatcher with
your own settings. This section covers the following topics:

« Non-Default Configuration for Access through a Listener
« Configuring a Non-Default Listener

« Configuration to Access a Dispatcher Directly

Non-Default Configuration for Access through a Listener

To configure 11OP client connections to the Java option through a listener, follow
these steps:

Step 1: Enable MTS and Configure I1OP in the INITSID.ORA File
Step 2: Configure the Listener
Step 3: Configure Clients
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Step 1: Enable MTS and Configure IIOP in the INITSID.ORA File
MTS must be configured in the INITSID.ORA file in the following manner:
mts_dispatchers="(protocol=tcp | tcps)

(presentation=oracle.aurora.server.SGiopServer |
oracle.aurora.server.GiopServer)"

The attributes are described below:

Parameter Description

PROTOCOL (PRO or Specifies the TCP/IP or TCP/IP with SSL protocol, which the
PROT) dispatcher will generate a listening end point for.

Valid values: TCP (for TCP/IP) or TCPS (for TCP/IP with SSL)

PRESENTATION (PRE Enables support for GIOP.
or PRES)

Valid values for GIOP presentation values include:

« oracle.aurora.server.SGiopServer for session-based GIOP
dispatcher connections. This presentation is valid for
TCP/IP and TCP/IP with SSL.

« oracle.aurora.server.GiopServer for standard GIOP
dispatcher connections. This presentation is valid for
TCP/IP and TCP/IP with SSL.

See the Oracle8i Enterprise JavaBeans and CORBA Developer’s
Guide for further information.
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Step 2: Configure the Listener Use the Net8 Assistant to modify any of the listener
settings:

1.

Start Net8 Assistant.
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Double-click on the Listeners folder.
Click on a listener.

Choose Listening Locations from the drop-down list box.

File Edit Comrman
=7 Network
=l Profile

Het Service Mames Listening Locations -

£ listeners

L ¢ e

Address1
Oracle Names Servers

-~ Metwork Address

Protocol: [TCP/IP -]
Hest:  [sales—pe
Port: 2451

— Protocol Stack Support

110P Clients -] Edit |

Add Address | Remove Address

Choose TCP/IP or TCP/IP with SSL from the Protocol drop-down menu.
Enter the host name of the database in the Host field.

Enter port 2481 if chosen protocol is TCP/IP in the Port field, or enter port 2482
if the chosen protocol is TCP/IP with SSL in the Port field.
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If you do not use port 2482 or 2483, follow the procedure in "Configuring a
Non-Default Listener” on page 7-59.

8. Choose IIOP Client from the Client drop-down list box.

9. Choose Save Network Configuration from the File menu.

10. Choose Exit from the File menu to exit the Net8 Assistant.

Step 3: Configure Clients Use port number 2481 for TCP/IP or 2482 for TCP/IP with

SSL for IIOP presentations. See the Oracle8i Enterprise JavaBeans and CORBA
Developer’s Guide documentation for further information.

Configuring a Non-Default Listener

In addition to the steps described in "Non-Default Configuration for Access through
a Listener" on page 7-56, perform the following steps for a non-default listener:

« Step 1. Configure Additional INITSID.ORA Configuration
« Step 2: Resolve the Listener Name
Step 1: Configure Additional INITSID.ORA Configuration The non-default listener must be

configured in the INITSID.ORA. How it is configured depends upon whether it is a
local listener or a remote listener. Both scenarios are described in this section.

Local Listener

If you want the connection to go through a non-default local listener, INITSID.ORA
must also be configured with the LOCAL_LISTENER parameter or the MTS_
DISPATCHERS parameter’s LISTENER attribute.

Note: The Oracle Database Configuration allows you to configure
the LISTENER attribute. LOCAL_LISTENER must be configured
manually.

LOCAL_LISTENER parameter configuration is shown below:

local_listener= local listener name

mits_dispatchers="(protocol=tcp | tcps)
(presentation=oracle.aurora.server.SGiopServer |
oracle.aurora.server.GiopServer)"
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MTS_DISPATCHERS parameter’s LISTENER attribute configuration is shown
below:

mits_dispatchers="(protocol=tcp | tcps)
(presentation=oracle.aurora.server.SGiopServer |
oracle.aurora.server.GiopServer)(listener= local_Listener_name )

Parameter Description

LISTENER (LIS or LIST)  Specifies the network name of the listener with which the
dispatchers will register. It should be set to a name which is
resolved through a naming method.

Remote Listener

If you want the connection to go through a remote listener, INITSID.ORA must be also
configured with the MTS_DISPATCHERS parameter’s LISTENER attribute:

mts_dispatchers="(protocol=tcp | tcps)
(presentation=oracle.aurora.server.SGiopServer |
oracle.aurora.server.GiopServer)(listener= remote_listener_name )

Parameter Description

LISTENER (LIS or LIST)  The network name of the listener with which the dispatchers
will register. It should be set to a name which is resolved
through a naming method. This attribute should be only
specified if the listener is at a remote location or is in another
Oracle home.

The LISTENER attribute makes it easier to administer
multi-homed hosts.
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Step 2: Resolve the Listener Name

In order for the dispatcher to register its information with a non-default listener, the
listener name you specified for the LOCAL_LISTENER parameter or the MTS_
DISPATCHERS parameter’s LISTENER attribute must be resolved through a
naming method, such as a TNSNAMES.ORA on the server or an Oracle Names
server.

The entry should only contain the address of the listener, not the service name
information in the CONNECT_DATA portion.

Configuring a TNSNAMES.ORA File

The Net8 Assistant does not allow you to configure a TNSNAMES.ORA without the
CONNECT_DATA information. Therefore, Oracle Corporation recommends you
create the TNSNAMES.ORA manually. For example, if you configured a listener
named LISTENER1 with TCP/IP on port 2481, the entry in the TNSNAMES.ORA
would look similar to the entry below:

listenerl.us.oracle.com=
(description=
(address=
(protocol=tcp)
(host= sales-pc)
(port= 2481)
)
)

Multiple addresses are supported, but multiple address connect-time failover and
client load balancing features are not supported. Oracle Connection Manager’s
SOURCE_ROUTE parameter is supported.
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Configuring an Oracle Names Server

An entry for the listener can be made through an Oracle Names server through the
Net8 Assistant:

1. Start Net8 Assistant:
« OnUNIX, run netasst at SORACLE_HOME/bin

«  On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Select the Oracle Names Servers folder.
Click on an Oracle Names server.
Select Manage Data from the drop-down list box.

Select the Advanced tab:

o o & W DN

Click Add, and enter the listener name in the Name field, A.SMD record type in
the Type field, and enter the address in the Value field, such as:

(address=(protocol= tcp)(host= sales-pc)(port= 2481))

7. Choose Save Network Configuration from the File menu.

8. Choose Exit from the File menu to exit the Net8 Assistant.
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Configuration to Access a Dispatcher Directly

To configure I1OP client connections to the Java option through a dispatcher, follow
these steps:

» Step 1. Enable MTS and Configure 1IOP in the INITSID.ORA File

« Step 2: Configure Clients

Step 1: Enable MTS and Configure IIOP in the INITSID.ORA File MTS must be configured in
the INITSID.ORA file in the following manner:

mts_dispatchers="(address=(protocol=tcp | tcps)(host= sener_
host )port= port ))(dispatchers=1)(presentation=oracle.aurora.server.SGiopServer |
oracle.aurora.server.GiopServer)"

The attributes are described below:

Parameter Description
ADDRESS (ADD or Specifies the network address that the dispatchers will listen on.
ADDR) The network address may include either the TCP/IP (TCP) or

the TCP/IP with SSL (TCPS) protocol, the host name of the
server, and a GIOP listening port, which may be any port you
choose that is not already in use.

DISPATCHERS (DISor  The initial number of dispatchers to start.

DISP)
PRESENTATION (PRE Enables support for GIOP.
or PRES) Valid values for GIOP presentation values include:

« oracle.aurora.server.SGiopServer for session-based GIOP
dispatcher connections. This presentation is valid for
TCP/IP and TCP/IP with SSL.

« oracle.aurora.server.GiopServer for standard GIOP
dispatcher connections. This presentation is valid for
TCP/IP and TCP/IP with SSL.

See the Oracle8i Enterprise JavaBeans and CORBA Developer’s
Guide for further information.

Step 2: Configure Clients Configure the same port on the client as you used to
configure MTS to access the dispatcher directly. See the Oracle8i Enterprise JavaBeans
and CORBA Developer’s Guide for further information.
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Using SSL with EJBs and CORBA

Oracle8i also supports the use of authentication data such as certificates and private
keys required for use by SSL in combination with both types of GIOP protocols -
regular GIOP and session-based GIOP. To use SSL with GIOP, you need to carry out
two steps:

1. Configure the listeners and dispatchers to accept SSL by specifying TCPS as the
protocol.

« If you want clients to access the database through the listener, follow the
procedures in "Non-Default Configuration for Access through a Listener"
on page 7-56.

« If you want clients to access the database through a dispatcher directly,
follow the procedures in "Configuration to Access a Dispatcher Directly" on
page 7-63. Optionally, you can uncomment the following lines in the
INITSID.ORA file that the Oracle Database Configuration Assistant creates
for session-based 110OP and regular 11OP for TCP/IP with SSL:

#mts_dispatchers="(address=(protocol=tcp)(host= senver_host  )(port=5555))
(dispatchers=1) (presentation=oracle.aurora.server.SGiopServer)*
#mts_dispatchers="(address=(protocol=tcp)(host= server_host  )(port=5556))

(dispatchers=1) (presentation=oracle.aurora.server.GiopServer)"
If you uncomment these lines, ensure the client is configured with same
port number.

2. Specify the SSL wallet to be used by setting the SQLNET.ORA parameters as
follows for both the listener and the dispatcher.

« To configure the listener you specify:
ssl_client_authentication=false
ssl_version=undetermined

« To configure the dispatcher, you specify:

oss.source.my_wallet=
(source=
(method=file)
(method_data=
(directory= wallet_location »

See the Oracle Advanced Security Administrator’s Guide for further information
about configuring the SSL wallet.
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Configuring Non-Oracle Database Services
Net8 supports connections to non-Oracle database services, including:
« Configuring Net8 for External Procedures
« Configuring Net8 for Oracle Heterogeneous Services

« Configuring Net8 for an Oracle Rdb Database

Configuring Net8 for External Procedures

The network listener may also be statically configured to listen for External
Procedure Calls. When a PL/SQL or SQL application calls an external procedure,
the Net8 network listener launches a network session-specific process called
EXTPROC. Through the network listener service, PL/SQL passes the following
information to EXTPROC.

« shared library name

« external procedure name

« parameters (if necessary)

EXTPROC then loads the shared library and invokes the external procedure.
External procedures are configured by default after installation.

For environments where the external procedure information does not exist, edit the
LISTENER.ORA and TNSNAMES.ORA files, located in $ORACLE_
HOME/network/admin  on UNIX and ORACLE _HOM#tetwork\admin on
Windows platforms, as follows:

1. Configure either a TCP/IP or IPC listener address. For example:

listener=
(address=
(protocol=ipc)
(key=extproco0)

For more information about configuring listener protocol addresses, see
"Configuring Listener Protocol Addresses" on page 6-64.
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2. Add a system identifier (SID) name of PLSEXPROC and a program name of
EXTPROC in the server's LISTENER.ORA file (entries are shown in boldface
text).

sid list  listener_name
(sid_list=
(sid_desc=
(sid_name=plsextproc)
(oracle_home=d:\orant)
(program=extproc)

)

)
Parameter Description
SID_NAME external procedure identifier
ORACLE_HOME location of program executable
PROGRAM external procedure program name

For more information about configuring listener protocol addresses, see
"Configuring a Listener with Service Information" on page 6-71.

3. Add a net service name description entry for EXTPROC in the server's
TNSNAMES.ORA file, using SID rather than SERVICE_NAME in the
CONNECT_DATA section. For example:

extproc_connection_data=
(description=
(address=(protocol=ipc)(key=extprocQ))

(connect_data=

(sid=plsextproc))

)
For more information about creating a net service name, see "Configuring the
Network with the Local Naming Method" on page 6-12.
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Configuring Net8 for Oracle Heterogeneous Services

Heterogeneous Services is an integrated component within the Oracle8i server, and
provides the generic technology for accessing non-Oracle systems from the Oracle
server. Heterogeneous Services enables you to:

Use Oracle SQL to transparently access data stored in non-Oracle systems as if
the data resides within an Oracle server.

Use Oracle procedure calls to transparently access non-Oracle systems, services,
or application programming interfaces (APIs), from your Oracle distributed
environment.

While Heterogeneous Services provides the generic technology in the Oracle8i
server, a Heterogeneous Services agent is required to access a particular non-Oracle

system.

To initiate a connection to the non-Oracle system, the Oracle8i server starts an agent
process through the Net8 listener on the gateway. For the Oracle8i server to be able
to connect to the agent, perform the following steps:

1.

On the Oracle8i database, set up a net service name to connect to the listener on
the gateway. The connect descriptor must also include the HS=OK clause to
make sure the connection uses Heterogeneous Services:

a.

Start the Net8 Assistant:
-On UNIX, run netasst at SORACLE_HOME/bin

-On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Create a net service name that will be used for connections from the
Oracle8i server to a non-Oracle system.

See "Step 1: Configure Net Service Names" on page 6-14.
Double-click on the Net Service Names folder in the directory tree.
Select the net service name.

Click Advanced in the Service Identification group box.
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The Advanced Service Options dialog box appears:

= Advanced Service Options |

- #dditional Service Settings

Instance MNarme: :}
Handler Mame; :}
Oracle Home: :}
Session Data Unit :}

[Juse a Dedicated Server

[# Use for Heterogeneous Services

— Oracle Rdb Settings

e
L T —

Global Database Name: :]

f.  Click Use for Heterogeneous Service, then click OK.
g. Choose Save Network Configuration from the File menu.
The TNSNAMES.ORA file is re-created.

In the example below, a net service names in a TNSNAMES.ORA is
configured for heterogeneous services:

megabase6_sales=
(description=
(address=
(protocol=tcp)
(host=dIsun206)
(port=1521)
)
(connect_data=
(service_name=salesb)
(hs=0k)
)
)

7-68 Net8 Administrator’s Guide



Configuring Non-Oracle Database Services

2. The listener on the gateway must be set up to listen for incoming requests from
the Oracle8i server, and spawn heterogeneous services agents. The
LISTENER.ORA file must be modified to set up the listener to start
heterogeneous services agents, and the listener must be (re-)started. The
features that must be set in the LISTENER.ORA include:

Net8 Assistant option LISTENER.ORA Description

Parameter
Program Name PROGRAM Defines the name of the agent executable.
Oracle Home ORACLE_HOME The location of the agent executable. The

agent executable must reside in the
$ORACLE_HOME/bindirectory.

SID SID_NAME Specifies the Oracle System Identifier (SID)
for the non-Oracle database.

To provide a listener with a new name use the Net8 Assistant:
a. From the Net8 Assistant, double-click on the Listeners folder.
b. Click on a listener.

c. Choose Other Services from the drop-down list box.
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d. Click Add Service:

File Edit Command Help
=7 Network
=% Profile

Net Service Mames Other Servicas -

‘B Listeners

(W LiSTENER Service

Oracle Names Servers
Global service Name:
Program Narme: tg4mh30

Program Argument Zero:

Program Argurments:

Environment;

SID: salesdh
Oracle Home Directory: Fcle!megabasefEl.W.S

Add Service @ Remove Service

e. Enter the program name that gets executed to create a gateway, the Oracle
home for the executable, and the SID or service name of the non-Oracle
system.

f.  Choose Save Network Configuration from the File menu.
The LISTENER.ORA file is re-created.

An excerpt of a LISTENER.ORA file configured for heterogeneous service
in the SID_LIST _listener_name section is shown below:

sid_list_listener=(sid_list=

(sid_desc=
(sid_name=salesdb)
(oracle_home=/home/oracle/megabase/8.1.5)
(program=tg4mb80)
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g. Choose Exit from the File menu.

The Net8 Assistant application exits.

For more information about Heterogeneous Services, see Oracle8i Distributed

Database Systems.

Configuring Net8 for an Oracle Rdb Database

Oracle Rdb is a database for Digital’s 64-bit platforms. With Net8, Oracle Rdb
servers appears the same way to clients as Oracle8i databases. Because Oracle Rdb
has its own listener, the client interacts with Rdb in the same manner as it does with

Oracle?.

To initiate a connection to an Oracle Rdb, set up a net service name to connect to the
Oracle Rdb database using the following features:

Net8 Assistant option TNSNAMES.ORA
Parameter

Description

RDB Database RDB_DATABASE

Specifies the file name of an Oracle RDB
database. Embed this parameter in the
CONNECT_DATA section.

Type of Service TYPE_OF_SERVICE

Global Database Name GLOBAL_NAME

Specifies the type of service to use for an
Oracle RDB database. It is used by Rdb
interface tools. This feature should only be
used if the application supports both an
Oracle Rdb and Oracle database, and you
want the application to randomly choose
(load balance). Embed this parameter in the
DESCRIPTION.

An optional feature, it identifies the Oracle
Rdb database. Embed this parameter in the
CONNECT_DATA section.

For further configuration information, see your Oracle Rdb documentation.
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To configure a client for an Oracle Rdb database, use the Net8 Assistant:

a.

Start the Net8 Assistant:
-On UNIX, run netasst at SORACLE_HOME/bin

-On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Create a net service name that will be used for connections from the client
to the Oracle Rdb.

"Step 1: Configure Net Service Names" on page 6-14.

Double-click on the Net Service Names folder in the directory tree.
Select the net service name.

Click Advanced in the Service Identification group box.

The Advanced Service Options dialog box appears:

= advanced Service Options |

Additional Service Settings

Session Data Unit:

™ Use a Dedicated Server

Instance Marne:
Handler Name;

Oracle Home:

¥ Lse for Heterogeneous Services

Oracle Rdb Settings
Rdb Database:

ﬁf_personal.rdhh
rdb_database

Global Database Hame: [alphaS
OK| Cancel

Type of Service:

Help

Enter the file name of an Oracle RDB database in the Rdb Database field.

Optionally, enter the global database name in the Global Database Name
field, and, if needed, specify the type of service in the Type of Service field,
then click OK.

Choose Save Network Configuration from the File menu.
The TNSNAMES.ORA file is re-created.
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In the example below, a net service name in a TNSNAMES.ORA is configured for
an Oracle Rdb database:

alpha5=
(description=
(address=...)
(connect_data=
(service_name=generic)
(rbd_database= [.mflmf_personnel.rdb)
(global_name= alphab)))

In the example below, TYPE_OF_SERVICE is used to load balance between an
Oracle Rdb database service or Oracle8i database service:

alphab=
(description_list=
(description=

(address=..)

(connect_data=
(service_name=generic)
(rbd_database=[.mflmf_personnel.rdb)
(global_name=alphab)))

(description=

(address=..)

(connect_data=
(service_name=sales.com))

(type_of_service=oracle8_database))
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Establishing a Connection and Testing the
Network

Once you have completed configuring your network, you make a connection and
test each component to ensure the network is functioning properly. Net8 provides a
variety of tools to help you start, test and control a Oracle Names server, listener,
and Connection Manager.

This chapter outlines procedures to make a connection and test network
components using Net8’s control utilities. This chapter contains the following
sections:

« Connecting to a Database
« Checklist for Troubleshooting Common Startup and Connection Problems

« Testing the Network
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Connecting to a Database

Connecting to a database involves starting network components and entering a
connect string with a net service name, such as connect username/password@net_
service_name.

This section covers the following topics:
« Net8 Component Startup Overview

« Entering a Connect String

Net8 Component Startup Overview

Client workstations and other servers connect to a listener with a net service name
when logging onto an Oracle server.

After installing and configuring all the network components, you need to start them
to make the network functional. Following is an outline of the steps you should take
to start the network components.

1. If your network uses Oracle Names, start the Oracle Names servers, discover
Oracle Names servers on all clients, and run the client cache.

Note: If the Oracle Names servers use a database to store the
network information, you will need to start the database first, then
start the listener.

2. Start the listeners using the Listener Control Utility, LSNRCTL.
3. Start the databases, using the tool of your choice.

4. If your network includes Oracle Connection Managers, start them using the
Connection Manager Control Utility, CMCTL.
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Step 1: Start Oracle Names Servers

Start Oracle Names servers using either Net8 Assistant or the NAMESCTL control
utility on the machines where Oracle Names server software is installed and

configured:

Use the control utility NAMESCTL... Use the Net8 Assistant...

From the command line, enter: 1. Start Net8 Assistant.

namesctl -On UNIX, run netasst at SORACLE_

HOME/bin .

namesctl> start

The START command of NAMESCTL loads
the Oracle Names server into memory and

-On Windows NT, choose Start >
Programs > Oracle - HOME_NAME >
Network Administration > Net8

tells it to begin executing. At startup, the Assistant.
Oracle Names server loads its )

server folder.
3. Select the Oracle Names server.

4. Select Manage Server from the
drop-down list box.

5. Select the Control tab.

6. Click the Start radio button from the
Server Operations field.

7. Click Apply.

On Windows NT, an Oracle Names server may also be started through the Control
Panel:

1.

2
3.
4

Double-click the Services icon in the Control Panel window.
Select the OracleHOME_NAMENamesonames_serverService service.
Click Start to start the service.

In the Services window, click Close.
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Step 2: Start Oracle Names Client Cache

To avoid clients looking up address information in an Oracle Names server each
time, create a client cache of the information. This information is stored in
CKPCCH.ORA located in $ORACLE_HOME/network/names on UNIX and
ORACLE_HOMtetwork\names  on Windows platforms.

To create a client cache:

1. Ensure discovery of Oracle Names servers has been performed, as described in
"Step 4: Configure Clients and Database Servers To Use Oracle Names Servers"
on page 6-37. The information gathered during discovery is used for a client’s
cache.

2. Create and start the client cache on the client:

namesctl
namesct> start_client_cache

On Windows NT, the client cache may also be started through the Control Panel:
1. Double-click the Services icon in the Control Panel window.

2. Select the OracleHOME_NAMECIientCache service.

3. Click Start to start the service.
4

In the Services window, click Close.

8-4 Net8 Administrator’s Guide



Connecting to a Database

Step 3: Start the Listeners

For Net8 to accept connections on the server, a listener must be started with the
LSNRCTL control utility on the server:

1.

From the command line enter:
Isnrctl
Isnrct> status [ listener name ]

where listener_name is the name of the listener defined in the LISTENER.ORA
file. It is not necessary to identify the listener if you are using the default
listener, named LISTENER.

If the STATUS command indicates the listener is running, go to Step 2. If the
listener is not running, go to Step 3.

Even if the listener is running, Oracle Corporation advises you to stop the
listener, and start it again. To stop the listener, enter:

Isnrct> set password password
Isnrct> stop [ Istener name ]

SET PASSWORD is only required if the password is set in the LISTENER.ORA
file. The password defaults to ORACLE

Start the listener. Enter:

Isnrct> start | listener_name ]

LSNRCTL will display a status message indicating that the listener has started

successfully. Check that all expected services for that listener are listed in the
services summary in the status message.

Exit from the LSNRCTL utility. Enter:
Isnrcti> exit

On Windows NT, the listener may also be started through the Control Panel:

1.
2.

Double-click the Services icon in the Control Panel window.

Select the OracleHOME NAMBSL.istener service (the service name if you are
using the default network listener name LISTENER) or OracleHOME_
NAMETNSListenerlsnr (where Isnr is the non-default network listener name).

Click Start to start the service.

In the Services window, click Close.
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Step 4: Start the Database
Use the tool of choice to start the database, such as SQL*Plus:

1. Start SQL*Plus without connecting to the database by entering:
sqlplus /nolog

2. Connect to Oracle as SYSDBA:
s> connect usemame | password as sysdba

3. When you enter a STARTUP command, specify the database name and full path
of the parameter file:

s> startup database _name pfile=init sid .ora

If you do not specify the PFILE option Oracle uses the standard parameter file
location of SORACLE_BASE/admin/ db_namelpfile/  sid on UNIX platforms
and ORACLE_BASE\admin\ db_name\pfile\  sid on Windows NT; if you do
not specify a database name Oracle uses the value for DB NAME in the
parameter file that starts the instance.

For further information on starting the database, see Oracle8i Administrator’s
Guide.
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Step 5: Start Oracle Connection Managers

If Oracle Connection Manager is installed and configured, start it with the CMCTL
control utility:

1.

From the command line, enter:

cmetl
cmctt> start cman

CMCTL displays a status message indicating that Oracle Connection Manager
has started successfully.
Exit from the CMCTL utility. Enter:

cmctt> exit

On Windows NT, the listener may also be started through the Control Panel:

1.
2.

Double-click the Services icon in the Control Panel window.

If you are using Oracle Names, select the OracleHOME _
NAMECMAdminService to acquire information about available Oracle Names
Servers, then click Start. If you are not using Oracle Names, do not start this
service.

The service starts.

Select the OracleHOME_NAMECManService to start the Oracle Connection
Manager, and click Start.

The service starts.

In the Services window, click Close.
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Entering a Connect String

After the network components are started, as described in "Connecting to a
Database" on page 8-2 you should be able to make a connection across the network.
How you make a connection depends upon the naming method you configured in
Chapter 6, "Configuring Naming Methods and the Listener" and the tool used for
the connection. The basic connect strings to use are shown below:

For... Enter...

Host Naming method  sg>CONNECT usemame/jpassword@alias

The alias is typically set global database name in an IP
address resolution mechanism. If the client and server are in
the same domain, it is only necessary to enter the database
name of the global database name.

Local Naming method  sg>CONNECT usemame/password@net_service_name
Oracle Names method  sgi>CONNECT usemame/jpassword@net_service_name
Bequeath protocol sg>CONNECT usemame/jpassword

There are a number of ways to initiate a connection to an Oracle server. Commonly
used methods include:

« Connecting from the Operating System to Test a Client
« Connecting from the Tool Logon Screen to Test a Client
«  Connecting from 3GL to Test a Client

« Connecting Using Special Commands within Tools

The specifics of use are slightly different in each case. Each of the general methods
listed is briefly covered here. To identify the method used in a specific tool, refer to
the tool’s user guide.
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Connecting from the Operating System to Test a Client

The general form of connecting an application to a database server from the
command line is:

tool usemame | password @iet_service_name

sqlplus systenV password @sales

To prevent the password from displaying during a logon, you can leave out the
password parameter on the command line. For example:

sqlplus system@sales

You will be prompted to enter your password without it showing on screen.

Most Oracle tools can use the operating system command line to connect; some
provide alternatives.

Connecting from the Tool Logon Screen to Test a Client

Some tools provide a logon screen as an alternative form of logon. A user can log on
to a database server by identifying both the user name and net service name
(username@net_service_name) in the user name field of the tool logon screen, and
typing the password as usual in the password field.

Connecting from 3GL to Test a Client

In applications written using 3GL, the program must establish a connection to a
server using the following syntax:

exec sgl connect : usemame identified by : password

In this connection request, the :username and :password are 3GL variables that can be
set within the program either statically or by prompting the user. When connecting
to a database server, the value of the :username variable is in the form:

usemame @et_senice _name

The :password variable contains the password for the database account being
connected to.
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Connecting Using Special Commands within Tools

Some Oracle tools have commands for database connection, once the tool has been
started, to allow an alternative username to be specified without leaving the tool.
SQL*Plus allow the CONNECT command using the following syntax:

sg>CONNECT usemame/jpassword@net_service_name

For example:

sgi> CONNECT scottfiger@serverx

This is very similar to the operating system command line method, except that it is
entered in response to the tool prompt instead of the operating system prompt.

Other Oracle tools use slightly different methods specific to their function or
interface. For example, Oracle CDE tools use logon buttons and a pop-up window
with the username, password, and remote database ID field. For more information
on connecting to Oracle with a specific tool, refer to the tool’s user guide.
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Checklist for Troubleshooting Common Startup and Connection

Problems

The following checklist is provided to help you troubleshoot common problems you
may encounter when starting Net8 components or making a connection.

Problem Work-Around

Inactive Components 1.

Verify that you have installed a transport layer protocol
and a protocol.

Verify that you have started a listener for any server you
intend to contact.

Start Oracle Connection Manager if you are routing
sessions across protocols.

Syntax errors in your 1.

configuration files

Use the Net8 Assistant whenever possible to avoid
syntax errors. If you have manually created or edited
configuration files, check them carefully to ensure that all
the appropriate parentheses are in place, that the lines
are indented to show their logical structure, and that
there are no typographical errors.

Additional Information: See "Syntax Rules for
Configuration Files" on page C-2 for details on the syntax
of these files.

Verify that all net service names are mapped to connect
descriptors in any applicable local naming configuration
file.

Verify that an invalid listener name was not typed in the
LSNRCTL START command.

Check your typing. Verify that the listener name you are
using matches the name specified in your listener
configuration file (LISTENER.ORA).

Establishing a Connection and Testing the Network 8-11



Checklist for Troubleshooting Common Startup and Connection Problems

Problem

Work-Around

Files are incorrectly placed.

1.

The listener will indicate that it cannot start because
configuration files could not be found. Normally, all
configuration files are stored in $ORACLE_
HOME/network/admin  on UNIX and ORACLE _
HOMMetwork/admin on Windows NT. However, the
environment variable or registry value, TNS_ADMIN,
can be set to point to a different location. If $TNS_
ADMIN is set to a different directory, Net8 will expect
your configuration files to exist in that directory.
Secondly, Net8 looks in a ORACLE_HOME directory for
configuration files. The ORACLE_HOME directory is
different for each operating system. The best way to tell
the location of the files is to look in your SQLNET.LOG
file or in the header information in your trace file if you
have asked for tracing to be turned on.

If you are using Oracle Names servers, verify that they
have been started. Also make sure SQLNET.ORA
contains a preferred Oracle Names server parameter so
that a Names List file exists.

If using an external naming service such as NIS is in use,
make sure that the appropriate external naming method
has been installed on clients and servers, and that net
service names have been properly loaded into it. Refer to
your operating system-specific documentation for
information.

The address is already in
use.

Another process may already be using the address listed in
the listener configuration file (LISTENER.ORA). On some
protocols such as TCP/IP, DECnet, and OSI, each network
service on a node must use a unique port or socket. On other
network protocols such as SPX or NetBIOS, each net service
name must be unique for the entire network. Another
network service may be using the same configuration.
Contact your network administrator to evaluate whether the
network address is available.

When trying to connect to a
database, you may get the
message ORA-12203:
TNS:Unable to connect

to destination.
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Problem

Work-Around

When trying to make a
connection from a client,
you may get the message
ORA-12154:TNS:Could
not resolve service
name.

« The net service name you requested is not defined in
your Oracle Names server, external naming method, or
the local naming file can not be found as expected.

If you are using Oracle Names, this problem may
indicate an Oracle Names server definition problem.
Verify the SQLNET.ORA contains a
NAMES.DIRECTORY_PATH parameter for a list of
naming methods.

« Server is not running

« A Oracle Names server List file does not exist. Issue a
REORDER_NS command from NAMESCTL.

«  The NAMES.PREFERRED_SERVER parameter is not
configured correctly in a SQLNET.ORA file. Verify that
the parameter is configured correctly in the
SQLNET.ORA.

When trying to connect to a
database, you may get the
message ORA-1034:

Oracle Not Available ,
or ORA-12505: Listener
could not resolve SID
given in connect

descriptor

The database is not running on the server machine. A listener
alone does not provide a database connection; the database
instance must also be started.

A client returns the message
ORA-12541: No
Listener

Connect requests that come in too quickly for a listener to
handle, and which exceed the listener’s backlog (determined
by QUEUESIZE parameter in LISTENER.ORA), are returned
with an "Connection Refused" error. A client
encountering this error returns the message ORA-12541: No
Listener  and the client log or trace files will show the
"Connection Refused" message.

To correct this problem, follow these steps:
1. Stop the listener.

2. Reconfigure QUEUESIZE in your listener
(LISTENER.ORA) configuration file to be a larger value
(based on anticipated simultaneous connect requests).

3. Restart the listener.
4. Try to connect again.
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Problem Work-Around

When attempting to stop Enter the SET PASSWORD command from within the

the listener, you may get the Listener Control Utility (LSNRCTL), and then enter the STOP
message TNS-01169: The command to stop the listener.

listener has not

recognized the

password.

Testing the Network

The preferred sequence for testing the network is as follows:

1.
2.
3.

4.
5.

Start and test each Oracle Names server (if included in your network layout).
Start and test each listener.

Start and test each Oracle Connection Manager (if included in your network
layout).

Test the server with a loopback test.

Test client with a connection.

This section cover the following topics:

Using Net8 Control Utilities

Testing an Oracle Names Server

Testing Network Objects Using NAMESCTL or the Net8 Assistant
Testing a Listener

Testing Oracle Connection Manager

Testing Configuration on the Server

Testing Network Connectivity from the Client
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Using Net8 Control Utilities

Net8 provides the following tools to help you start, test and control each network
component.

« Oracle Names Control Utility — NAMESCTL
« Listener Control Utility — LSNRCTL
« Connection Manager Control Utility — CMCTL

For more information about Net8’s component control utilities and their
commands, refer to Appendix A, "Control Utilities for the Listener, Oracle Names
Server, and Oracle Connection Manager".

Using the Oracle Names Control Utility (NAMESCTL)

The Oracle Names Control Utility, NAMESCTL, is a tool that you run from the
operating system prompt to start and control the Oracle Names server.

The general form of the Oracle Names Control Utility is:

namesct  command

You can also issue NAMESCTL commands at the program prompt. When you enter
NAMESCTL on the command line, the program is opened. You can then enter the
desired commands from the program prompt. For example, the following
command starts the Oracle Names server.

namesct> start

Using the Listener Control Utility (LSNRCTL)

The Listener Control Utility, LSNRCTL, is a tool that you run from the operating
system prompt to start and control the listener. The general form of the Listener
Control Utility is:

Isnrctl command listener name ][ ags |

You can also issue Listener Control Utility commands at the program prompt.
When you enter LSNRCTL on the command line, the program is opened. You can
then enter the desired commands from the program prompt. For example, the
following command determines the amount of time in seconds the listener will wait
for a valid connection request after a connection has been started.

Isnrct> set connect_timeout 20
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Using the Connection Manager Control Utility (CMCTL)

The Connection Manager Control Utility, CMCTL, is a tool that you run from the
operating system prompt to start and control Oracle Connection Manager. The
general form of the Connection Manager Control Utility is:

cmetl  command

You can also issue CMCTL commands at the program prompt. When you enter
CMCTL on the command line, the program is opened. You can then enter the
desired commands from the program prompt. For example, the following
command starts Oracle Connection Manager.

cmctt> start

Testing an Oracle Names Server

To test an Oracle Names server, use the NAMESCTL PING command. Following
are two ways to PING the Oracle Names server LABRADOR in the US.ACME
domain.

From the NAMESCTL prompt, type:

namesct> ping labrador.us.acme

You can test several Oracle Names servers with the same PING command. For
example:

namesctt> ping huey.uk.acme duey.uk.acme louie.uk. acme

PING responds with the time it takes to contact the Oracle Names server and return
an acknowledgment. If PING fails, make sure the Oracle Names server is started or
double-check the configured address of the Oracle Names server.
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Testing Network Objects Using NAMESCTL or the Net8 Assistant

The information stored in an Oracle Names server ("Configuring the Network with
the Oracle Names Method" on page 6-21) can be queried to verify registration with

the QUERY command.
To use QUERY command, use either the Net8 Assistant or the NAMESCTL control
utility:

Use the Net8 Assistant... Use the control utility NAMESCTL...

1. Start the Net8 Assistant: For a Oracle Names server in the administrative

region, create and register an alias with the Oracle

-On UNIX, run netasst at SORACLE_ Names server:

HOME/bin .

-On Windows NT, choose Start > Programs > To display all data:
Oracle - HOME_NAME > Network namesct

Administration > Net8 Assistant. namesctt> query name*

2. Double-click on the Oracle Names server folder.
The type of information to retrieve may also be

3. Select an Oracle Names server. - .
requested. Common object types include:

4. Choose Manage Data from the drop-down list
box.

5. Click the Advanced tab.
6. Select Query.

« A.SMD: Network addresses, such a database
network definitions for net service names.

« CNAME.SMD: alias name
) ) « DL.RDBMS.OMD: global database link
7. Egltgr the name of the object to query in the Name . DLCR.RDBMS.OMD: global link qualifier

8. Optionally, enter the type of the object in the - NS.SMD: Oracle Names server address

Name field: « V1ADD.NPO.OMD: SQL*Net Version 1 connect
-A.SMD: Network addresses, such a database string

network definitions for net service names. To display the database address for a net service
-CNAME.SMD: Alias name name:

-DL.RDBMS.OMD: Global database link namescl

namesct> query name asmd

-DLCR.RDBMS.OMD: Link qualifier .

The following example shows a query of the net
-NS.SMD: Oracle Names server address. System  service name SALES:
data used to communicate between Oracle

Names servers namesc

) namesctt> query sales a.smd
-V1ADD.NPO.OMD: SQL*Net Version 1 connect
string

The QUERY command returns the amount of
9. Select Execute. time the transaction took and information about

10. Select Save Network Configuration from the File the network object.

menu.

11. Select Exit from the File menu to exit the Net8
Assistant application.
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Testing a Listener

To test a listener, initiate a connection from a client to any active database controlled
by that listener, as described in "Testing Configuration on the Server" on page 8-18.
If the only clients available to access the listener are on a different protocol, you
must use an Oracle Connection Manager to access the listener.

Testing Oracle Connection Manager

To test Oracle Connection Manager, initiate a connection from a client to any active
database for which a source route address has been created.

Testing Configuration on the Server

Once you have configured the network, test the configuration by performing a
loopback test on the server.

A loopback test uses Net8 to go from the server back to itself, bypassing the
Interprocess Communication (IPC). Performing a successful loopback verifies that
Net8 is functioning on the server side.

To perform the loopback test, use the Net8 Assistant:

1.

Start the Net8 Assistant;
«  OnUNIX, run netasst at SORACLE_HOME/bin

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Click the Net Service Names folder in the directory tree.
Select the net service name.
Select Test Net Service Name from the Command menu.

Testing assumes the database and listener are running. If they are not, see "Net8
Component Startup Overview" on page 8-2 to start components.
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5.

A successful test results in "The connect test was successful." message in the

Connect Test dialog box:

when finished testing press Close.

Expect connecting to the database to take from one to several seconds to complete. If it takes
longer, please wait; the reason for any failure will be displayed. To change the userid and
password used for the test press Change Login.

The cennectien test was successful,

Initializing first test to use userid: scott, password: tiger
attermpting to connect using userid: scott

Change Login...] E] Close ]

If the test was not successful:

Ensure the database and listener are running, then click Test.

Click Change Login to change the user name and password for the
connection, then click Test.

Click Close to dismiss the Connect Test dialog box.
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Testing Network Connectivity from the Client

To test several different clients in your network, initiate a connection to a server
from each them by following the instructions in "Entering a Connect String" on
page 8-8.

Net8 also provides the following tools to help you evaluate network connectivity:
« TNSPING

« TRCROUTE

= Net8 Assistant

TNSPING

TNSPING is a utility that determines whether or not a service (for example, an
Oracle database, an Oracle Names server or any other Oracle service) on a Net8
network can be successfully reached.

If you can connect successfully from a client to a server (or a server to another
server) using TNSPING, it displays an estimate of the round trip time (in
milliseconds) it takes to reach the Net8 service.

If it fails, it displays a message describing the error that occurred. This allows you to
see the network error that is occurring without the overhead of a database
connection.

Using TNSPING To invoke the TNSPING utility, enter the following:

tnsping  net_senice_name [ count ]

Note: Different platforms may have different interfaces, but the
program accepts the same arguments. Invoke TNSPING for the
display of the proper interface requirements.

= netservice name: must exist in TNSNAMES.ORA or the name service in use,
such as NIS or DCE’s CDS.

« count (optional): determines how many times the program attempts to reach
the server.

If the net service name specified is a database name, TNSPING attempts to contact
the corresponding listener. It does not actually determine whether or not the
database itself is running. Use Server Manager to attempt a connection to the
database.
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Following are some examples of TNSPING.

Reaching a Database To connect to a database using a net service name of SPOTDB,
the following is entered:

tnsping spotdb

This produces the following message:

TNS Ping Utility for SunOS:

Copyright () Oracle Corporation 1998. All rights reserved.
Attempting to contact
(ADDRESS=(PROTOCOL=TCP)(HOST=spot)(PORT=1521))
OK (50msec)

To determine whether the STPRD database can be connected to, and to specify that
TNSPING try to connect 10 times and then give up, use the following command:

tnsping stprd 10

This command produces the following message:

TNS Ping Utility for SunOS:

Copyright () Oracle Corporation 1998. All rights reserved.
Attempting to contact (ADDRESS=(PROTOCOL=TCP)(HOST=spot)(PORT=1521))
OK (290 msec)

OK (200 msec)

OK (70 msec)

OK (70 msec)

OK (60 msec)

OK (70 msec)

OK (70 msec)

OK (80 msex)

OK (180 msec

OK (340 msec)
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Invalid Net Service Name Below is an example of TNSPING attempting to connect to
an invalid net service name:

tnsping  bad db

This attempt produces the following message:

TNS Ping Utility for SunOS:
Copyright (c) Oracle Corporation 1998. All rights reserved.
TNS-03505: Failed to resolve name

Valid Net Service Name Without Listener Following is an example of using TNSPING to
connect to a name that is valid, but that resolves to an address where no listener is
located (for example, the listener may not be started):

tnsping testing

The following message is returned:

TNS Ping Utility for SunOS:

Copyright () Oracle Corporation 1998. All rights reserved.

Attempting to contact (ADDRESS=(PROTOCOL=tcp)(HOST=spot)(PORT=1521))
TNS-12541: TNS:no listener

Reaching an Oracle Names Server To check whether a Oracle Names server can be
reached, use a command using the Net8 address as in the following:

tnsping (address=(protocol=tcp)(host=fido)(port=1575))

A message similar to the following will be returned to the user:

TNS Ping Utility for SunOS:

Copyright () Oracle Corporation 1998. All rights reserved.

Attempting to contact (ADDRESS=(PROTOCOL=TCP)(HOST=fido)(PORT=1575))
OK (70 msec)
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TRCROUTE

The Trace Route Utility (TRCROUTE) enables administrators to discover what path
or route a connection is taking from a client to a server. If TRCROUTE encounters a
problem, it returns an error stack to the client instead of a single error. These
additional error messages make troubleshooting easier.

TRCROUTE is different from TNSPING in that it travels as a special type of connect
packet, and is routed as such. As it travels toward its destination, the TRCROUTE
connect packet collects the TNS addresses of every node it travels through. If an
error occurs, TRCROUTE collects error information that shows where the error
occurred. The Trace Route Utility displays the information collected on the client
screen. You can redirect the TRCROUTE output to a file, and print it if you wish.

Requirements Trace Route works only over Net8 and SQL*Net version 2.3 and later.
Every node along the route from client to server must use SQL*Net version 2.3 or
later. If a pre-2.3 node is on the path, the following error is displayed:

TNS-03603: Encountered a node with pre-2.3 version of SQL*Net

TRCROUTE shows what node along the path is responsible for any errors.

Effect on Performance The Trace Route Utility uses minimal resources. It gathers
information in the connect data of a special connect packet; standard connect
packets are not affected.

The server is not affected by TRCROUTE. The listener receives and processes the
TRCROUTE connect packet. It returns the information to the client by putting it into
a refuse packet. The server does not need to start up any new processes or deal with
dummy connections.

Establishing a Connection and Testing the Network 8-23



Testing the Network

Using TCROUTE To invoke TRCROUTE, type the following from the command line:

trcroute net_serice_name

If you have configured your network to use listener load balancing, there may be
more than one listener on different nodes for a database. If so, the Trace Route
Utility might use any of the listeners, just as a regular connection request might. The
output it returns shows you what listener node it used.

The following are two examples of trace route output:
« asuccessful Trace Route packet that traveled from a client to a listener

« an unsuccessful Trace Route packet that could not reach the listener because the
listener was not up.

Figure 8-1 Successful Trace Route

Yetrcroute tcp_direct
Trace Route Utility for Solaris:
Copyright (c) Oracle Corporation 1998. All rights reserved.

Route of TRCROUTE:
Node: Client Time and address of entry into node:

01-DEC-96 13:26:36 ADDRESS=PROTOCOL=TCP Host=shining-sun Port=1581
Node: Server Time and address of entry into node:

01-DEC-96 13:27:20 ADDRESS= PROTOCOL=TCP Host=setting-sun Port=1521
Figure 8-2 Trace Route with Error
% treroute tep_direct

Trace Route Utility for SVR4:
Copyright () Oracle Corporation 1996. All rights reserved.

Route of TRCROUTE:
Node: Client Time and address of entry into node:

01-DEC-96 11:12:34 ADDRESS=PROTOCOL=TCP Host=shining-sun Port=1581
TNS-12224: TNS:no listener

TNS-12541: TNS:no listener

TNS-12560: TNS:protocol adapter error

TNS-03601: Failed in route information collection
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Net8 Assistant
To verify connectivity for a client machine, use the Net8 Assistant:

1.

Start the Net8 Assistant:
= OnUNIX, run netasst at $ORACLE_HOME/bin

=« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Click the Net Service Names folder in the directory tree.
Select the net service name.
Select Test Net Service Name from the Command menu.

Testing assumes the database and listener are running. If they are not, see "Net8
Component Startup Overview" on page 8-2 to start components.

A successful test results in "The connect test was successful.” message in the
Connect Test dialog box:

Expect connecting to the database to take from one to several seconds to complete. If it takes
longer, please wait; the reason for any failure will be displayed. Te change the userid and
password used for the test press Change Legin,

when finished testing press Close.

Initializing first test to use userid: scott, password: tiger
Attempting to connect using userid: scott
The connection test was succassful,

Change Login...] E] Close ]
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If the test was not successful:
Ensure the database and listener are running, then click Test.

Click Change Login to change the user name and password for the
connection, then click Test.

5. Click Close to dismiss the Connect Test dialog box.
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This chapter describes how to configure muli-threaded server (MTS).
Specific topics discussed are:

«  Overview

« Configuring Oracle for Multi-Threaded Server Architecture

« Configuring Both Multi-Threaded Server and Dedicated Server Modes
« Overriding Multi-Threaded Server Mode on the Client
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Overview

Consider an order entry system with a dedicated server architecture. A customer
places an order as a clerk enters the order into the database. For most of the
transaction, the clerk is on the telephone talking to the customer and the server
process dedicated to the clerk’s user process remains idle. The server process is not
needed during most of the transaction, and the system is slower for other clerks
entering orders because the idle server process is holding system resources.

The MTS architecture eliminates the need for a dedicated server process for each
connection (see Figure 9-1). A small number of shared servers can perform the
same amount of processing as many dedicated servers. Also, since the amount of
memory required for each user is relatively small, less memory and process
management are required, and more users can be supported.

Features such as connection pooling help increase user scalability by increasing the
number of possible simultaneous connections to the database. See "Enabling
Connection Concentration” on page 7-31 and "Connection Pooling" on page 2-50.
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Figure 9—1  Oracle Multi-Threaded Sever Architecture
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Configuring Oracle for Multi-Threaded Server Architecture

To set up your system in a MTS configuration, start the listener process and set the
MTS_DISPATCHERS parameter in the initialization file (INITSID.ORA).

Note: The Oracle Database Configuration Assistant, available on
Windows NT and some UNIX platforms, allows you to configure
this parameter.

After setting this parameter, restart the instance, which at this point will use the
MTS configuration. MTS_DISPATCHERS should be set in the following manner:

mts_dispatchers="( atttribute =value )"

One and only one of the following attributes is required: ADDRESS,
DESCRIPTION, or PROTOCOL.

Attribute Description

ADDRESS (ADD or The network protocol address of the end point which the
ADDR) dispatchers will listen.

See "Configuring Protocol Addresses" on page 6-76 for further
information about protocol address syntax.

DESCRIPTION The network description of the end point which the dispatchers
(DES or DESC) will listen on, including the protocol. The syntax is as follows:

(description =(address=...))

PROTOCOL (PRO or Specifies the network protocol for which the dispatcher will
PROT) generate a listening end point.
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The attributes CONNECTIONS, DISPATCHERS, LISTENER, MULTIPLEX, POOL,
PRESENTATION, SERVICE, and TICKS are optional:

Attribute

Description

CONNECTIONS (CON
or CONN)

The maximum number of network connections to allow for each
dispatcher.

The default is operating-system specific.

DISPATCHERS (DIS or
DISP)

The initial number of dispatchers to start. The default is 1.

LISTENER (LIS or
LIST)

The network name of the listener with which the dispatchers
will register. It should be set to a name which is resolved
through a naming method. This attribute should be only
specified if the listener is:

« anon-default local listener
. at a remote location

A non-default local listener may also be specified with the
LOCAL_LISTENER parameter. Oracle Corporation recommends
using the LISTENER attribute, as the Oracle Database
Configuration Assistant does not support configuration of the
LOCAL_LISTENER parameter.

Important: In order for the dispatcher to register its information
with a non-default listener, the listener name specified must be
resolved through a naming method, such as a TNSNAMES.ORA
on the server or an Oracle Names server. The entry should only
contain the address of the listener, not the service name
information in the CONNECT_DATA portion.

For example, if the listener name is LIST1, the listening endpoint
uses TCP/IP on port 1521, and the chosen naming method is the
local naming method, the entry in the TNSNAMES.ORA would
be:

listenerl.us.oracle.com=
(description=
(address=
(protocol=tcp)
(host=sales2c)
(port=1521)
)
The Net8 Assistant does not allow you to configure a
TNSNAMES.ORA without the CONNECT_DATA information.
Therefore, Oracle Corporation recommends you create the
TNSNAMES.ORA manually.
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Attribute Description

MULTIPLEX (MUL or Used to enable Oracle Connection Manager’s connection

MULT) concentration feature.
If 1, ON, YES, TRUE, or BOTH is specified, then connection
concentration is enabled for both incoming and outgoing
network connections.
If IN is specified, the connection concentration is enabled for
incoming network connections from the client.
If OUT is specified, the connection concentration is enabled for
outgoing network connections from the client.
If 0, NO, OFF, or FALSE is specified, then connection
concentration is disabled for both incoming and outgoing
network connections.
Additional Information: See "Enabling Connection
Concentration" on page 7-31.

POOL If a number is specified, then connection pooling is enabled for

both incoming and outgoing network connections and the
number specified is the timeout in ticks for both incoming and
outgoing network connections.

If ON, YES, TRUE, or BOTH is specified, then connection
concentration is enabled for both incoming and outgoing
network connections and the default timeout of 10 will be used
for both incoming and outgoing network connections.

Additional Information: See "Enabling Connection Pooling" on
page 7-49 and "Connection Pooling" on page 2-50.
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Attribute Description
PRESENTATION Enables support of specific presentation protocols, including:
(PRE or PRES) «  Two-Task Common (TTC) for standard Net8 and Java

Stored Procedures connections (Default)

«  General Inter-Orb Protocol (GIOP) for Enterprise Java Beans
and CORBA Server connections that use the Internet
Inter-Orb Protocol (I1OP)

I1OP is an implementation of GIOP over TCP/IP or
TCP/IP with SSL. Valid values for GIOP presentation values
include:

« oracle.aurora.server.SGiopServer for session-based GIOP
dispatcher connections. This presentation is valid for
TCP/IP and TCP/IP with SSL.

« oracle.aurora.server.GiopServer for standard GIOP
dispatcher connections. This presentation is valid for
TCP/IP and TCP/IP with SSL.

Each presentation requires a separate MTS_DISPATCHERS
entry.

Additional Information: See "Configuring Java Option
Connections" on page 7-50.

SERVICE (SER, SERV)

The service name which the dispatchers register with the Net8
listeners. The SERVICE attribute overrides the SERVICE_
NAMES parameter.

SESSIONS (SES or SESS)

The maximum number of network sessions to allow for each
dispatcher.

The default is operating-system specific.

TICKS

The size of a network tick in seconds. The default is 15 seconds.
This parameter is optional for connection pooling.

See Oracle8i Tuning for further information on tuning MTS parameters.
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Setting the Initial Number of Dispatchers

The number of dispatchers started at instance startup is controlled by the parameter
MTS_DISPATCHERS. Estimate the number of dispatchers to start for each network
protocol before instance startup.

Note: Unlike the shared servers the number of dispatchers does
not change dynamically. The number of dispatchers must be
explicitly changed with the ALTER SYSTEM command. You can
change the number of number of dispatchers in this manner up to a
maximum limit of MTS_MAX_DISPATCHERS.

MTS_MAX_DISPATCHERS has a default value of 5. If the initial
number of dispatchers, the sum of all dispatchers configured in
multiple MTS_DISPACTHERS variable, configured at setup time is
greater than the value specified for MTS_MAX_DISPATCHERS,
then the system automatically resets MTS_MAX_DISPATCHERS to
the larger number.

The appropriate number of dispatchers for each instance depends upon the
performance you want from your database, the host operating system’s limit on the
number of connections per process, (which is operating system dependent) and the
number of connections required per network protocol.

The instance must be able to provide as many connections as there are concurrent
users on the database system. After instance startup, you can start more dispatchers
if needed.
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Calculating the Initial Number of Dispatcher

Once you know the number of possible connections per process for your operating
system, calculate the initial number of dispatchers to create during instance startup,
per network protocol, using the following formula.

number maximum number of concurrent sessions
of  =CEL ¢ )
dispatchers connections per dispatcher

For example, assume that your system typically has 900 users concurrently
connected via TCP/IP and 600 users connected via SPX, and supports 255
connections per process. In this case, the DISPATCHERS attribute for TCP/IP
should be set to a minimum of 4 dispatchers and SPX should be set to a minimum
of 3 dispatchers:

mits_dispatchers="(protocol=tcp) (dispatchers=4)"
mts_dispatchers="(protocol=spx) (dispatchers=3)"

Examples

Example 1 To force the IP address used for the dispatchers, enter the following:

mts_dispatchers="(address=(partial=true)(protocol=tcp)(host=144.25.16.201))
(dispatchers=2)"

This will start 2 dispatchers that will listen in on HOST=144.25.16.201, which must
be a card that is accessible to the dispatchers.

Example 2 To force the exact location of dispatchers, add the PORT as follows:

mts_dispatchers="(address=(partial=true)(protocol=tcp)
(host=144.25.16.201)(port=5000))(dispatchers=1)"
mts_dispatchers="(address=(partial=true)(protocol=tcp)
(host=144.25.16.201)(port=5001))(dispatchers=1)"

Note: You can specify multiple MTS_DISPATCHERS in the
INITSID.ORA file, but they must be adjacent to each other. Also,
MTS_DISPATCHERS defaults to 1.
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Configuring Both Multi-Threaded Server and Dedicated Server Modes

Oracle8i release 8.1.5 supports MTS for GIOP and TTC presentations. (IIOP is an
implementation of GIOP over TCP/IP.) Because each presentation requires its own
MTS_DISPATCHERS entry in the INITSID.ORA to enable MTS connections, it is
possible to configure MTS for IIOP clients and dedicated server for TTC clients. This
is achieved by setting the MTS_DISPATCHERS parameter in the INITSID.ORA file
with a GIOP presentation. Because dedicated server is the default behavior, no
further configuration for TTC is required. A dedicated server will be used for all
TTC client connections.

In the example below, two MTS_DISPATCHERS entries are configured for different
GIOP presentation protocols, indicated by the PRESENTATION attribute:

mts_dispatchers="(protocol=tcp)
(presentation=oracle.aurora.server.SGiopServer)"
mts_dispatchers="(protocol=tcp)
(presentation=oracle.aurora.server.GiopServer)"

It is also possible to configure MTS for IIOP clients and TTC clients. This is achieved
by setting separate entries for each presentation. In the example below, three MTS
DISPATCHERS entries are configured for:

« TTC for Net8 clients
Because TTC is the default presentations, there is no explicit entry for it

« two GIOP presentation protocols for IIOP clients

mts_dispatchers="(protocol=tcp)"
mts_dispatchers="(protocol=tcp)
(presentation=oracle.aurora.server.SGiopServer)"
mts_dispatchers="(protocol=tcp)
(presentation=oracle.aurora.server.GiopServer)"
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Overriding Multi-Threaded Server Mode on the Client

If the network is configured for MTS and a particular client requires dedicated
server mode, the TNSNAMES.ORA file can be configured with a net service name
that uses a dedicated server. This is achieved with (SERVER=DEDICATED) in the
CONNECT_DATA section of a connect descriptor:

net senice_ name =

(description=
(address=( protocol_address_information )
(connect_data=
(service_name= senice name )
(server=dedicated)
)

)

See "Configuring Advanced Connection Attributes for a Net Service Name" on
page 7-7 to set the SERVER parameter.
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Enabling Net8 Enhancements for
Programmers

Net8 includes an application program interface (API) called Net8 OPEN allowing
programmers to develop both database and non-database applications. In addition,
Net8 contains several new benefits for programmers, including UNIX client
programming, signal handler and alarm programming, Bequeath protocol, and
child process termination.

This chapter contains the following sections:
« Net8 OPEN
« UNIX Client Programming
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Net8 OPEN

Net8 includes an application program interface (API) called Net8 OPEN, which
enables programmers to:

« develop both database and non-database applications that make use of the Net8
network already deployed in their environment

« deploy an application developed on one machine to another without having to
modify their calls to the network interface

Net8 OPEN provides applications a single common interface to all industry
standard network protocols.

The relationship of Net8 OPEN to other products is shown in Figure 10-1.

Figure 10-1 Net8 OPEN

An Communication An
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Program Program
Net8 OPEN Net8 OPEN
Connectivity
Net8 < > Net8

Using Net8 OPEN, you can solve a number of problems, such as:

« Three-tier connectivity (client/agent/server) - Use any application to
communicate with an agent. For example, the agent might be an application
server that allows simultaneous connectivity to Oracle and non-Oracle data
sources, such as remote information servers.

« Distributed applications - Build distributed applications that can run over an
existing Oracle network without the requirements of a database or additional
middleware.

« Enhanced clients - Integrate non-SQL information with SQL applications. For
example, a process control application can communicate with a non-SQL
application such as a sensor.
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Net8 OPEN API Function Calls

In contrast to a remote procedure call interface, Net8 OPEN provides a byte
stream-oriented API that can be used to develop basic applications which send and
receive data. Applications developed with Net8 OPEN must ensure that values sent
across the network are interpreted correctly at the receiving end.

The Net8 OPEN API consists of five function calls:

« TNSOPEN

« TNSCLOSE

« TNSSEND

« TNSRECV

« TNSCONTROL

TNSOPEN

Description: Initializes the Net8 OPEN API per-connection handle. This
function must be the first Net8 OPEN call that a user makes.
Note that tnsopen() does not establish a connection;
connections are established by the send and receive calls as
needed.
If you are writing a client program (which will initiate the
connection), "name" contains a net service name in the same
format as those in a TNSNAMES.ORA file.
If you are writing a server program, "name" should be NULL.
Your server program will pick up the connection automatically
when you make the first tnsrecv() call to receive data (see the
section on tnsrecv).

Synopsis: int tnsopen(handiep, name)
void *handlep;
const char *name;

Parameters: handlep (IN/OUT) - Address to receive Net8 connection
handle
name (IN) - net service name

Prerequisites: The handlep parameter must not be NULL

Returns: Upon successful completion a zero value is returned.

Otherwise, a positive Net8 API error is returned.
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TNSCLOSE

Description:

Synopsis:

Parameters:

Prerequisites:

Returns:

Shuts down the connection. The user must call this function to
close the connection and release the handle properly.

int tnsclose(handlep)
void *handlep;

handlep(IN/OUT) - Address of a pointer to a Net8
connection handle

The handlep parameter must not be NULL.

Upon successful completion a zero value is returned, and
*handlep is set to NULL. Otherwise, a positive Net8 API error
number is returned.
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TNSSEND

Description:

Synopsis:

Parameters:

Prerequisites:

Returns:

Sends data to the Net8 connection handle.

In the first call to tnssend() on the client side, the connection is
established before any data is sent to the handle. The client
application must first call tnssend() after tnsopen() to establish
a connection to the server. It is an error if the client application
calls tnsrecv() first, or if the server program calls tnssend() first.

Note that this also means that the thssend() call may return
errors related to connection establishment - so the first
indication you get that, for instance, you have given the
incorrect TNS address, is that an error occurs on the first
tnssend() call, rather than on the tnsopen() call as you may first
expect.

inttnssend(handle, data, length)
void *handle;

const void *data;

size_t*length;

handle(IN/OUT) - pointer to Net8 connection handle
returned by tnsopen()

data(IN) - pointer to data to be sent

length(IN/OUT) - pointer to the length of data to be sent in
bytes and the actual number of bytes written on return.

The parameters must not be NULL.

Upon successful completion a zero value is returned, and the
actual number of bytes written is returned as the value pointed
to by the length parameter. Otherwise, a positive Net8 API
error number is returned.
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TNSRECV

Description:

Synopsis:

Parameters:

Prerequisites:

Returns:

Receives data from the Net8 connection handle.

In the first call to tnsrecv() on the server side, the connection is
established before data is received from the handle. The server
must first call tnsrecv() after tnsopen() to accept the connection
from the client.

Incoming connections are accepted by the Net8 Listener
(tnslsnr), which automatically spawns off a copy of your server
program when needed, and hands it the new connection. You
must configure the network listener with the location of your
server program for this to occur — see the section on
configuration below.

int tnsrecv(handle, data, length)
void *handle;

void *data;

size_t*ength;

handle(IN/OUT) - pointer to Net8 connection handle
returned by tnsopen()

data(IN/OUT) - pointer to buffer to receive data

length(IN/OUT) - pointer to the length of buffer to receive
data and actual number of bytes received on return

All parameters must not be NULL.

Upon successful completion a zero value is returned, and the
actual number of bytes received is returned as the value
pointed to by the length parameter. Otherwise, a positive Net8
API error number is returned.
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TNSCONTROL
Description: Sets the connection to blocking or nonblocking mode.
Synopsis: int tnscontrol(handle, cmd)
void *handle;
int*cmd;
Parameters: handle(IN) - pointer to Net8 connection handle returned by

Prerequisites:

Returns:

tnsopen()

cmd(IN) - option to apply to the connection. Currently
supported values are:

TNSAPINONBLOCKINGset connection into nonblocking mode
TNSAPIBLOCKING- set connection into blocking mode

The handle must not be NULL, and cmd must be one of the
supported commands.

A zero value is returned if the option is successfully set.
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Finding the Net8 OPEN Applications Program Interface

The applications program interface is provided as part of the standard Net8
installation. To use it, you need the following:

« TNSAPI.H - this is the header file which describes the API interfaces and errors.
It is provided in $ORACLE_HOME/network/public ~ on UNIX and ORACLE_
HOM¥etwork\tnsapilinclude on Windows NT.

« The Net8 OPEN library - located with other Oracle networking libraries, and
contains the name "TNSAPI". Note that the name of the library varies by
platform. On UNIX, itis in your $ORACLE_HOME/network/lib  directory and
is named LIBTNSAPI.A. On Windows platforms, the ORACLE _
HOMHMetwork/tnsapi/lib contain the files TNSAPIL.DLL and TNSAPI.LIB.

« Sample makefiles - are provided for your platform in your network directory.
They can be used to determine the appropriate link line to build your
application.

Building Your Own Application

Modules which make reference to Net8 OPEN functions should include TNSAPI.H,
as follows:

#include <tnsapi.h>

Your makefile (or other location for your build command) should ensure that the
include path is set properly so that it can find TNSAPI.H. Refer to the sample
makefiles provided in your installation.
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Configuring the System to Use Your Net8 OPEN Application

To configure Net8 to recognize your Net8 OPEN application, proceed as follows:

1.

Add the location of your server program to your listener configuration file
(LISTENER.ORA), so that the network listener knows to start your server if a
connection request is received.

Note: This is not necessary for release 8.1 configurations, as
database instance registration registers service information with the
listener.

To do this, choose a system identifier (SID) name for your service similar to that
of an Oracle database. Do not pick the same SID as your database.

For example, if you are configuring a "chat" program, you could call the SID
"chatsid". Place the program into the same place as the Oracle server executable,
which is normally $ORACLE_HOME/binon UNIX and ORACLE_HOM#in on
Windows NT.

You would place the following entry in a listener configuration file as follows:

sid_list listener=

(sid_list=

(sid_desc=
(sid_name = chatsid)*your SID name*/
(oracle_home = /ustloracle)*$ORACLE_HOME bin directory*/
(program = chatsvr)#the name of your server program?®/)

You need to restart the listener, so it will recognize the new service.

Add the address of your application server to your local names configuration
file (TNSNAMES.ORA).

For example, if your listener is listening on the following address:
(description=(address=(protocol=tcp)(host=unixhost)(port=1521)))

And you want people to refer to the service you created above as "chat".
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You would add the following parameter to your local naming configuration file
for release 8.1 configuration:

chat=

(description=
(address=(protocol=tcp)(host=unixhost)(port=1521)
)
(connect_data=(service_name=chatsid)))

You would add the following parameter to your local naming configuration file
for pre-release 8.1 configuration:

chat=

(description=
(address=(protocol=tcp)(host=unixhost)(port=1521)
)
(connect_data=(sid=chatsid)))

Note that the address contains the SID you configured in the LISTENER.ORA
file above. Also note that the second line started with at least one space
character, which indicates that it is a continuation line.

If you have domains in your network, you need to name your service
accordingly. For instance, use chat.acme.com if the domain is acme.com. Again,
use the TNSNAMES.ORA file as a template — if all the other net service names
end in a domain, you need to hame your service similarly.

Place the executable for your service in the same directory as your Oracle
Server executable. On UNIX platforms, place the executable in the SORACLE _
HOME/bin directory indicated in your LISTENER.ORA file. In this example,
you would place the program "chatsvr” in the location
/usr/oracle/bin/chatsvr.

If needed on your operating system, you also must ensure that you have
permission to execute your program.
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Sample Programs
Two sample applications are provided with Net8 OPEN:

« finger - this is a utility that connects to the server that retrieves information
about who is logged in. This utility includes a pair of programs which
demonstrate the basic steps involved in building a distributed application. The
client program runs on both Solaris and Windows NT; the server is UNIX
specific.

« tftp - this sample client and server program is implemented in UNIX to help
you with simple file transfers using the tftp protocol.
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Net8 OPEN API Errors

This section lists the error numbers which can be returned if one of the above
function calls fails. Note that in some cases, connection-related errors may come
back from a send or receive call, if the connection has not yet been established at
that time.

20002 - SDFAIL_TNSAPIE - The underlying "send" command failed in tnssend().
20003 - RECVFAIL_TNSAPIE - The underlying "receive’ command failed in thsrecv().
20004 - INVSVROP_TNSAPIE - Operation is invalid as the server.

20005 - INVCLIOP_TNSAPIE - Operation is invalid as the client.

20006 - HDLUNINI_TNSAPIE - The connection should be initialized by caling
tnsopen().

20007 - INHFAIL_TNSAPIE - Server failed in inheriting the connection from the
listener.

20008 - ACPTFAIL_TNSAPIE - Server failed in accepting the connection request
from the client.

20009 - NULHDL_TNSAPIE - A null handle was passed into the call, which is not
allowed.

20010 - INVOP_TNSAPIE - An invalid operation called was passed into the call.
20011 - MALFAIL_TNSAPIE - A malloc failed in TNS API call.

20012 - NLINIFAIL_TNSAPIE - Failed in NL initialization.

20013 - NMTOOLONG_TNSAPIE - Service name is too long.

20014 - CONFAIL_TNSAPIE - Client connect request failed.

20015 - LSNFAIL_TNSAPIE - Server failed to listen for connect request.

20016 - ANSFAIL_TNSAPIE - Server failed to answer connect request.

20017 - NMRESFAIL_TNSAPIE - Failed to resolve service name.

20018 - WOULDBLOCK_TNSAPIE - Operation would block.

20019 - CTLFAIL_TNSAPIE - Control call failed.

20020 - TNSAPIE_ERROR - TNS error occurred.

20021 - INVCTL_TNSAPIE - Invalid operation request in control call.
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UNIX Client Programming

Event programming in UNIX requires the use of a UNIX signal. When an event
occurs, a signal flags a process. The process executes code that is relevant to the
particular signal generated. UNIX does not allow a single process to set more than
one signal handler or alarm for a particular signal call. If a process sets a second
signal handler or alarm request on a signal like SIGCHLD (signal on a child process’
status change), UNIX nullifies and loses the previous request for the SIGCHLD.

If any part of your application issues one of these requests, signal handling or
alarms may cause the system to lose and never respond to that particular request.
Depending on the signal requested, the system may not clean up defunct processes
properly because of a signal handler problem.

Net8 provides two solutions to allow for the use of signal handling and alarms in
tandem with Oracle’s usage of those requests:

« Signal Handler and Alarm Programming

» Bequeath
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Signal Handler and Alarm Programming

Bequeath

Net8 provides an operating system dependent (OSD) call that keeps a table of all
signal handler or alarm requests for each signal. Any program that uses the signal
handler or alarm is now required to use the Oracle OSD calls. This provides a
solution for programmers in UNIX who are not allowed to set more than one signal
handler or alarm for a particular call. Any program that uses the signal handler or
alarm must use the Oracle OSD calls. This is however, currently available only for
internal use. In the near future, an externalized version of the OSD calls for client
application usage will be released.

Until then, if you set all of the client’s signal handlers before making any database
connections, the OSD call will remember the last signal handler set for the signal
and will add it to the signal handler table. Note that by doing this, you cannot
disable the signal handler.

Oracle OSD Signal Handling Rules

To use the table-driven shared OSD signal handler for all SIGCHLD calls, you must
observe the following rules:

« Know your child process IDs so you can clean up the correct process.
« Usethe waitpid () call instead of wait () on the correct child process ID.

« Thewaitpid () call must be non-blocking.

This section is for UNIX application programmers who use both the UNIX signal
handler for tracking child process status changes with the SIGCHLD call and Net8
for the networking portion of their application.

When a client application is directed to communicate with an Oracle database on
the same machine, it uses the Bequeath protocol to establish the connection. The
Bequeath protocol enables the client to retrieve information from the database
without using the listener. The Bequeath protocol internally spawns a server
process for each client application. In a sense, it performs locally the same operation
that a remote listener does for your connection.
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Child Process Termination

Since the client application spawns a server process internally through the Bequeath
protocol as a child process, the client application becomes responsible for cleaning
up the child process when it completes. When the server process completes its
connection responsibilities, it becomes a defunct process. Signal handlers are
responsible for cleaning up these defunct processes. Alternatively, you may
configure your client SQLNET.ORA file to pass this process to the UNIX init process
by disabling signal handlers.

Use the Net8 Assistant to configure a client to disable the UNIX signal handler. The
SQLNET.ORA parameter set to disable is as follows:

bequeath_detach=yes

This parameter causes all child processes to be passed over to the UNIX init process
(pid = 1). The init process automatically checks for "defunct" child processes and
terminates them.

Bequeath automatically chooses to use a signal handler in tracking child process
status changes. If your application does not use any signal handling, then this
default does not affect you.
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Troubleshooting Net8

Net8 provides methods for understanding and resolving network problems through
the use of log and trace files. These files keep track of the interaction between
network components as errors occur. Evaluating this information will help you to
diagnose and troubleshoot even the most complex network problems.

This chapter describes common network errors and outlines procedures for
resolving them. It also describes methods for logging and tracing error information
to diagnose and troubleshoot more complex network problems. This chapter
contains the following sections:

Diagnosing Net8

Resolving the Most Common Error Messages

Troubleshooting Tips from the Field

Troubleshooting Network Problems Using Log and Trace Files
Logging Error Information

Tracing Error Information

Contacting Oracle Customer Support

Troubleshooting Net8
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Diagnosing Net8

If you have just completed installing and configuring Net8 and an attempt to make
a basic peer-to-peer (single protocol network) connection returns an ORA ERROR,
this section may help you diagnose the cause of the problem.

Any underlying fault, noticeable or not, is reported by Net8 with an error number
or message that is not always indicative of the actual problem. This section helps
you determine which parts of Net8 do function properly rather than the parts that
do not work. It also helps you to decide in which of the following categories the
fault belongs:

« Oracle software
« Operating system layer
«  Other network layers

Testing the various network layers progressively should in most cases uncover any
problem.
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Server Diagnostics

Answer the questions below: (You may need assistance from your server
administrator to follow the instructions in this section.)

« Isany other system (workstations/servers) able to connect to the server using
Net8?

« Has the server, database, or listener configuration remained the same for some
time?

If you answered YES to any of the above questions/statements, skip this section
and continue to "Client Diagnostics" on page 11-4.

If you are unsure, or answered NO to any of the above questions, please continue.
Diagnosing Net8 on the server involves the following tasks:

« Task 1: Verify the Database Is Running

« Task 2: Perform a Loopback Test

Task 1: Verify the Database Is Running
To check that the database is up:

« Log onto the database and connect with a valid user name and password. For
example:

sqlplus system/manager

A message appears, confirming that you are connected with the database. If you
receive the following errors, ask your Database Administrator to assist you:

« ORA-1017: invalid U/P
« ORA-1034: Oracle not available
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Task 2: Perform a Loopback Test
To perform a loopback test:

1. Check that the LISTENER.ORA, TNSNAMES.ORA, and SQLNET.ORA files
exist in SORACLE_HOME/network/admin on UNIX and ORACLE _
HOM#metwork\admin on Windows NT.

2. Follow the instructions in "Testing Configuration on the Server" on page 8-18 to
perform a loopback test.

« Ifthe loopback test continues to fail, continue to the next step.
« Ifthe loopback test passes, skip to "Client Diagnostics" below.

3. Check the Problem/Solution Database website at
http://support.oracle.com for more specific information on the error
received, or contact Oracle Worldwide Support.

Client Diagnostics

At this point, you know the Net8 server side listener works properly, because you
could verify at least one of the following statements:

« The server passed a loopback test, showing that the connection worked

«  Other machines (servers, workstation) connect also using Net8 to this same
Oracle Server.

«  Connections from this workstation worked previous to making changes on this
machine (such as the installation of a new product or a modification to the
network configuration).

To perform diagnostics on the client:

1. Check that you have installed the same Oracle protocol(s) as were installed on
the server. On UNIX, you can run the adapters program to verify this. Run
adapters at $ORACLE_HOME/bin

Output similar to the following appears:
Installed Net8 Tranport Protocols are:

IPC
TCP/IP
BEQueath
SSL
RAW
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Check base connectivity for underlying network transport. (You may need help
from your network administrator to verify this.) Net8 technology depends on
the underlying network for a successful connection.

Protocol Verify that you can...

TCP/IP Use file transfer or terminal emulation utilities (FTP, TELNET,
and PING) from the workstation to the server where the
listener and database reside.

SPX «  Perform a Netware log in to the machine on which the
database is running.

«  Ensure you can map drives or use other Novell services
such as Print Servers and File Servers on the Network.

«  Check that the listener service is broadcasting by doing a
DISPLAY SERVERS from the Novell Server or any Novell
File Server on the SPX network.

Named Pipes «  See other computers or servers on the MSFT network.

«  Ensure you are able to share drives within the MSFT
network.

Verify that all Net8 software has been installed to ensure that both the Net8
Client and the appropriate protocol are present.

Ensure that the client machine has the TNSNAMES.ORA and the SQLNET.ORA
files in $ORACLE_HOME/network/admin on UNIX and ORACLE _
HOMetwork\admin on Windows platforms.

The search order for SQLNET.ORA and TNSNAMES.ORA follows:
a. Current working directory from where an application is executed
b. TNS_ADMIN environment variable

If the TNS_ADMIN environment variable is not defined on Windows
platforms, TNS_ADMIN it may be in the registry

c. IfTNS_ADMIN is not defined, $ORACLE_HOME/network/admin on
UNIX and ORACLE_HOMtetwork\admin on Windows platforms

If you have any other working client machines connecting to your selected
Oracle database using Net8, back up your existing files and copy both the
working TNSNAMES.ORA and SQLNET.ORA files from the working machine
onto the non-working client workstations. This eliminates the possibility of
errors in the files.
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Test the Net8 layer, as described in "Testing Network Connectivity from the Client"
on page 8-20.

Note: Do not to use TNSPING. TNSPING works just like the
TCP/IP PING utility and will not create and open a socket, nor
does it connect with the listener. It just ensures listener is present at
the server side.

If the connection still fails:

Use tracing as described in the following section "Troubleshooting Network
Problems Using Log and Trace Files" on page 11-15.

Check the Problem/Solution Database website at
http://support.oracle.com for a specific diagnostics bulletin on the
error received.

Contact Oracle Worldwide Support.
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Resolving the Most Common Error Messages

Due to the complexity of network communications, network errors may originate
from a variety of sources, for a variety of reasons. If an error occurs, applications
such as SQL*Plus and SQL*Forms, which depend on network services from Net8,
will normally generate an error message.

A list of the most common network error messages follows:

ORA-12154:
ORA-12198:
ORA-12203:
ORA-12224:

ORA-12500:
process

ORA-12533:
ORA-12545:
ORA-12560:

TNS:could not resolve service name
TNS:could not find path to destination
TNS:unable to connect to destination
TNS:no listener

TNS:listener failed to start a dedicated server

TNS:illegal ADDRESS parameters
TNS:name lookup failure

TNS:protocol adapter error

ORA-3113: TNS:End of file on communication channel

ORA-3121: No interface driver connection - function not

performed
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The table below describes each network error and outlines procedures to troubleshoot

them.

Error #: Message

Description/Troubleshooting Procedures

ORA-12154: TNS:could
not resolve service
name

Cause: Net8 could not locate the net service name specified in the
TNSNAMES.ORA configuration file.

Actions:

1. Verify thata TNSNAMES.ORA file exists and that it is accessible.

2. Verify that there are not multiple copies of the TNSNAMES.ORA file.

3. Inyour TNSNAMES.ORA file, verify that the net service name specified in
your connect string is mapped to a connect descriptor in the
TNSNAMES.ORA file. Also, verify that there are no syntax errors in the file.

4. Verify that there are no duplicate copies of the SQLNET.ORA file.

5. If you are using domain names, verify that your SQLNET.ORA file contains a
NAMES.DEFAULT_DOMAIN parameter. If this parameter does not exist,
you must specify the domain name in your connect string.

If you are not using domain names, and this parameter exists, delete it or
disable it by commenting it out.

6. If you are connecting from a login dialog box, verify that you are not placing
an "@" symbol before your connect net service name.

7. Activate client tracing and re-execute the operation.

ORA-12198: TNS:could
not find path to
destination

ORA-12203:
TNS:unable to
connect to
destination

Cause: The client is not able to find the desired database.

Actions:

1. Verify that you have entered the net service name you wish to reach correctly.

2. Verify that the net service name ADDRESS parameters in the connect
descriptor of your TNSNAMES.ORA file are correct.
Verify that your TNSNAMES.ORA file is stored in the correct directory.

4. \Verify that the listener on the remote node has started and is running. If not,
start the listener by using the Listener Control Utility.

5. If you are connecting from a login box, verify that you are not placing an "@"

symbol before your connect net service name.
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Error #: Message

Description/Troubleshooting Procedures

ORA-12203:
TNS:unable to
connect to
destination

ORA-12203 error is a generic error that often shields secondary errors. For this
reason, check the latest SQLNET.LOG file located in $ORACLE _
HOME/network/log  on UNIX and ORACLE_HOMt#tetwork\log on
Windows platforms for secondary ORA messages. If after analyzing the log file
you determine there are no secondary errors, determine if the problem may be
caused by one the following scenarios:

Cause: The incorrect Oracle protocol for the selected networking protocol is
installed. A missing protocol support driver usually produces the following errors
in the SQLNET.LOG or any client trace file:

« ORA-12203
« ORA-12538
« ORA-00508

Action: Check that you have installed the appropriate Oracle protocol. On UNIX,
you can run the adapters  program to verify this. Run adapters at $ORACLE_
HOME/bin .

Output similar to the following appears:
Installed Net8 Tranport Protocols are:

IPC
TCPIP
BEQueath
SsL
RAW

ORA-12203 continued

Cause: An invalid net service name was supplied in the connect string.

Action: Verify that the net service name supplied in your connect string exists in
your TNSNAMES.ORA file and the ADDRESS information for that net service
name is valid. Ask yourself the following questions:

. Is the HOST or SERVICE name correct?
. Is the PORT specified correct?
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Error #: Message

Description/Troubleshooting Procedures

ORA-12203 continued

Cause: Net8 could not find the connect descriptor specified in the
TNSNAMES.ORA file.

Action: After verifying that the database is running, check the following:

1. Verify the listener is running. Enter:

Isnrct
Isnrcti> status listener_name
where listener_name is the name of the listener defined in the LISTENER.ORA

file. It is not necessary to identify the listener if you are using the default
listener, named LISTENER.

If the output indicates the listener is not running, try starting it with the
command:
Isnrcti> start listener_name

2. Ensure the TNSNAMES.ORA file is in the correct location, SORACLE_
HOME/network/admin  on UNIX and ORACLE_HOM#tetwork\admin on
Windows platforms.

ORA-12203 continued

Cause: The destination system's listener is not listening.
Action: Verify that the remote system's listener is running. Enter:

Isnrctl
Isnrct> status listener_name

where listener_name is the name of the listener defined in the LISTENER.ORA file.
It is not necessary to identify the listener if you are using the default listener,
named LISTENER.

If the output indicates the listener is not running, try starting it with the
command:

Isnrct> start listener_name

ORA-12203 continued

Cause: There are underlying network transport problems.

Action: Verify with utilities supplied with the networking protocol being
used that the protocol itself is functional. For example, with TCP/IP, try to
PING the remote system.

ORA-12203 continued

Cause: TNSNAMES.ORA file is not located in the proper directory.

Action: Make sure the TNSNAMES.ORA file is located in $ORACLE_
HOME/network/admin  on UNIX and ORACLE_HOM#tetwork\admin on
Windows platforms or an alternative path, as explained in "Client
Diagnostics” on page 11-4.
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Error #: Message

Description/Troubleshooting Procedures

ORA-12203 continued

Cause: The (HOST=server_name) parameter for TCP/IP addresses or
(SERVICE=tns_application) parameters for SPX addresses is not consistent on the
clients and server machines.

Action: Ensure the values for these parameter are the same on the server and
client.

For TCP/IP setups, make sure that the HOST parameter in LISTENER.ORA on the
server and in the TNSNAMES.ORA file on the client point to the same name, or at
least to names that are then translated to the same IP address by each system. This
is especially important for servers with multiple IP addresses assigned to the
various network interfaces on the server.

For SPX setups, the name must be the same on the server and client workstations.

ORA-12224: TNS:no
listener

Cause: The connection request could not be completed because the listener is not
running.

Actions:

1. Ensure that the supplied destination address matches one of the addresses
used by the listener.

2. Verify also that this is not a version compatibility problem.

ORA-12500:
TNS:listener failed
to start a dedicated
server process

Cause: The listener was unable to start a process connecting the user to the
database server.

Actions:

1. Verify that the SID_LIST section of the LISTENER.ORA file and the system
identifier (SID) in the CONNECT DATA section of the TNSNAMES.ORA file
are correct.

2. Check that the program name specified by the PROGRAM parameter in the
SID_LIST section exists in the Zbin directory or specify the path for the
program name.

3. Verify that the user has adequate privileges to access the database.

ORA-12533:
TNS:illegal ADDRESS
parameters

Cause: The protocol specific parameters in the ADDRESS section of the designated
connect descriptor in your TNSNAMES.ORA file are incorrect.

Action: For more information about protocol specific keywords, refer to the Oracle
operating system specific documentation for your platform.
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Error #: Message

Description/Troubleshooting Procedures

ORA-12545: TNS:name
lookup failure

Cause: The listener on the remote node cannot be contacted.
Actions:

1. Verify that the ADDRESS in the TNSNAMES.ORA file or the LISTENER.ORA
file is correct.

2. Verify that the listener on the remote node has been started. You may check its
status with the STATUS command of the Listener Control Utility, and start it
with the START command if necessary.

ORA-12560:
TNS:protocol adapter
error

Cause: The listener was unable to start a process connecting the user to the
database server.

Actions:
1. Turnon tracing and re-execute the operation.
2. Evaluate the contents of the trace file to diagnose the problem.

ORA-3113: TNS:End of

Cause: An unexpected end of file was processed on the communication channel.

file on This may be an indication that the communications link may have gone down at

communication least temporarily; it may indicate that the server has gone down.

channel Action: You may need to modify your re-transmission count. For more
information about troubleshooting this error, refer to the appropriate Oracle
operating system specific documentation.

ORA-3121: No Cause: A SQL*Net version 1 prefix was erroneously used in the connect string.

interface driver . . . . .

connection - Action: Do not use the following prefixes in the connect string.

function not « T

performed X:
. P:

Cause: Only the user name and password were specified from a client machine
that had no local Oracle database installed.

Action: Specify a connect string.
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Troubleshooting Tips from the Field

Below are some tips you may find helpful when you are having difficulty
diagnosing network problems:

Use the node or network address during configuration instead of the name of
the server machine—This eliminates any internal lookup problems and make
the connection slightly faster.

TCP/IP—Use the internet address rather than the host name in TCP/IP
addresses, for example, 198.32.3.5. Change the

(HOST =server_name) line in the TNSNAMES.ORA file with the internet
address, for example (HOST=198.32.3.5).

Consider possible SPX connection issues—The workstation requesting a
connection be made with a remote listener must first learn the location of that
SPX service in the NetWare IPX network.

The client workstation issues a lookup request for the SPX service. If the service
cannot be found, an error is sent back to the workstation.

Perform a loopback test—Perform a loopback test on the server, as described in
"Testing Configuration on the Server" on page 8-18. If the test passes, FTP the
TNSNAMES.ORA and SQLNET.ORA files to the client.

Check what is between you and the server—If it is a wide area network
(WAN), identify any intermediate systems that may not work correctly. If all
machines are fine, the problem may be a timing issue.

Verify Whether or Not There Is a Timing Issue—Timing issues are associated
with ORA-12203, ORA-12535, or ORA-12547 errors in the client log files.

To resolve this, try speeding up the connection by using exact addresses instead
of names and increase the CONNECT_TIMEOQUT parameter in the
LISTENER.ORA file. The default value for this parameter is 10 seconds.

Determine which Oracle applications are failing—SQL*Plus may work, but
CASE tools may not. If you determine the problem is a data volume issue, try to
transfer a large (5 MB) file with the base connectivity.
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Questions to Ask When Troubleshooting
Below are some questions to ask yourself when diagnosing a problem:

Do all machines have a problem, or is it just one?

If one machine works and another does not, and you are confident that the
same software (Oracle and third-party products) is installed, swap out the
network cables, if they are close enough, to see if the problem moves. If it does
move, it indicates that the problem has something to do with the client-server
connection and is not local to the PC.

What kind of links exist between the client and the server, for example, X.25, ISDN,
Token Ring, or leased line?

Sniffers and LAN analyzers are useful for intermittent failing connections or
detecting time-outs and resent packets. You can also see what side of the
conversation is waiting for a response.

Does the third-party application fail, but Oracle applications work?
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Troubleshooting Network Problems Using Log and Trace Files

Net8 provide detailed information about the source and context of problems as they
arise. This information is generated and stored in log and trace files. The process of
logging and tracing error information will help you to diagnose and resolve
network problems.

For server and listener, log files are by default located in SORACLE_
HOME/network/log  on UNIX and ORACLE HOMt#etwork\log on Windows
platforms, and trace files are by default located in SORACLE __
HOME/network/trace  on UNIX and ORACLE _HOMt#tetwork\trace on
Windows platforms. For client, log and trace files are by default located in the
current working directory.

Logging Error Information

All errors encountered in Oracle network products are appended to a log file for
evaluation by a network or database administrator. The log file provides additional
information for an administrator when the error message on the screen is
inadequate to understand the failure. The log file, by way of the error stack, shows
the state of the software at various layers.

To ensure that all errors are recorded, logging cannot be disabled on clients or
Names Servers. Furthermore, only an administrator may replace or erase log files.
The log file for the listener also includes Audit Trail information about every client
connection request, as well as most listener control commands.

This section covers the following topics:

« Error Stacks

« Log File Names

« Understanding and Setting Log Parameters

« Setting Log Settings During Runtime of Control Utilities
« Using Log Files

« Listener’s Log Audit Trail

« Understanding Oracle Connection Manager Logs
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Error Stacks

Log files provide information contained in an error stack. An error stack refers to
the information that is produced by each layer in an Oracle communications stack
as the result of a network error.

Figure 11-1 depicts the relationship among Oracle network products as they might
appear in an error stack:

Figure 11-1 Network Products and Error Stack Component

NI Net8 Interface (NI)
NR NN o
NS Main TNS
NS(2) NA
NT Main
NT(2) Oracle Protocol
NT OS
Network Protocol o Network Protocol
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The layers in Figure 11-1 are as follows:

NI Net8 Interface Layer

NR Network Routing

NN Network Naming (Oracle Names)

NS Network Session (main and secondary layers)

NA Native Services includes Network Authentication (NA) and
Network Encryption (NAE)

NT :\IetW(;rk Transport (main, secondary, and operating system
ayers

Your network may or may not include all of these components.

Error Example
As an example, suppose that a user of a client application tries to establish a
connection with a database server using Net8 and TCP/IP, and the user enters:

sqlplus scottfiger@hrserver.com

The SQL*Plus banner is displayed on the screen, and the following error is
displayed:

ORA-12203: TNS:Unable to connect to destination

This message indicates that the connection to the server failed because the database
could not be contacted. Although the application displays only a one-line error
message, an error stack that is much more informative is recorded in the log file by
the network layer. On the client-side, a log file called SQLNET.LOG, contains an
error stack corresponding to the ORA-12203 error as follows:

Figure 11-2  Typical Error Stack

* *% *% *% *% * *% *% *% *% * *%

Fatal OSN connect error 12203, connecting to:

(DESCRIPTION=(CONNECT_DATA=(SID=trace)(CID=(PROGRAM-=)
(HOST=ala)(USER=sviavant)))(ADDRESS _LIST=(ADDRESS=
(PROTOCOL=ipc)(KEY=trace))(ADDRESS=(PROTOCOL=tcp)
(HOST=ala)(PORT=1521))))

VERSION INFORMATION:
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TNS for SunOS:
Oracle Bequeath NT Protocol Adapter for SunOS:
Unix Domain Socket IPC NT Protocol Adaptor for SunOS:
TCP/IP NT Protocol Adapter for SunOS:
Tracing to file: /home/sviavantfrace_admin.trc
Tns error struct:
nrerr code: 12203
TNS-12203: TNS:unable to connect to destination
ns main err code: 12541
TNS-12541: TNS:no listener
ns secondary err code: 12560
ntmain err code: 511
TNS-00511: No listener
nt secondary err code: 61
ntOS err code: 0

Log File Names

Each Net8 component produces its own log file. The table below provides the
default file names and a description of the information they contain:

Log File Contains Error Information about the...

SQLNET.LOG Client and/or server

LISTENER.LOG Listener

NAMES.LOG Oracle Names Server

CMAN_PID.TRC Oracle Connection Manager CMGW gateway process

CMADM_PID.TRC Oracle Connection Manager CMADMIN administrative
process
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Understanding and Setting Log Parameters

Parameters that control logging, including the type and amount of information
logged, as well as the location where the files are stored, are set in the configuration
file of each network component as follows:

These log parameters ...are set in the following Configuration
corresponding to the... Files

client SQLNET.ORA

server SQLNET.ORA

listener LISTENER.ORA

Oracle Names Server NAMES.ORA

Oracle Connection Manager CMAN.ORA

processes

This section cover the following topics:

«  SQLNET.ORA Parameters

« LISTENER.ORA Parameters

« NAMES.ORA Parameters

« CMAN.ORA Parameters

« Setting Log Parameters in Configuration Files

For further information about the parameters described in this section, see
Appendix C, "Configuration Parameters".
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SQLNET.ORA Parameters
The following parameters settings can be set in SQLNET.ORA:

SQLNET.ORA Parameter

Net8 Assistant
Option

Description

LOG_DIRECTORY_CLIENT

LOG_FILE_CLIENT

LOG_DIRECTORY_SERVER

LOG_FILE_SERVER

Client Information:

Log Directory

Client Information:

Log File

Server Information:

Log Directory

n/a

Establishes the destination directory for the
client log file. By default, the client directory
is the current working directory.

Sets the name of the log file for the client. By
default the log name is SQLNET.LOG.

Establishes the destination directory for the
server log files. By default the server
directory is SORACLE_HOME/network/log
on UNIX and ORACLE_HOMtetwork\log
on Windows NT.

Sets the name of the log file for the server. By
default the log name is SQLNET.LOG.
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LISTENER.ORA Parameters
The following log parameters can be set in LISTENER.ORA:

LISTENER.ORA Net8 Assistant Description

Parameter Option

LOG_DIRECTORY_ Log File Establishes the destination directory

listener_name and file for the log file that is

- automatically generated for listener

LOG_FILE_listener_name events. By default the directory is
$ORACLE_HOME/network/log on
UNIX and ORACLE
HOM¥etwork\log on Windows NT,
and the file name is LISTENER.LOG.

NAMES.ORA Parameters

The following log parameters can be set in NAMES.ORA:

NAMES.ORA Parameter

Net8 Assistant
Option

Description

NAMES.LOG_DIRECTORY

NAMES.LOG_FILE

Log Directory

Log File

Establishes the destination directory for log
files. By default, the directory is SORACLE_
HOME/network/log on UNIX and
ORACLE_HOMtetwork\log on Windows
NT.

Sets the name of the log file for the client. By
default the log name is NAMES.LOG.
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CMAN.ORA Parameters
The following log parameter can be set in CMAN.ORA:

CMAN.ORA Parameter Description

LOG_LEVEL Establishes the level of logging:
« rangeisOto4:
level 0 - no logging
level 1 - basic reporting
level 2 - RULE_LIST matching lookup reporting
level 3 - relay blocking reporting
level 4 - relay 1/0 counts reporting

The CMGW gateway process creates a log file called
CMAN_PID.LOG, and the CMADMIN administrative
process creates a log file called CMADM_PID.LOG. The
log files are located in $ORACLE_HOME/network/log on
UNIX and ORACLE_HOM#tetwork\log on Windows
NT.
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Setting Log Parameters in Configuration Files

SQLNET.ORA, LISTENER.ORA and NAMES.ORA logging parameters can be set
with the Net8 Assistant. CMAN.ORA logging parameter must be set manually in
CMAN.ORA, as described in "Oracle Connection Manager Parameters
(CMAN.ORA)" on page C-76. To set logging parameters:

1.

Start the Net8 Assistant:
=« OnUNIX, run netasst at $ORACLE_HOME/bin

=« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Specify the log parameters:

For this log file... Set logging parameters here...

SQLNET.LOG 1. Click the Profile icon.

2. Choose General from the drop-down list box.
3. Click the Logging tab.
4

Specify the settings.

LISTENER.LOG 1. Click the Listeners folder.
2. Select a listener.
3. Choose General Parameters from the drop-down list
box.
4. Click the Logging and Tracing tab.
5. Specify the settings.
NAMES.LOG 1. Click the Oracle Names Servers folder.
2. Select an Oracle Names Server.
3. Choose Configure Server from the drop-down list box.
4. Click the Advanced tab.
5. Specify the log directory and file name.

Choose Save Network Configuration from the File menu.
Choose Exit from the File menu.

The Net8 Assistant application exits.
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Setting Log Settings During Runtime of Control Utilities

Logging can be set during a runtime of a control utilities. Note that setting logging
with a control utility will not set parameters in the *.ORA files; the setting is only
valid for the session of the control utility:

« For the listener, use the SET LOG_FILE and SET LOG_DIRECTORY commands
from the LSNRCTL control utility, as described in "Listener Control Utility
(LSNRCTL)" on page A-3.

« For an Oracle Names server, use the SET LOG_FILE_NAME command from the
NAMESCTL control utility, as described in "Oracle Names Control Utility
(NAMESCTL)" on page A-31, or set it through the Net8 Assistant:

a. Start the Net8 Assistant:
-On UNIX, run netasst at SORACLE_HOME/bin

-On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

b. Click the Oracle Names Servers folder.

c. Select an Oracle Names Server.

d. Choose Manage Server from the drop-down list box.
e. Click the Logging tab.

f.  Specify the log directory and file name.

Note: For Oracle Connection Manager, logging can only be set
from the Oracle Connection Manager configuration file, as
described in "Oracle Connection Manager Parameters
(CMAN.ORA)" on page C-76.

g. Choose Save Network Configuration from the File menu.
h. Choose Exit from the File menu.

The Net8 Assistant application exits.
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Using Log Files
To use a log file to diagnose a network error:

1. Review the log file for the most recent error number you received from the
application. Note that this is almost always the last entry in the log file.

2. Starting from the bottom of the file, locate the first non-zero entry in the error
report. This is usually the actual cause.

3. If that error does not provide the desired information, review the next error in
the stack until you locate the correct error information.

4. If the cause of the error is still not clear, turn on tracing and re-execute the
statement that produced the error message.

Listener’s Log Audit Trail

The listener log file contains Audit Trail information that allows you to gather and
analyze network usage statistics, as well as information indicating the following:

« aclient connection request

« astart, stop, status, reload or service command issued by the Listener Control
Utility

Note that you cannot turn this feature off.

Format of the Listener’s Log Audit Trail

The Audit Trail formats text into the following fields: Timestamp, Connect Data,
Application, [Protocol Info], event, [SID | service], Return Code. Properties of the Audit
Trail are as follows:

« Each field is delimited by an asterisk (*)

« PROTOCOL INFO and SID | SERVICE appear only when a connection is
attempted

« A successful connection or command returns a code of 0
« A failure produces a code that maps to an error message

Typical output to the log file upon a reload request is as follows:

Figure 11-3 Typical Audit Trail Information for Successful Reload Request

28-dec-98 14:12:18 * (connect_data=(service=sales.com)(cid=
(program=)(host=sales=pc)(user=system)) (command=reload) (arguments=64)
(service=listener) (version=(version=135282688))* reload * 0
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Typical output to the log file upon a connection request is as follows:

Figure 11-4  Typical Audit Trail Information for Successful Connection Request
28-dec-98 14:16:21 * (connect_data=(service=sales.com)(cid=
(program=c\ora81\bin\sgiplus.exe)

(host=windowspc)(user=dsteiner))) * (address=(protocol=tcp)

(host=144.25.23 246)(port=3366))

* establish * sales.com*0

Notice that the user ID is recorded as well as the platform, protocol, and software
used to make the connection.

Using Audit Trail Information

You can use Audit Trail information to view trends and user activity by first storing
it in a table and then collating it into a report format. To import the data into a table,
use an import utility such as SQL*Loader.
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Understanding Oracle Connection Manager Logs

The Oracle Connection Manager CMGW gateway process creates a log file called
CMAN_PID.LOG, and the CMADMIN administrative process creates a log file
called CMADM_PID.LOG. The log files are located in $ORACLE
HOME/network/log on UNIX and ORACLE _HOMBetwork \log on Windows
NT.

Figure 11-5 CMAN_PID.LOG

(TIMESTAMP=30-DEC-98 18:03:10)(EVENT=10)(VERSION=8.1.4.0.0)

(TIMESTAMP=30-DEC-98 18:03:10)(EVENT=36)(rule_list=
(rule=(src=spestn)(dst=x)(srv=x)(act=accept)))

(TIMESTAMP=30-DEC-98 18:03:10)(EVENT=32)(PARAMETER_LIST=(MAXIMUM _
RELAYS=1024)(RELAY_STATISTICS=no)(AUTHENTICATION_LEVEL=0)(LOG_LEVEL=1)(SHOW_TNS_
INFO=no)(ANSWER_TIMEOQUT=0)(MAXIMUM_CONNECT DATA=1024)(USE_ASYNC _
CALL=yes)(TRACING=no)(TRACE_DIRECTORY=default)(MAX_FREELIST_BUFFERS=0))
(TIMESTAMP=30-DEC-98 18:03:10)(EVENT=34)(ADDRESS _LIST=
(ADDRESS=(PROTOCOL=tcp)(HOST=)(PORT=1610)(QUEUESIZE=32)))
(TIMESTAMP=30-DEC-98 18:03:12)(EVENT=38)(COMMAND=2)

(TIMESTAMP=30-DEC-98
18:03:27)(EVENT=26)(RLYNO=0)(SRC=(ADDRESS=(PROTOCOL=tcp)(HOST=spcstn.us.oracle.c
om)(PORT=34758)))(DST=(ADDRESS=(PROTOCOL=tcp)(HOST=144.25.187.89)(PORT=1581)))
(TIMESTAMP=30-DEC-98 18:03:43)(EVENT=28)(RLYNO=0)(SINCE=30-DEC-98
18:03:27)(STATISTICS=(IN=(BY TES=0)(PACKETS=0)(DCDS=0)(OUT=(BYTES=0)(PACKETS=0)(D
CDS-0))

Figure 11-6 CMADM_PID.LOG

(TIMESTAMP=30-DEC-98 18:03:09)(EVENT=Sent Admin Status to U)
(TIMESTAMP=30-DEC-98 18:03:10)( EVENT=CMan Regjistration)
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CMAN_PID.LOG Event Codes

The CMAN_PID.LOG reports events using event codes numbers. This section
explains what each of these event codes represents dependent on the log level that
was The event code reported is dependent upon the log level set with the LOG_
LEVEL parameter in CMAN.ORA:

Log Level 1 Events

Code

Description

10
12
14
18

20

26
28
30
32
34
36
38
40
42
44
11
13
15
23
25
27
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Gateway is starting up
Gateway is shutting down
Listening on TNS address(es)

Answer failed
Additional Information: See "Reasons for Event Code 18" on page 11-29.

Refusing in-coming call

Additional Information: See "Reasons for Event Code 20" on page 11-29.
Relay is now open

Relay is how closed

Statistics report

<parameter_list>

<address_list>

<parameter_list>

CMCTL command

CMCTL command refused because the gateway is busy
Dead connection detected

Relay has timed out

Bad <address_list> argument

Bad <parameter_list> argument

Bad <rule_list> argument

Bad CMCTL record

Command line argument is too long

Memory allocation failure
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Code Description
29 TNS error
31 TNS error doing CMCTL

Reasons for Event Code 18 The answer can fail due to the following:

Code Description

1 Timed out

2 Connect data buffer is too small
3 Refused by TNS

4 TNS packet checksum error

Reasons for Event Code 20 The incoming call can be refused if:

Code Description

1 Gateway is shutting down

3 No connect data on in-coming call

4 Bad connect data on in-coming call

5 All relays are in use

6 Unable to get relay buffers

7 Fatal TNS error

8 No available ASO service

9 Reject” from filter rule

10 Out-going call failed

1 Refused by Net8/TNS

12 Listener is not running

13 Listener is not reachable

14 Host name lookup failure

15 Protocol adapter (and probably the protocol stack) not loaded

16 No SOURCE_ROUTE set in TNSNAMES.ORA or Oracle Names
server

17 "reject" from rule or bad connect string data
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Log Level 2 Events

Code Description

102 Answering in-coming call
104 Making out-going call
105 Accepting in-coming call
106 Rule match report

Log Level 3 Events

Code Description
202 Call will block (no asynchronous TNS support)
204 Relay blocked
Additional Information: See "Reasons for
Event Code 204"
206 Buffer contains leftover data

Reasons for Event Code 204

Code Description

1 Waiting for writer to be ready

2 Waiting for writer to clear backlog

3 EWOULDBLOCK error on recovery

4 TNS packet checksum error

5 EWOULDBLOCK or EPARTIAL on send

Log Level 4 Events

Code Description

302 Read this many bytes

304 Wrote this many bytes

306 Wrote this many bytes on retry
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Tracing Error Information

Tracing produces a detailed sequence of statements that describe network events as
they are executed. Tracing an operation allows you to obtain more information on
the internal operations of the components of Net8 than is provided in a log file. This
information is output to files that can be evaluated to identify the events that led to
an error.

CAUTION: Tracing uses a large amount of disk space and may
have a significant impact upon system performance. Therefore,
you should enable tracing only when necessary

This section covers the following topics:

Trace File Names

Understanding and Setting Trace Parameters

Setting Trace Settings During Runtime of Control Utilities
Evaluating Net8 Traces

Using the Trace Assistant to Examine Your Trace Files
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Trace File Names

Each Net8 component produces its own trace file. The table below provides the
default file names and a description of the information they contain:

Log File Contains Error Information about the...
SQLNET.TRC Client

SVR_PID.TRC Server

LISTENER.TRC Listener

NAMES.TRC
CMAN_PID.TRC
CMADM_PID.TRC

Oracle Names Server
Oracle Connection Manager CMGW gateway process

Oracle Connection Manager CMADMIN administrative
process

Understanding and Setting Trace Parameters

Parameters that control tracing, including the type and amount of information
logged, as well as the location where the files are stored, are set in the configuration
file of each network component as follows:

These trace parameters

...are set in the following Configuration

corresponding to the... Files

client SQLNET.ORA
server SQLNET.ORA
listener LISTENER.ORA
Oracle Names Server NAMES.ORA
Oracle Connection Manager CMAN.ORA

pprocesses
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This sections cover the following topics:

« SQLNET.ORA Parameters

« LISTENER.ORA Parameters
= NAMES.ORA Parameters

« CMAN.ORA Parameters

« Setting Trace Parameters in Configuration Files

For further information about the parameters described in this section, see

Appendix C, "Configuration Parameters".

SQLNET.ORA Parameters
The following parameters settings can be set in SQLNET.ORA:

SQLNET.ORA Parameter

Net8 Assistant
Option

Description

TRACE_LEVEL_CLIENT

TRACE_DIRECTORY_CLIENT Client Information:

Client Information:

Trace Level

Trace Directory

Indicates the level of detail the trace facility
records for the client. The trace level value
can either be a value within the range of 0 to
16 (where 0 is no tracing and 16 represents
the maximum amount of tracing) or a value
of OFF, ADMIN, USER, or SUPPORT.

«  OFF (equivalent to 0) provides no
tracing.

« USER (equivalent to 4) traces to identify
user-induced error conditions.

« ADMIN (equivalent to 6) traces to
identify installation-specific problems.

«  SUPPORT (equivalent to 16) provides
trace information for troubleshooting
information for support.

Establishes the destination directory for the
client trace file. By default, the client
directory is SORACLE_
HOME/network/trace  on UNIX and
ORACLE_HOMtetwork\trace on
Windows NT.
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SQLNET.ORA Parameter

Net8 Assistant
Option

Description

TRACE_FILE_CLIENT

TRACE_UNIQUE_CLIENT

TRACE_LEVEL_SERVER

TRACE_DIRECTORY_SERVER Server Information:

TRACE_FILE_SERVER

Client Information:

Trace File

Client Information:

Unique Trace File
Name

Server Information:

Trace Level

Trace Directory

Server Information:

Trace File

Sets the name of the log file for the client. By
default the log name is SQLNET.TRC.

Determines whether or not a unique trace
file is created. By default, the value is OFF.
The same trace file name is used for every
client. If the value is OFF, when a new trace
file is created for a client, it overwrites the
existing file. If the value is set to ON, a
process identifier is appended to the name of
each trace file generated so that several can
coexist.

This parameter creates unique trace files
named SQLNETPID.TRC

Indicates the level of detail the trace facility
records for the server. The trace level value
can either be a value within the range of 0 to
16 (where 0 is no tracing and 16 represents
the maximum amount of tracing) or a value
of OFF, ADMIN, USER, or SUPPORT.

«  OFF (equivalent to 0) provides no
tracing.

« USER (equivalent to 4) traces to identify
user-induced error conditions.

« ADMIN (equivalent to 6) traces to
identify installation-specific problems.

«  SUPPORT (equivalent to 16) provides
trace information for troubleshooting
information for support.

Establishes the destination directory for the
server trace file. By default, the server
directory is SORACLE_
HOME/network/trace  on UNIX and
ORACLE_HOMtetwork\trace on
Windows NT.

Sets the name of the trace file for the client.
By default the log name is SVR_PID.TRC.
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You can also manually add the following optional tracing parameters for the
TNSPING utility to SQLNET.ORA. TNSPING determines whether or not a service
(such as a database, an Oracle Names Server, or other TNS services) on a Net8
network can be successfully reached.

SQLNET.ORA Parameter

Description

TNSPING.TRACE_LEVEL

TNSPING.TRACE_
DIRECTORY

Indicates the level of detail the trace facility records for the
TNSPING utility. The trace level value can either be a
value within the range of 0 to 16 (where 0 is no tracing and
16 represents the maximum amount of tracing) or a value
of OFF, ADMIN, USER, or SUPPORT.

«  OFF (equivalent to 0) provides no tracing.

« USER (equivalent to 4) traces to identify user-induced
error conditions.

« ADMIN (equivalent to 6) traces to identify
installation-specific problems.

«  SUPPORT (equivalent to 16) provides trace
information for troubleshooting information for
support.

Establishes the destination directory for TNSPING trace
file. By default, the directory is SORACLE_
HOME/network/trace  on UNIX and ORACLE_
HOMMmetwork\trace on Windows NT.
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LISTENER.ORA Parameters
The following trace parameters can be set in LISTENER.ORA:

LISTENER.ORA
Parameter

Net8 Assistant
Option

Description

TRACE_LEVEL listener_ Trace Level

name

TRACE_DIRECTORY _
listener_name

TRACE_FILE_listener_
name

Trace File

Indicates the level of detail the trace facility
records for the listener. The trace level value
can either be a value within the range of 0 to
16 (where 0 is no tracing and 16 represents
the maximum amount of tracing) or a value
of ADMINISTRATOR, USER, or SUPPORT.

« USER (equivalent to 4) traces to identify
user-induced error conditions.

« ADMINISTRATOR (equivalent to 6)
traces to identify installation-specific
problems.

= SUPPORT (equivalent to 16) provides
trace information for troubleshooting
information for support.

Establishes the destination directory and file
for the trace file. By default the directory is
$ORACLE_HOME/network/trace  on UNIX
and ORACLE HOMtetwork\trace on
Windows NT, and the file name is
LISTENER.TRC.
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NAMES.ORA Parameters

The following trace parameters can be set in NAMES.ORA:

NAMES.ORA Parameter Net8 Assistant
Option

Description

NAMES.TRACE_DIRECTORY Trace Directory

NAMES.TRACE_FILE Trace File
NAMES.TRACE_UNIQUE Make Trace File
Unique

Establishes the destination directory for trace
files. By default, the directory is SORACLE_
HOME/network/trace  on UNIX and
ORACLE _HOMetwork\trace on
Windows NT.

Sets the name of the trace file. By default the
trace name is NAMES.TRC.

If set to ON, creates a unique file name for
each trace session, allowing multiple trace
files to coexist. A process identifier is
appended to the name of the trace file
generated.

This parameter creates unique trace files
named NAMESPID.TRC.

CMAN.ORA Parameters

The following trace parameters can be set in CMAN.ORA.:

CMAN.ORA Parameter Description
TRACING Sets tracing ON or OFF.
TRACE_DIRECTORY Establishes the destination directory for trace file. By

default, the directory is SORACLE_
HOME/network/trace  on UNIX and ORACLE_
HOM¥metwork\trace on Windows NT.
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Setting Trace Parameters in Configuration Files

SQLNET.ORA, LISTENER.ORA and NAMES.ORA logging parameters can be set
with the Net8 Assistant. CMAN.ORA logging parameter must be set manually, as
described in "Oracle Connection Manager Parameters (CMAN.ORA)" on page C-76.
To set logging parameters:

1.

Start the Net8 Assistant:
= OnUNIX, run netasst at $ORACLE_HOME/bin

=« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

Specify the trace parameters:

For this trace file... Set tracing parameters here...
SQLNET.TRC (for the 1.  Click the Profile icon.
client 2. Choose General from the drop-down list box.
SVR_PID.TRC (for the . .
server) 3. Click the Tracing tab.
4. Specify the settings:

Click the Listeners folder.
Select a listener.

LISTENER.TRC

Choose General Parameters from the drop-down list box.
Click the Logging and Tracing tab.

a M w0 DN P

Specify the settings:

NAMES.TRC Click the Oracle Names Servers folder.
Select an Oracle Names server.
Choose Configure Server from the drop-down list box.

Click the Logging tab.

a M w0 DN PE

Specify the settings.

Choose Save Network Configuration from the File menu.
Choose Exit from the File menu.

The Net8 Assistant application exits.
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Setting Trace Settings During Runtime of Control Utilities

Tracing can be set during a runtime of a control utilities. Note that setting tracing
with a control utility will not set parameters in the *.ORA files; the setting is only
valid for the session of the control utility:

« For the listener, use the SET TRC_FILE, SET TRC_DIRECTORY and SET TRC_
LEVEL commands from the LSNRCTL control utility, as described in "Listener
Control Utility (LSNRCTL)" on page A-3.

« For an Oracle Names server, use the SET TRACE_FILE_NAME and SET
TRACE_LEVEL command from the NAMESCTL control utility, as described in
"Oracle Names Control Utility (NAMESCTL)" on page A-31, or set it through
the Net8 Assistant:

a. Start the Net8 Assistant:
-On UNIX, run netasst at SORACLE_HOME/bin

-On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

b. Click the Oracle Names Servers folder.

c. Select an Oracle Names Server.

d. Choose Manage Server from the drop-down list box.
e. Click the Logging tab.

f.  Specify the trace level, directory and file name.

Note: For Oracle Connection Manager, tracing can only be set
from the Connection Manager configuration file, as described in
"Oracle Connection Manager Parameters (CMAN.ORA)" on
page C-76.

g. Choose Save Network Configuration from the File menu.
h. Choose Exit from the File menu.

The Net8 Assistant application exits.
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Evaluating Net8 Traces

Evaluating trace files either manually, or by using the Trace Assistant tool will help
you to diagnose and troubleshoot network problems by giving you a better
understanding of the following:

« the flow of packets between network nodes
« which component of Net8 is failing

= pertinent error codes

Understanding the Flow of Data Packets Between Network Nodes

Net8 performs its functions by sending and receiving data packets.By specifying a
trace level of SUPPORT, you can view the actual contents of the Net8 packet in your
trace file. The order of the packet types sent and received will help you to determine
how your connection was established.

Understanding Data Packet Formats Each line in the trace file begins with a procedure
followed by a message. Following each procedure is a line of hexadecimal data
representing actual data. The actual data that flows inside the packet is sometimes
viewable to the right of the hexadecimal data.

Below is a list of the Net8 packet keywords and describes the types of packets they

represent:

Keyword Packet Type
NSPTCN Connect
NSPTAC Accept
NSPTRF Refuse
NSPTRS Resend
NSPDA Data
NSPCNL Control
NSPTMK Marker

Note: This data is not viewable if you are using encryption
through an Oracle network product or through EBCDIC data.
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For example, the following line describes a procedure called "nscon " sending a

NSPTCN packet over the network:
nscon: sending NSPTCN packet

Each packet has a keyword that denotes the packet type. All packet types begin
with the prefix "NSP". It is helpful to remember this when reviewing trace files for

specific packet information

Figure 11-7 provides typical packet information:

Figure 11-7 Packet Information

nscon: entry

nscon: doing connect handshake...

nscon; sending NSPTCN packet

nspsend: entry

nspsend: plen=187, type=1

nspsend: 187 bytes to transport

nspsend:packet dump

nspsend:00BB000001 000000 ||
nspsend:0133012C0C 010800 |.3.,...|
nspsend.7F FF7F0800000001 |.......|
nspsend:00 990022000008 00 |..."....|
nspsend:01 01 2844 45534352 |.(DESCR]|
nspsend:49 50 54 49 4F 4E 3D 28 |IPTION=(|
nspsend:43 4F 4E 4E 45 43 54 5F |CONNECT_|
nspsend:44 415441 3D 28 5349 [DATA=(S]|
nspsend:44 3D 61 70 33 34 37 64 |D=ap347d|
nspsend:62 31 29 28 434944 3D |b1)(CID=|
nspsend:28 50 52 4F 47 52 41 4D |(PROGRAM|
nspsend:3D 29 28 48 4F 5354 3D |F)(HOST=|
nspsend:61 70 32 30 37 73 75 6E |ap207sun|
nspsend:29 28 55534552 3D 6D [)(USER=m|
nspsend.77 61 72 72 65 6E 2929 |warren))|
nspsend:29 28 41 44 4452 4553 [)(ADDRES)]
nspsend:53 5F4C 495354 3D 28 |S_LIST=(|
nspsend:41 44 44 52 4553 53 3D |ADDRESS—|
nspsend:28 50 52 4F 54 4F 43 4F |(PROTOCO|
nspsend:4C 3D 74 637029 28 48 |L=tcp)(H|
nspsend:4F 5354 3D 61 70 33 34 |OST=ap34|
nspsend:37 73 75 6E 29 28 50 4F [7sun)(PO|
nspsend:52 54 3D 31 353231 29 |RT=1521)|
nspsend:29 292900000000 00 ]))....|
nspsend: normal exit

nscon:; exit (0)
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Understanding Pertinent Error Output

Every time a problem occurs with the connection in Net8, the error code is logged
in the trace file with the prefix of <ERROR> or <FATAL>. Figure 11-8 depicts
typical trace file error output.

Figure 11-8 Trace File Error Output

nspsend: entry

nspsend: plen=244, type=6

ntpwr: entry

NIpWI: exit

-~<ERROR>- nspsend: transport write error

nspsend: eror exit

nseror: entry

-~<ERROR>- nserror: nsres: id=0, op=65, ns=12541, ns2=12560; nf0}=511,
n1]=61,nt2}-0

-~<ERROR>- nsopen: unable to open transport

nricdt: Call failed...

nricdt exit

-~<ERROR>- osnqper: error from nricall

-~<ERROR>- osnqper: nr err code: 12203

<ERROR>- osngper: ns main err code: 12541
<ERROR>- osngper: ns (2) err code: 12560

-~<ERROR>- osngper: ntmain err code: 511

<ERROR>- osnqper: nt(2) err code: 61

<ERROR>- asngper: ntOS e code: 0

osngme: entry

osngme: reporting nr (1) emror: (12203) as rdbms err (12203)
osngme: exit

-<ERROR>- onstns: Couldn't connect, retuming 12203
nricall: Exiting NRICALL with following termination result -1
nricall: exit

oshgme: entry

osngme: reporting nr (1) emror: (12203) as rdbms err (12203)
osngme: exit

-<ERROR>- onstns: Couldn't connect, retuming 12203
<ERROR>- osnqper: error from nricall

The most efficient way to evaluate error codes is to find the most recent NS error
code logged. This is because the session layer controls the connection. The most
important error messages are the ones at the bottom of the file. They are the most
recent errors and the source of the problem with your connection.
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For information about the specific return codes, use the Oracle UNIX error tool
oerr . Use the oerr tool to discover more information about Net8 return codes, by
entering the following at any command line prompt:

oertns eror_number

Using the Trace Assistant to Examine Your Trace Files

Net8 provides a tool called the Trace Assistant to help you understand the
information provided in your trace files by converting existing lines of trace file text
into a more readable paragraph. Note that the Trace Assistant runs against only a
level 16 (SUPPORT) SQL*Net or Net8 trace file.

To run the Trace Assistant, enter the following at any command line prompt:

frcasst[ ogptions | fiename

The options are described below.

Option Description

-0 Displays connectivity and Two Task Common (TTC)
information. After the -o the following options may be used:

¢ (for summary connectivity information)
d (for detailed connectivity information)
u (for summary TTC information)

t (for detailed TTC information)

g (displays SQL commands enhancing summary TTC
information)

-p Oracle Internal Use Only
-S Displays statistical information
-e Enables display of error information After the -e, zero or one

error decoding level may follow:

0 or nothing (translates the NS error numbers dumped
from the nserror  function plus lists all other errors)

1 (displays only the NS error translation from the
nserror  function)

2 (displays error numbers without translation)

If no options are provided, then the default is -odt -e -s, providing detailed connectivity, detailed
Two-Task Common, error level 0, and statistics.
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Figure 11-9 depicts how Trace Assistant converts trace file information into a more

readable format.

Figure 11-9 Typical Trace Assistant Conversion

Trace File

Converted by Trace Assistant with option -e0 or -el

nsc2addr: normal exit
nsopen: entry

nsmal: 404 bytes at
0x10d5a48

nsopen: opening

transport...

-<ERROR>- ntus2err: sd=13,
op=1, resntf0}=511,
resnf1]=2, resntf2]-0
-<ERROR>- nserror: nsres:
id=0, op=65, ns=12541,
ns2=12560; nf0]-511,
ntf1}=2, n{2}=0

-<ERROR>- nsopen: unable
to open transport

Error found. Error Stack follows:
id: 00000

Operation code: 00065

NS Error 1: 12541

NS Error 2: 12560

NT Generic Error: 00511
Protocol Error: 00146

OS Error: 00000

NS & NT Errors Translation

12541, 00000, "TNS:no listener"

// *Cause: The connection request could not be completed because the
listener

// is not running.

/7 *Action: Ensure that the supplied destination address matches one of
// the addresses used by the listener - compare the TNSNAMES.ORA entry
with

// the appropriate LISTENER.ORA file (or TNSNAV.ORA if the connection
is to

/7 go by way of an Interchange). Start the listener on the remote machine.

12560, 00000, "TNS:protocol adapter error"

/7 *Cause: A generic protocol adapter error occurred.

// *Action: Check addresses used for proper protocol specification. Before
// reporting this error, look at the error stack and check for lower level

/7 transport errors. For further details, turn on tracing and re-execute the
// operation. Turn off tracing when the operation is complete.

/

00511, 00000, "No listener"

// *Cause: The connect request could not be completed because no
application

// is listening on the address specified, or the application is unable to

/7 service the connect request in a sufficiently timely manner.

// *Action: Ensure that the supplied destination address matches one of
//_tahe addresses used by the listener - compare the TNSNAMES.ORA entry
wi

/7 appropriate LISTENER.ORA file.

/7 Start the listener on the remote machine.

However, other errors may also exist within the trace file that were not logged from
the nserror  function.
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Understanding Information Traversing the Network in Net8 Packets

Trace Assistant also allows you to view data packets from both the Net8 and Two
Task Common communication layers. Trace Assistant offers you two options to
view these packets:

« summary connectivity (using option -oc)

« detailed connectivity (using option -od)

Net8 Packet Examples
The following examples depict how Trace Assistant presents various packets as
they are sent to and from the Net8 layer in a variety of transactions:

« bequeathed connection
« redirected connection
« data packet

Note that the packets being sent or received have a prefix of "---> Send nnn bytes"
or "<--- Received nnn bytes" showing that this node is sending or receiving a packet
of a certain type and with nnn number of bytes. This prefix enables you to
determine if the node is the client or the server. The connection request is always
sent by the client, but received by the server (or listener).

Figure 11-10 Summary Data Packets Sent in a Bequeathed Connection

Using trcasst -oc < filename >

This example shows two packets. The first is the connect packet that is sent from the client
to the listener. The second is the accept packet coming back from the server.

—> Send 192 bytes - Connect packet

Connect data length: 142
(description=(address=(protocol=tcp)(host=disun)(port=1521))(connect_
data=(sid=dbl)(cid=(program=)(host=disun)(user=usel))))
<— received 24 bytes - accept packet

Accept data length: 0
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Figure 11-11 Detailed Data Packets Sent in a Bequeathed Connection

Using trcasst -od < filename >

This example shows all of the details sent along with the connect data in negotiating a
connection.

—> Send 50 bytes - Connect packet
Current NS version number is: 309.
Lowest NS version number can accommodate is: 300.
Global options for the connection:
can receive attention
no attention processing
Don'tcare
Maximum SDU size: 2048
Maximum TDU size: 5120
NT protocol characteristics:
Test for more data
Spawner is running
Hang on to Listener connection
Full duplex /O
Urgent data support
Generate SIGURG signal
Handoff connection to another
Line tumaround value: 0
Connect data length: 234
Connect data offset 50
Connect data maximum size: 2048
Native Services wanted
Native Services wanted
Cross facilty item 1: 0
Cross facilty tem 2: 0
Connection id: ©x0000000000000000
Packet data is in the following data packet
—> Send 244 bytes - Data packet
(DESCRIPTION=(ADDRESS=(PROTOCOL=beq)(PROGRAM=/private/oracle/in/oracle)(ARGVO=oracle)(A
RGS=(DESCRIPTION=(LOCAL=YES) (ADDRESS=(PROTOCOL=beq))))(DETACH=NO))(CONNECT _
DATA=(CID=(PROGRAM=)(HOST=dIsun)(USER=use1))))
<— Received 24 bytes - Accept packet
Accepted NS version number is: 307.
Global options for the connection:
no attention processing
Don'tcare
Accepted maximum SDU size: 2048
Accepted maximum TDU size: 4096
Connect data length: O
Native Services wanted
Native Services wanted
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Figure 11-12 Summary Data Packets Sent in a Redirected Connection

Using trcasst -oc < filename >

—> Send 187 bytes - Connect packet

Connect data length: 153
(DESCRIPTION=(CONNECT_
DATA=(SID=ap347db1)(CID=(PROGRAM=)(HOST=apsun)(USER=use2)))(ADDRESS _
LIST=(ADDRESS=(PROTOCOL=tcp)(HOST=apsun)(PORT=1521))))
<— Received 8 bytes - Resend packet
—> Send 187 bytes - Connect packet

Connect data length: 153
(DESCRIPTION=(CONNECT_DATA=(SID=apdb1)(CID=(PROGRAM=)(HOST=apsun)(USER=use2)))(ADDRESS _
LIST=(ADDRESS=(PROTOCOL~tcp)(HOST=apsun)(PORT=1521))))
<— Received 24 bytes - Accept packet

Accept data length: 0

Figure 11-13 Data Packet

Using trcasst -oc < filename > or -od < filename >

Once the connection is established, data is given to Net8 from the Two-Task Common layer
to be sent to the other node. Both summary and detailed views yield the same summary
information.

—> Send 30 bytes - Data packet
<— Received 201 bytes - Data packet
—> Send 439 bytes - Data packet
<— Received 400 bytes - Data packet
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Two Task Common Packet Examples

Two-Task Common handles requests such as open cursor, select rows, and update
rows that are directed to the database. All requests are answered by the server. If
you request to logon, a response is returned from the database that the request was
completed. Figure 11-14 on page 11-48 through Figure 11-16 on page 11-51 show
the type of information you can expect.

Summary information for Two-Task Common is different from other displays in
that it shows two packets on each line, rather than one. This is done to mirror the
request/response pairings process by which Two-Task Common operates.

Figure 11-14 Two Task Common Summary Information

Using trcasst -ou < filename >

(O3LOGA) 1st half of challenge-response logon 80 78

(O3LOGON) 2nd half of challenge-response logon 97 59

(OOPEN) #1 21 16
(OPARSEX) #1 245 59
(OCLOSE) #1 17 1
(OVERSION) 29 16
(OOPEN) #2 21 16

On each line, the first item displayed is the actual request made.The second item is a cursor number, if
one is involved with the transaction. The third item is either a listing of the flags or the SQL command
that is being answered. The flag indicates that a request has the following characteristics:

IPL/SQL = Not a PL/SQL request
COM = Commit

10V = Get 1/0 Vector
DEFN = Define

EXEC = Execute

FETCH = Fetch

CAN = Cancel

DESCSEL = Describe select
DESCBND = Describe Bind
BND = Bind

PARSE = Parse

EXACT = Exact

The number of bytes sent and received are displayed at the far right.

The OOPEN on line three is a prime example of how the output displays the request/response pairs.
The OOPEN appears with a #1 following it indicating that an "Open cursor" request was sent from the
client and the server responded with the cursor number 1 that it opened. Because a request/response
pairing is placed on one line, you should not combine this option with any of the connectivity options.
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Figure 11-14 Two Task Common Summary Information

Using trcasst -ou < filename >

(OALLY) #2 Parse Can Defn=2 Exec Fetch "SELECT AV 268 100
(OOPEN) #3 21 16
(OALLT) #3 Parse Exec=1 "SELECT USER FROM SYS.DUAL 152 70
(OALLY) #3 Defn=1 Fetc 117 88
(OCLOSE) #3 17 11

On each line, the first item displayed is the actual request made.The second item is a cursor number, if
one is involved with the transaction. The third item is either a listing of the flags or the SQL command
that is being answered. The flag indicates that a request has the following characteristics:

IPL/SQL = Not a PL/SQL request
COM = Commit

I0V = Get 170 Vector
DEFN = Define

EXEC = Execute

FETCH = Fetch

CAN = Cancel

DESCSEL = Describe select
DESCBND = Describe Bind
BND = Bind

PARSE = Parse

EXACT = Exac