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Abstract From the perspective of multi-agent systems, a high-confidence software formal model (HCSFM)

of cyber-physical systems (CPS) based on two complementary formalisms, namely Petri nets and π-calculus,

is proposed. Petri nets are employed to visualize the architecture and model the behaviors of CPS software,

and the structural analysis techniques allow the qualitative analysis of properties that may be proved

directly on the structure of Petri nets. π-calculus is used to describe CPS software evolution, including

agent joining, exiting, updating, and architecture reconfiguration. The evolving strategy of agents and the

consistency of CPS software can also be analyzed using π-calculus. HCSFM will improve the dependability

of CPS software. HCSFM is applied to unmanned ground vehicles CPS, which shows that it can effectively

describe and analyze the high-confidence software of cyber-physical systems.
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�������� (cyber-physical system, CPS)�����������������	����,�
�����������
	��
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��, 	��
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�����
�������� [1−3]. CPS�����������������������	������
�
��� [4−7]. � Internet �������	�����, CPS ������������	��� [6].
CPS ���
�� (sensors)���
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�� (controller), ����������
���, �������������������������������������� [3,8] .
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�"� CPS ��%, 
 CPS �� ���$#$�, &���%&'$#$
. CPS !(����'
$���, ���
(�,%)*�)�� �*+�(+���!; "" CPS��,���,-&,�"�
��� !"
�#.'/, $0�% #.!&, ��'$#$"#, �#-�.#�$�, �/0���
���'$%��(&#(
%$. 1', CPS �"(2���, �"��3& CPS ���3���3
$'�( [9], &)%,'� CPS ��"))���'$*(4+.

CPS �)����������	
����	����, *�"����,*",���
��1
������Æ���, &*�"�34+�#�
�2��++)��5�6&�����71�-
*+"���,�
���.*�	 [10−11], 	�/8-,��������'�-9��,��.0.
�������/�,-3��1�, �0��4,�6&���(�3�23 [12]. :�1�5;�
./��"�3��(06, 1
Æ&�"�(�3�32�"���-)3*��.�1�(4��(
�+9 [9,13−14]. 1', .�/��"�3, ,(/�:�1�5& CPS �"��+)��5�6&, 	�
54
��82��663
�0<, 71	-�-, ��/5���(�3��3���3�23�
�63, +&��� CPS �8��-=4�7��(�����9+9.

:4#, �	5�;� (model driven architecture, MDA)[15] �.��/��")6��5
7>78
������2�����. 
 MDA �, ��8<�8��3?45�	, ��",�+)�3698�
��-, 	�9��,�1�,�. OMG '= UML2 �. MDA �8�@A, 7 UML2.8:�1@A,
��9�&�	���5�6& [9]. :;, 
 CPS �"4+�'��/� MDA >; [9,16], :/���:
�1�58<�B��:�1�	. Lee � [9] � Jiang � [16] 
 MDA >;�, ;?�
�,��+)�	
CPS, ���	@,�4 UPPAAL &�	���5�6&, Lee -9���4 TIMES ����,���,
��/���	 CPS �"��3; Bruce � [17] ?����: SPA & CPS ��8���5, <9?��
	@,*(6&��� BNDC 63; Platzer � [18] ?�;���=A+) CPS, 	-� KeYmaera �46
&��B'3); Hunt[19] ?� ACL2r=A+) CPS,<9?�6�&>6&�����3); Zhang� [20]

<�
�=A#+)��5 CPS �"�
�C=, :/��	@,#6&���3); Bujorianu � [21] ?

� Hilbertean �58<� CPS �:�1>;, :4+�(D�:��� CPS =A+)���3)�5;
Susuki� [22] /�;�,��&)� CPS����8�,<9&�	��<3�5,:4+���>6
3; Thacker[23] ?���B==C;� Petri & CPS ��8�, <�-*�6>2�"�6, :-&��
><�&:EF���+), <9/���D?@A��.�����5&�	���5; 8<�� [24] )

� Petri 8<� CPS �":�1�	, &���������	��".�����(B��8�, :&
���23Æ#??��4+. /C�), D<��5.. CPS �"/=:�1+), 7@��(&
CPS �"�E����������.��8�, G*$Æ&�"�����8�, �0&�	��5�6
&�F�0, $Æ�(�����	�5�6&�5, �5�	�EF3���3�<3�:-3�	@
3.719���'3�, 1' CPS �"�3���2��Æ#.

1&C)GH, -I�� Petri  [25] � π 7� [26] �A�:�1�5, 
�	5�;� MDA �, 8<
CPS ��":�1�	. JH?� Petri :?++)���E����	����., �
 Petri �
4��>�:E�5�5�2��4I�&���	���5�6&; A��-�71
, ?� π 7�&�

���71��8�:�5��719����'3, �Æ���(*�	, 	�. CPS �"��/=
�Æ#. -I�. CPS ��"����	-/=��JG�*(06, ��'�*
�?������.

2 GHI3J4KL5GM6NO78PQ9

CPS K�
���
���
���, 6�7>�78���, :4�,:3�L�3�:-3�3
�. 7>�78����.K>?��;���M��, 4�1���"13* [27], :;�"1�"	-*
(;�.78��"	-�-=!K. .�/� CPS �"�,:3, -IJH� CPS �"��;����
"�.�?4�36�B (belief)�NL (desire) �+M (intention)� Agent, <9@G&)8<�> Agent
�������	 [28], 
 MDA >;�, ?� Petri � π 7�+)���� Agent �����..*�
�71, 8< CPS ��":�1�	 (high-confidence software formal model, HCSFM), 	�. CPS 
��"	-/=4��3?45�A<���98����	.



� 7� ���, B:  !���#"�� � ONBHC#�P 1859

CPS ��":�1�	K CPS ��"�����	���71�	��. �(�C��4+.
2.1 CPS <RS=TU>?VW

@X 1 CPS ��"�����	 (high-confidence software architecture model, HCSAM) ��?O
Q�, HCSAM = (AComp, AConn, AConf), *� AComp = (AComp1, AComp2, · · · , ACompo) >2��
Agent ��, AConn = (AConn1, AConn2, · · · , AConnp) >2,� Agent ��, AConf >2������.

1) �� Agent(AComp)
�� Agent ��?:GDQ��?��DQ, �4�B=3���3����.��E�F�. @G�

����, �� Agent �.C� Agent �;� Agent.
@X 2 C� Agent �GQ�, ReaAComp = (P, Pr , T, IT, OT, F, W, Π), *�:
1© I� Pr �3?I�, �PR>2, >2 “Q"/��” �SI, � IF-THEN �S>2, .@G��

,�����;
2© �D IT � OT �C>2�J�D, IT >2C� Agent �R8�J, OT >2C� Agent �R��

J; Π ?� π 7�+)C� Agent �71��.
C� Agent �	M 1 �2. C� Agent .�����,�E#, �.
�D?+&� #��

��
��1.

IT         P         T                      OT

条件/动作
规则

相应
动作

感知
数据

Pr

Y 1 AZ Agent [\

决策

Pd
知识库Pk

目标Pg 规划Pp

执行规划

更新目标

更新规划

反应Pr

使用知识库

使用知识库

IT

OT

Y 2 BC Agent [\
@X 3 ;� Agent . BDI (belief-desire-intention) �	.)), ��? 12 Q�, HybridAComp =

(P, Pd, Pr, Pk, Pg, Pp, T, IT, OT, F, W, Π), *� Pr, Pk, Pg, Pp .3?I�, �PR>2,
1© Pd .K?�L, !(��T�FG�+"HD, I����JM	FG2C��L� BDI�	�.
2© C��L Pr >2 Agent ?��SI�E� IF-THEN �S, .&NO�PD.0D�D?C�.
3© �SI�L Pk &�� BDI �	���B (beliefs), !(+)��
�*T Agent ���..Q"

K���SI.
4© :=�L Pg &�� BDI �	��NL (desires), !(+)� Agent ����-E:=, 4���

�.>2.�?�6�:G���><�.
5© �E�L Pp &�� BDI �	��+M (intentions), !(+)��� Agent ,�H��,(��

..
6© Π ?� π 7�+);� Agent �71��.
;� Agent �	M 2 �2, U%I�.3?I�, .@G��,�����. C� Agent �;�

Agent ;����J���	, Agent �I��&�*T Agent ��Q�, +�.Æ�1F�GF3,
�
'.P1&���	��5. 
���	-�,.@G,�,VW�9� Agent�B����. '
� Agent 71��, &)�
���4+.

2) ,� Agent(AConn)
,� Agent ��� Agent �	�X��, 69��� Agent ���	��S:00���Y��

��. ,� Agent 	�R45C���SH�?�� Agent, ."
�J?�� Agent ����, :&�
��:=���������K.

,� Agent ��?UQ�, AConnp = (ILP, Gate, KBP, Role,Π), *� ILP (intelligent link place) .
������,�I�, �VPR>2, IZ8<�� Agent ���T��L�M; Gate >2 Agent ��T
��L�M; KBP (knowledge-base place) .�SI�, �E��� Agent �B'�� (LG�+H��J
���), �PR>2; Role �,� Agent ��TW, .�,� Agent B�	��� Agent �3?��; Π ?
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� π 7�+)�,� Agent �71, !(+),� Agent 8<�� Agent ���	�M.I[9J�71
��, &)�
����4+.

CPS �"�����.��,� Agent ��� Agent �F��. M 3(a) �2, >?�� Agent �
��?,� Agent �	:��?\���. �?7>����KM)?;����, ;����'��,
� Agent ���	, M 3(b). ���� Agent �,� Agent �F, &)
 CPS �"��NX66'I1

U
� Agent, "9]&+Y
U
� Agent ���1, <�Æ?�"����KN)OL���� [29].

3) ������ (Conf)

Conf . CPS ��"���, !(+)�K�� Agent �,� Agent ��� CPS �"����Y
O.

CPS �"������M 4 �2, !(	MN45C+) CPS �"����, P���"���Æ
��.� Agent ����	, '+)� CPS �"�����	�E�@9. M 4 ��� Agent 1 � 2 ��
�M G1 �	, �� Agent 3 � 4 ���M G2 �	. �� Agent ;���JO2
,� Agent C, :��
��Z.�YO��.

Connecting

Agent
Agent 1 Agent n

Agent i

......

Connecting Agent

... ...

...

Subsystem 1 Subsystem i

Subsystem n

(a)

(b)

Y 3 JK Agent ]^Y

Computing Agent 1 Computing Agent 2

Computing Agent 3 Computing Agent 4

Abstract

Place
Abstract

Place

Abstract

Place

Abstract

Place

IT/

OT

OT

OT

OT

OT

IT

IT

IT

IT

IT/

OT

OT/
IT

OT/
IT

G1

G2

KB

ILP

Connecting Agent

Y 4 _`LMab

2.2 CPS <RS=NcdOPV
CPS �Q��
���,*-���, R'*�"����,*",���
��1������Æ

���. CPS �"���71, ��PD+���M Agent �S8�[T, P,(�6�"71�E1�

�, 0���71�U, :'�71%��9Q, 	��Æ��(��,Æ+����71 [30]. RS, 
71
����/^8�6�SÆ, R'��VV, &#(
�%$.

4+ CPS ��"��71
, ,(WP�GH�X:

1) ����71�E1. 
'.�.AM: �M���I��_1, Y Agent I��L*. Q�M
��� �_1, �:,��I[9J� �)��*+�.

2) ����71�
�. 
��F��, &)��"
�"++&�������Æ, RS/R'��
EF, M�:GW$���L*, &#%
�SÆ. Q�AB'� Agent Q�B&��.��
T, X�&�
������Æ.

3) ����71�)-Y�. *Q���71�X�M Agent �S8�[T�Agent �K�����
��Æ�.0.

4) ����71��5. /�WP71���1B9, 0��������,Æ�U, &������
�71��:�1+), <9���5�6&, Æ&71�(�3�,Æ3��'3.

1&.C�)� CPS ��"��71�
�R>GH, &)?� π 7�&*��+), 
 HCSFM
�/���U:
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1) 
�� Agent �,� Agent ���S���. �� Agent �S���D,� Agent -\T�, +)
^-�����I�_1, I���0<��L*, R�������. ,� Agent �S������
Agent �S���� ��
���	, .+)71� �_1, 
�R45C���������71.

2) ,� Agent �.��SH��
, 69�; Create, Delete, Update �>2��71�)-Y�.
3) +)����719, ,(��Z�5-E�����(�3��'3�33, +�
�����Z

4+.
�(JH0��� Agent �,� Agent I��S���, <94+����71�Æ�.0,  Agent

�&8�]��K���������� [29]. ,(I+��, 
S?
Z�� Agent �]��K�, (2�
Æ
+�
Z�� Agent �.�.ES, Y��
�*T Agent ��	. 
.���5�, [6�� Agent
]��K�
, *.�\.ES.

�� Agent I��S���.

Monitor(request, config) = request〈id, updinfo〉.config(x, y)([x = id, y = begin]

Update).RegInfo〈id, s〉.Monitor(request, config) (1)

*�9.: ��Monitor���M requestI id�K��� updinfo-\2,� Agent��S���,<9
���M config �[,� Agent ���R.��K�, ?��� Update K�,\9���� RegInfo

D,� Agent ��I].
,� Agent I��S���.

Supervisor(request, info, config) = request(u, v).info〈ids, wait〉.config〈id, begin〉.
CRegInfo〈x, y〉.Supervisor(request, info, config) (2)

*�9.: �� Supervisor ���M request �^,(������� Agent ��, ���M info ���
���� Agent B'� Agent `_��, <9��� Agent �T�I].

1) Agent �&8�]�
A� Agent &8
, � Agent JH
,� Agent �I], <9�� ILP 8<�*T Agent ��	�

M. Agent S8��.

NewAComp(id, s) = τ.Create(id, s) (3)

>2S8��?=TU. id, ��. s � Agent. Agent I]��.+).
RegInfo(register) = (νid, s)(register〈id, s〉) (4)

C�>2 Agent ���M register �L*=TU id ��� s 2,� Agent �. 
,� Agent �B��I
]��.

CRegInfo(register) = (νx, y)(register(x, y).UpdateKB) (5)

>2,� Agent ���M register DT� Agent �I]�� x � y, �
K�*�SI KBP .
A� Agent R��?���
T, K�+H��MU�? Agent �/=�,���, ,(��,�

Agent ^U/=B���� Agent. Q�
B���� Agent, ,� Agent IZ8<+A? Agent �
���	�M; Q��
B���� Agent, R� Agent .D,� Agent 6V+?��, �#�/=+
M��� Agent I], ,� Agent ]DR� Agent -\T�, ��./�B����R�. � Agent R
������.

RequestService(i, r, subscribe, l) = i〈a〉.r(z).([z = nil]subscribe〈a〉 + z〈l〉) (6)

>2� Agent���M i-\R� a2,� Agent^aB���� Agent,<9���M r �[,� Agent
�_7. �#� Agent ^2��� Agent �=TU z, ]�� z -\R����+H l 2�� Agent. Q
� Agent ^2��� Agent �=TU.�, SD,� Agent 6V+?��.


,� Agent �B����^a��.
QueryService(i, kb, r, subscribe) = i(y).(kb〈y〉|Belief(y)).(r〈nil〉.subscribe(y) + r〈p〉) (7)

>2,� Agent ���M i �^R� Agent �R� y, <9���SIV,�R�
B���� a, Q�

, ���M r -\W Agent �=TU p, RS�X, -\�:6VW��.
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�� Agent �B����/=��.
ProvdService(p, s) = p(x).x〈s〉 (8)

>2�� Agent ���M p �^��R��+H x, :�� x -\B���� s 2R� Agent.
QS? Agent <2*:=, ,(	���]�, S(I1���	A;�,� Agent �[T, �*T

Agent ��	�M'([T. Agent ]���.+).:

AComp(id, s) = Delete(id, s) (9)

>2[T��?=TU. id, ��. s � Agent.
2) Agent K�
K� CPS �.#�5^�*2*+, ,(& Agent ��K�, Agent K�ZV�: 1) K�-EWD

,� Agent -\ Agent `Y�'W, �X_ Agent �K� Agent ���; 2) ,� Agent IK������
_ Agent -��	�*T Agent, :_S*T Agent D_ Agent -E��+�, :0Z���+�; 3) ,�
Agent DK� Agent -\`[��, <*��NX1, <9,�`Y��; 4) ,� Agent �*T Agent �-
E�+�^R2K� Agent, :D_ Agent -�]�T�.

Agent �K����.A�.0, `��.0K� Agent I��0<��5�X1, ,(& Agent I
���K�, Y Agent �I�71, a.Æ�@9K�; `\�.0, K������,�, ,(4���
�� Agent &_ Agent ��K�, a.B=3K�.

&�`��.0, .?� π 7��#�a'�V,�b Agent�R��K�, #�a'�.V,A
?4���I������	 �c#�R�a. QA? Agent �.�a, S.��? Agent �`Q
 �? Agent,  ��
��bd`Y�-�. Æ�@9K��S�:

Xe 1 [Agent Æ�@9K�] � Agent0 � Agent1 ��.�CO>2.�� P � R, M P ≈ R, S
Agent1 .& Agent0 ��Æ�@9K�, C. Agent1 � Agent0.

Agent Æ�@9K����YN+9]� Agent  ��.Æ���, e& Agent I���K�. &�`
\�.0, ,(���K.Y
� Agent K�b Agent. B=3K��S�:

Xe 2 [Agent B=3K�] � Agent0 � Agent1 ��.�CO>2.�� P � R, P � R Z0�
Q":

1. fn(P ) ⊆ fn(R);
2. Q P

τ−→ P ′, S ∃R′, R ⇒ R′;
3. Q P

x(z)−→ P ′, [\ ∃R′, R
x(z),··· ,xi(zi)−−−−−−−−−→ R′ (

x(z),··· ,xi(zi)−−−−−−−−−→ >2 R &�M)?R8�.);

4. Q P
x(y)−→ P ′, [\ ∃R′, R

x(y),··· ,xi(yi)−−−−−−−−−→ R′(
x(y),··· ,xi(yi)−−−−−−−−−→ >2 R ��M)?R��.);

5. Q P
xy−→ P ′, [\ ∃R′, R

xy,··· ,xiyi−−−−−−−→ R′.
S R & P ���B=3K�, 1� Agent1 & Agent0 ���B=3K�, C. Agent1 � �Agent0.

Q" 1 a>� P �,KL��. R ,KL���;�; Q" 2 a>�Q P ����?I���2
P ′, [\ R $4.���?I���2 R′; Q" 3�4�5 �Ca>� R T�&���� P ���, P
.��*1���. B=3K�a>� Agent T�Æ���_��. , P/=��Y���.Z0��,
�.

3) �������
.�/� CPS �"�>63, ���,(&8�Y�] Agent, +�A! Agent -�0<
, .]�

�] Agent, �
! Agent �*T Agent ��	',(^Y2�] Agent C, 	�������-���.
f Agent 1 � 2 ���M G1(C. y) ���	, 
��F�
&8�?�] Agent 1’ ���M bak

�]*:G. A Agent 1 -�L*,(_
'c
, ,(�� Agent 2 I`��M^Y2�] Agent 1’, �
M^Y���:

(νbak)(ȳ〈bak〉.Agent1|Agent1′)|y(x).Agent2
τ−→ (νbak)(Agent1|Agent1′ |Agent2{bak/x}) (10)

>2 Agent 1
_S��;,���M y �_#6�,g��] Agent 1′ ���b��M bak �L0 Agent
2, ���YO��-���, <� Agent 2 .���M bak ^G�] Agent 1′.
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3 CPS 5GM6Zfg7[h


 CPS ��"71���, !(4+��71����"��'3, Æ&719����(*�	.

��71�566, &)!('I�M Agent ����	�_? Agent �I��b�, K� Agent �
��J���	, 1'.<� π 7���><�#+) Agent �J����., ��?� π 7��B'

�5�5�571�	��'3. &)JH�5 Agent I����J�hN3, <9�5������'
3.
3.1 Agent i\jkl]^_`mnao

Agent K�J�I����. �J�>� Agent /=�,(���, >2	�?36�=AT
Nb
Agent 
�c2� Agent �4����.. 1', Agent �I��(2��J�B'�.Æ�hN, Y
Agent (2(����J��6��.. .�d��i.ac++)�	, &)I�	�7>���`Y.
@9CB���	, I Agent �J� π 7����>2, ?� π 7��LGde�`B [31] &hN3��

�5.

@X 4 (LGde) 06�� P �LG�� N ⊆ fn(P ), P/N >2de�� P �6��� N �
�LG9��2���, S P/N = (νN )

(
P | ∏

n∈N

Hide(n)
)
, *� Hide(n) = n(m).(Hide(n)|Hide(m)) +

(νm)(n〈m〉.(Hide(n)|Hide(m))).

&�J�?LG n ∈ N , �� Hide(n) I1de
 P �. Hide(n) ��9�/=LG n �R8�R�

;b, � P ��:� P � n �R��R8;b���	, 	�CP.I��. τ , <2de n �:�.

deLG�e�LG��. e�LG���I���<��LG, ��� �Y��	, 7.���
M�e�LG�.c�L0Q �?��,	��4
_������\c�����<�e�LG���
�. deS�������,KLGde, ��<�de.�36+"d1.I�+"�W�36���
�MR�1.&�2 ��
�)�.

@X 5 (Agent �J) [��? Agent Acomp ��� P , Q fn(p) ⊆ fn(AComp) :0 P ≈ AComp/

(fn(AComp) − fn(P )), [\a�� P . Acomp ��?�J.

69 5 >2�J����.� Agent I����?;�, 1'�J�,KL��. Agent ,KL�
���?;�, �

 Agent �Ia-�J�LG��de, I1)�.I��.9�2����� P #

�a. ��.�� Agent �*T�J.

69 5 >>.��LGdeD�B���J, 7:��J�?Z069 5 ���;�(�++)
Agent �I��, .@G���V, Agent �J���hN3.

>e 1 [��? Agent Acomp .*�J��� P = {P1, P2, · · · , Pn}, Z0�Q":

1. fn(Pi) ∩ fn(Pj) = ∅, ∀i �= j;
2. AComp ⇒ 0 iff ∀i, Pi ⇒ 0(+j ⇒ �> ( τ−→)∗, >2�
 0 ?�>?I�71fb);
3. Q ∃α(α �= τ), AComp

α−→ AComp′,[\ ∃i, P ′
i , Pi

α−→ P ′
i 0 AComp′ I��� P ′ = {P1, · · · , P ′

i ,

· · · , Pn} '�hN�.

[\ Acomp I����J P �hN�.
3.2 CPS <RS=NcdOpqnao [28]


 CPS �"��F�
, K�� Agent �&8� Agent �K�, R'��-�71, �/%&��
��'3 (consistency)[32]. �'3�f����?��(2������	, ��/f'gc. �'3&�
CPS �"��71G.�(, 1.�#,�719� Agent �,� Agent f'-�gc, [\K'71�
#���]�6�
GH, ��(*��. 1', CPS �"��71��'34+4��(+9 [33].


 HCSFM�, AgentIB����I]
,� Agent�,��,� Agent8< Agent����	�M,
<9 Agent���J���	. K� Agent�J�I���hN�,1�.
�J45CV, Agent�
	��'3 [34]. @G69 5, Agent�J���+), &)JH69������'3'�, ���� Agent
��'36�.

QA?�� P � Q ��'�, S P � Q $4�kg�?bg�&cLG���	,  P = x〈y〉.P ′,
Q = x(z).Q′. +�������
�Z'�.
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@X 6 (�'3'� [31]) ��Z����C�\Q'� R, &� PRQ, 0&���`� σ /∈ fn(P ) ∪
fn(Q), ;Z0 PσRQσ, �0

1. Q P
τ−→ P ′, S P ′RQ;

2. Q P � 0 ∧ P �≡ 0, P
x(z)−→ P ′ ∧ Q

xy−→ Q′, S P ′{y/z}RQ′;

3. Q P � 0 ∧ P �≡ 0, P
x(n)−→ P ′ ∧ Q

x(n)−→ Q′, S P ′RQ′.

Sa R .���8�'3'�. Q R � R−1 ;�8�'3'�, Sa*.����'3'�, C. �.

����'3Y����(*�	, >>�����4��&cLG����	���2<-E.�.
Q�
�� P ′, <� P ⇒ P ′, 0 P ′ τ−→ � P ′ ≡ 0(P ′ τ−→ >2 ∃P ′′, P ′ τ−→ P ′′), Sa�� P (*F
�, ���2<-E.�; Q P ⇒ P ′,¬(P ′ τ−→) 0 P ′ �≡ 0, ]>2��EF, ����]��I�71,
*�.':d,���.

@h 1 (Agent �'3) � P � Q �C. Agent1 � Agent2 ��J, �0 P � Q 4��'3'�, Y
P � Q, S Agent1 � Agent2 Z0�'3, Y Agent1|Agent2 �(*F�.

rs K� Agent �J+) Agent /=���, 1'&> Agent ��Z0�'3Q,&>Q P � Q,
[\ (νfn(P ) ∪ fn(Q))(P |Q) (*F�, Y�
�?�� S(success), <� (νfn(P ) ∪ fn(Q))(P |Q) ⇒ S,
*� S

τ−→ � S ≡ 0.

� fn(P ) ∪ fn(Q) = N , S (νfn(P ) ∪ fn(Q))(P |Q) = (νN )(P |Q) ⇒ S, &)?�:Ecd5&>,
� n 5I�719��e�(*F�.

1. A n = 0 
, &> (νN )(P |Q) τ−→ � (νN )(P |Q) ≡ 0 �<. K� P � Q, P � Q .�Z��,
� ∃α, P

α−→ � Q
α−→, α � α .kg�?bg�&cLG���	���, .���I�71, 1'

(νN )(P |Q) τ−→ �<.
2. [� n = k, k > 0 
, ∀P ′, Q′, P ′ � Q′, (νN )(P ′|Q′)( τ−→)kS �<, *� S

τ−→ � S ≡ 0.
3. A n = k + 1 
, (&> (νN )(P |Q) τ−→ (νN )(P ′|Q′)( τ−→)kS �<. @G69 6, &�`�5I�7
1, .�2

• P
τ−→ P ′, K� P � Q, S P ′ � Q.

• Q
τ−→ Q′, K� P � Q, S P � Q′.

• P
x(z)−→ P ′, Q

xy−→ Q′, K� P � Q, S P ′{y/z} � Q′.

• P
x(n)−→ P ′, Q

xn−→ Q′, K� P � Q, S P ′ � Q′.
• Q

x(z)−→ Q′, P
xy−→ P ′, K� P � Q, S P ′ � Q′{y/z}.

• Q
x(n)−→ Q′, P

xn−→ P ′, K� P � Q, S P ′ � Q′.

1'M (νN )(P |Q) τ−→ (νN )(P ′|Q′), S P ′ � Q′, @G[�� S
τ−→ � S ≡ 0 �<, 1' (νfn(P ) ∪

fn(Q))(P |Q) ��F�, Agent1 � Agent2 Z0�'3, �&.

6� 1 Æ&� Agent �.�f�3, <�1Q�5� Agent K�?�J+)*�., �9C Agent 
�KM)?�J��, +�� Agent �'3&>.��&6� 1 ��ZB=�2.

@h 2 Q CPS �"���B	�	� Agent ,�Z0�'3, SW��.(*�	, ��2L�
�..

K6� 1 .R�, &>�1PD, 	?.

��& CPS ��"��71��'3�5, .�Æ719���(*�	, ���:2L��..

4 8Ph[htiu

-�.�2��'eig (unmanned ground vehicle, UGV) jd���jH�.��kl. l�FG
�g UGV �8&�m
, &�fe�h�G�2 UGV jd (�XAg UGV) &:=�fkb. &)�Æ
?���.�? CPS, J�g UGV � CPS ���
��, fe�h�.��
��, �������8
��f����. �J�g UGV g.�? Agent, fe�h�.�?SH�� Agent(supervisor), �Æ?
����,� Agent, IZ�6�j�E, �:=���NX�jH���0 UGV Agent jd, :
�R4
5C����. SH�� Agent P."
�Jg UGV Agent ����, �iH��,�.0.jF��
K���. .�8< UGV Agent jd�:�1�	, @G HCSFM, :&:=��EI�����, �2W
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CPS �:�1�	M 5 �2.

P2

e1

P3

e3

e4

P4

e5

Supervisor Agent

KB

(P1)

P10Search

Target

e1

P12

e3

KB

(P9)

SearchTarget

Approach 

Target

Approach 

Target

UGV Agent 1 UGV Agent 2

e2

P11

ILP

(P6)

KB

(P7)

P5

ReturnTo

Base
P14

ReturnTo

Base

T5

T1

T2

T3

T4

T6

T7

T8

T9

T10

T11

T13

Target 

Position

(P15)

e4

T14

Return(

P16)

Target 

Positioning

Target 

Positioning

T15

Y 5 UGV Agent lm CPS vwn[\
M 5 �2��	.1F++)���E�@9, ��@9.���D�<��-h�S#+). .

��Æ�����3��EF3�'$63�(�3, ,(&�	���5�6&. &)?� Petri �5
�4 INA[35] &M 5 ����	��B���5. �5�Q>>, �	����, <.�� 104 ?, 0�	
�[�, ��
EF, .Æ&���(*F�, CPS ������<2i2�:=.

@GM 5 �2��	, &W CPS ��go. [���NX
 UGV Agent jd�:=Bm-�. ��N
X��M 6 �2, �0�
��#n��
, go�QM 7 �2. M�OT:�> UGV Agent �:=
�NXi�, Rh�> UGV Agent pHC:= UGV 
�Q��i,

X

Y

UGV
Agent1

UGV
Agent2

Target

Obstacle

Y 6 `xqyab

5 6 7 8 9 10 11 12 13 14 15
9

10

11

12

13

14

15

16

17

X(m)

Y
(m

)

Target
Agent1
Agent2

Y 7 UGV Agent zDr{stu
.��o+:=�,(, fe�hK6F��g*+ UGV &:=�fo+. *+ UGV �. CPS�

���
��, @G CPS ��"��718�, *+ UGV JH
SH�� Agent ���I], <98
<1)����	�M attack. '
!('I��*+ UGV 2<9����'3GH, ���R(*�	.
1'@GC��� CPS ��"��71�5, I�&8*+ UGV ��J��*+ UGV ��	�.�
Agent �J���+)�#, <9@G�JV,*+ UGV �&8�R/%&����'3. *+ UGV Q
�SH�� Agent �	, *+ UGV �SH�� Agent -&��J.69�:

*+ UGV:

AttackUGV Agent(attack) = attack(x).AttackUGV Agent(attack) (11)

SH�� Agent:

SupervisorAgent(attack) = attack < location > .SupervisorAgent(attack) (12)
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SH�� Agent K�/=�����, �J-���1, ���M attack -\:=i��� location

�*+ UGV ���	. @G�S 2, SH�� Agent -��B=3K�, <9@G69 6 hN)�2
AttackUGV Agent � SupervisorAgent, [\@G6� 1, AttackUGV Agent|SupervisorAgent �(*F�,
��@G6� 2, *+ UGV &8W CPS 9, ��e�Æ�(*�	, �ÆH��j?��.

5 v|}

-I.A�	p�:�1�5 Petri� π7�.@9)), 8<� CPS��":�1�	 HCSFM,
?� Petri :?++) CPS �"������	.���., � π 7�+)�����71. .��Æ
719 CPS �(*�	, ?� π 7��B'�5�5k��719 CPS ��"��'3. HCSFM .

�1YN+Zi���Æ��?�33, �q�n:�������W�	-�j����Æ��i, �1
9�+)7>� CPS �"��, 4��6���4+��9+9.
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